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[bookmark: _Toc227424491]INTRODUCTION
In the modern digital landscape, enterprise networks are exposed to an expanding range of cyber threats, making vulnerability identification and risk reduction a core organisational requirement. The NIST Cybersecurity Framework (CSF) 2.0 is designed to help organisations of all sizes understand, assess, prioritise, and communicate cybersecurity risk, while NIST Special Publication 800-115 provides practical guidance for planning and conducting security testing and assessment activities [1], [2].
This report presents a security assessment of the SWANSEA.ACCA network operated by SOAC Inc., a two-site enterprise environment spanning Swansea and London. The network includes an Active Directory domain architecture and a mixed operating system environment comprising Windows Server 2022, Windows 10 and Debian-based hosts, reflecting a realistic heterogeneous enterprise deployment. Special attention is given to the VPN connection linking the two sites, as cross-site connectivity can increase the risk of lateral movement if trust boundaries and access controls are not sufficiently enforced.
This assessment will follow a structured methodology informed by NIST SP 800-115, including planning, information gathering, vulnerability analysis, controlled exploitation and reporting. To support this process, Nessus Essentials and Kali Linux were used to simulate real-world attack scenarios within a controlled laboratory setting, enabling the evaluation of exposed services, misconfigurations and weaknesses in system hardening. The findings highlight security issues such as insecure service exposure, outdated cryptographic configurations and attack paths that could support unauthorised movement between systems [2].
This report represents a point-in-time snapshot of the network’s security posture, so the results should be interpreted as indicative rather than permanent. As recommended by NIST CSF 2.0, the assessment supports broader risk management by helping to identify current weaknesses and guide improvements in protection, detection and governance across the organisation [1].
[bookmark: _Toc227424492]METHODOLOGY
I followed a structured vulnerability assessment and penetration testing methodology informed by NIST Special Publication (SP) 800‑115, which defines phased activities for planning, discovery, attack and reporting in security testing engagements. The overall approach was aligned with the broader principles of the NIST Cybersecurity Framework (CSF) 2.0, ensuring that technical testing contributed to organisational risk management outcomes in terms of identifying, protecting against, detecting and responding to cyber risk. All work was conducted within a controlled virtual laboratory under explicit authorisation, in line with ethical hacking practice and the professional expectations for security testing described in NIST guidance [1].
[bookmark: _Toc227424493]Planning Phase
During the planning phase, the scope, objectives and rules of engagement were defined in accordance with the planning recommendations of NIST SP 800‑115. The target environment consisted of the SWANSEA.ACCA domain, focusing on the Swansea subnet 192.168.1.0/24 and London subnet 192.168.2.0/24. These subnets are interconnected via a site‑to‑site VPN, which behaves as a bridging mechanism that extends communication between geographically separated networks by transparently transporting data link frames and IP traffic across an IP backbone. This bridging VPN design effectively consolidates remote segments into a single logical environment, increasing the importance of assessing how inter‑site connectivity might enable unintended cross‑site traffic and lateral movement [3].
The primary objective of the engagement was to evaluate the security posture of both subnets and determine whether weaknesses in exposed services or VPN‑mediated routing could be abused to pivot between systems in Swansea and London. Rules of engagement limited testing to the provided virtual machines, prohibited denial‑of‑service techniques and required avoidance of any action likely to cause data loss or prolonged unavailability, reflecting the ethical and controlled nature of penetration testing activities advocated by NIST [1].
[bookmark: _Toc227424494]Discovery And Information Gathering
The discovery phase corresponded to the Discovery activity defined in NIST SP 800‑115, whose goal is to identify active assets, exposed services and reachable network paths before attempting exploitation. Host discovery and basic topology mapping were performed from a Kali Linux assessment host using Nmap, beginning with ping and ARP‑based discovery (for example, nmap -sn) to enumerate live systems on both subnets. Targeted scans were then used to identify open TCP/UDP ports and associated services on the domain controller and client machines [1] [2].
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[bookmark: _Ref227231000][bookmark: _Toc227424522]Figure 1: Nmap discovery scan results for the London subnet, identifying active hosts.
During broad scans a segmentation fault occurred, highlighting practical tool and resource constraints within the lab. To maintain reliability, the scanning strategy was adapted to use smaller batches of hosts and more focused port ranges, which improved stability while still ensuring coverage of the in‑scope systems. Connectivity tests, including ping and traceroute, confirmed that traffic between Swansea and London traversed the site‑to‑site VPN tunnel, consistent with bridging VPN architectures where a backbone network carries data frames between remote wireless or IP segments without requiring changes on the end nodes. The outputs of this phase established the asset inventory and communication paths required for subsequent vulnerability analysis [3].
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[bookmark: _Ref227231275][bookmark: _Toc227424523]Figure 2: Traceroute output demonstrating the network path through the site-to-site VPN tunnel.
[bookmark: _Toc227424495]Vulnerability Identification and Analysis
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[bookmark: _Ref227231406][bookmark: _Toc227424524]Figure 3: Nessus Essentials dashboard showing the high-level summary of identified vulnerabilities.
Automated vulnerability assessment was performed using Nessus Essentials, in line with the analysis activities described in NIST SP 800‑115 where discovered services and versions are correlated with known vulnerabilities as shown in the image above. The scans were executed in an uncredentialed mode as shown in Figure 4, meaning that Nessus did not authenticate to the target systems; this simulates the view of an external attacker or low‑privileged internal adversary who only observes network‑exposed interfaces [1].
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[bookmark: _Ref227232984][bookmark: _Toc227424525]Figure 4: Configuration view of the uncredentialed Nessus scan policy.
To provide a consistent and defensible basis for prioritisation, findings were ranked using the Common Vulnerability Scoring System (CVSS) v3, which is widely adopted as a de facto standard for quantifying vulnerability severity and supporting risk‑based decision‑making in vulnerability management. CVSS metrics were used to group issues into high, medium and low severity categories, reducing the subjectivity inherent in manual severity assignment and helping to determine which vulnerabilities should be addressed first when resources are limited [4]. Attention was paid to high‑impact vulnerabilities affecting services accessible across the VPN bridge, as these presented the greatest potential for exploitation and lateral movement between the Swansea and London sites.
[bookmark: _Toc227424496]Exploitation And Validation
The exploitation phase implemented the Attack activity from NIST SP 800‑115, which recommends carefully controlled attempts to exploit identified weaknesses in order to validate their real‑world impact. Metasploit Framework, running on Kali Linux, was used to test selected high‑ and medium‑severity findings, such as weak authentication surfaces and remotely exposed services, to determine whether they enabled unauthorised access or privilege escalation. Exploitation attempts were deliberately constrained to avoid irreversible change or data loss and no payloads were deployed beyond what was necessary to confirm exploitability [1] [2].
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[bookmark: _Toc227424526]Figure 5: Metasploit console output showing an attempted 
EternalBlue exploitation on the Swansea Domain Controller.
In several cases, exploitation attempts were unsuccessful. Rather than being dismissed, these outcomes were treated as evidence that compensating controls (such as patching, hardened configurations or stricter authentication) were already in place, illustrating the concept of defence‑in‑depth promoted by modern cybersecurity frameworks. Both successful and unsuccessful attempts were documented to provide a balanced view of residual risk and existing strengths in the current security posture.
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[bookmark: _Toc227424527]Figure 6: Evidence of failed SSH brute-force/credential-based exploitation on the London Server.
[bookmark: _Toc227424497]Ethical And Governance Considerations
All testing was carried out on isolated virtual machines and under explicit academic authorisation; no production systems, third‑party networks or live organisational data were accessed. This approach aligns with the ethical and governance expectations embedded within the NIST CSF, which emphasises defined roles, authorised activities and traceable evidence when managing cybersecurity risk. By combining a NIST‑aligned testing process, explicit consideration of the risk introduced by a bridging VPN between sites and structured severity assessment using CVSS scoring, the methodology supports both technical rigour and responsible professional practice [1].
[bookmark: _Toc227424498]NETWORK OVERVIEW
Following the methodology outlined in Section 2, the discovery phase identified four primary hosts within the SWANSEA.ACCA network across the two interconnected subnets. These systems represent the core infrastructure of the enterprise environment and were verified through active network scanning.
[bookmark: _Toc227424499]Identified Hosts
The following hosts were discovered and confirmed to be active:
	IP ADDRESS
	HOST ROLE
	OPERATING SYSTEM

	192.168.1.1
	Swansea Domain Controller (S‑DC)
	Windows Server 2022

	192.168.1.10
	Swansea Client
	Windows 10

	192.168.2.1
	London Server / Gateway (L‑CD)
	Debian (CLI)

	192.168.2.10
	London Client
	Debian (GUI)


Host discovery was conducted using Nmap from the Kali Linux assessment host, with all four systems responding to network probes and ICMP echo requests. This confirmed full connectivity across both subnets and verified the operational status of the site‑to‑site VPN, as hosts in the Swansea subnet were able to successfully communicate with those in the London subnet. This Nmap scan output provides evidence of all four hosts being active (“up”) at the time of testing.
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[bookmark: _Toc227424528]Figure 7: Comprehensive Nmap scan confirming the "Up" status of all four primary network hosts.
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[bookmark: _Toc227424529]Figure 8: Virtual machine configuration summary for the London client environment.
[bookmark: _Toc227424500]Service And Port Identification
Further enumeration was performed to identify open ports and active services on each host. The Swansea subnet, particularly the domain controller, exposed several critical services essential for Active Directory operations, including:
· Port 53 (DNS)
· Port 88 (Kerberos authentication)
· Port 445 (SMB file sharing)
[image: ]
[bookmark: _Toc227424530]Figure 9: Service enumeration on the Swansea Domain Controller
 (192.168.1.1) highlighting open ports 53, 88, and 445.
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[bookmark: _Toc227424531]Figure 10: Detailed Nmap service scan output for the Swansea client (192.168.1.10).
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[bookmark: _Ref227231570][bookmark: _Toc227424532]Figure 11: Analysis of weak SSL/TLS cipher suites and SWEET32 vulnerability presence.
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[bookmark: _Toc227424533]Figure 12: Further evidence of legacy protocol support on network-exposed interfaces.
These services indicate the presence of core domain functionalities such as authentication, name resolution, and file sharing, which are fundamental to enterprise network operations but also represent high-value targets for attackers if misconfigured or left unpatched [2].
In contrast, the London subnet presented a more limited externally visible attack surface, with the primary service being:
· Port 22 (SSH), as shown in Figure 1.
This suggests that remote administrative access is enabled on the Debian‑based systems. If authentication is weak or host hardening is incomplete, SSH may provide an entry point for unauthorised access and subsequent privilege escalation attempts.
[bookmark: _Toc227424501]Connectivity And Network Structure
The successful detection of hosts across both subnets confirms the integrity of the VPN tunnel linking Swansea and London. The connectivity between these sites is provided by a site‑to‑site Virtual Private Network (VPN), as shown in Figure 2, which establishes an encrypted tunnel over a public or untrusted network to enable secure communication between separate intranets. A VPN of this type uses tunnelling and cryptographic mechanisms to encapsulate traffic, protecting data in transit from interception and unauthorised access while providing transparent connectivity between the participating networks [5].
However, while IPSec‑based VPNs enhance confidentiality and integrity at the network layer, they also introduce potential security risks if not correctly designed and managed. Because the tunnel effectively links two private networks into a single logical environment, an attacker who compromises one side of the VPN may be able to leverage this trusted channel to move laterally into the other site if segmentation and access controls are insufficient. In the context of SWANSEA.ACCA, this reinforces the importance of hardening both subnets, restricting inter‑site traffic to necessary services only and enforcing strict authentication and authorisation on hosts that are reachable across the tunnel [5]. 
Connectivity was initially limited to the local subnet. To enable communication with the London network, a static route was manually configured on the Kali Linux assessment host. This route directed traffic destined for the 192.168.2.0/24 subnet through the Swansea gateway (192.168.1.1), which acted as the entry point to the VPN tunnel, effectively extending the tester’s visibility across both network segments.
[image: ]
[bookmark: _Toc227424534]Figure 13: Successful ICMP echo request (ping) results between the London assessment host to Swansea assessment host and London client.
From a security perspective, this demonstrates how routing configurations can significantly influence network exposure. Misconfigured or overly permissive routing may allow an attacker to pivot between network segments, reinforcing the need for strict routing policies and segmentation controls in enterprise environments.
[image: ]
[bookmark: _Ref227231868][bookmark: _Toc227424535]Figure 14: Manual configuration of the static route on the Kali Linux host to enable inter-subnet routing.
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[bookmark: _Ref227231707][bookmark: _Toc227424536]Figure 15: Proof of enabled IPv4 forwarding on the London Server, identifying it as a potential pivot point.
[bookmark: _Toc227424502]VULNERABILITY ASSESSMENT
The vulnerability assessment phase aimed to identify, analyse and prioritise security weaknesses within the SWANSEA.ACCA network using both automated and analytical techniques. An uncredentialed scan was conducted using Nessus Essentials from the Kali Linux assessment host, simulating the perspective of an external attacker or low-privileged insider, as illustrated in Figure 3. This approach focuses on exposed services, misconfigurations, and vulnerabilities visible over the network.

To ensure structured prioritisation, findings were evaluated using the Common Vulnerability Scoring System (CVSS), enabling classification into high, medium, and low severity categories based on their impact on confidentiality, integrity, and availability [4].
[bookmark: _Toc227424503]High Severity Vulnerabilities
One of the most critical vulnerabilities identified was the presence of the SWEET32 attack affecting TLS configurations on network services. SWEET32 is a cryptographic vulnerability that exploits the use of 64-bit block ciphers (such as 3DES) through a birthday attack, allowing an attacker to recover portions of encrypted data after observing large volumes of traffic. This significantly weakens the confidentiality guarantees of encrypted communications, particularly in long-lived sessions. This type of attack becomes particularly feasible in high-volume environments, where large amounts of encrypted traffic increase the probability of collision events required for successful decryption.
In an enterprise environment such as SWANSEA.ACCA, where secure communication is essential for authentication and data exchange, the use of weak ciphers exposes sensitive information to potential interception. An attacker positioned within the network could exploit this vulnerability to decrypt session data, potentially gaining access to credentials or other confidential information. This highlights the importance of enforcing modern cryptographic standards as part of secure configuration management, particularly in enterprise environments where legacy protocols often persist for compatibility reasons.
Another high severity issue identified relates to weak SSL/TLS configurations, including the support of outdated protocols and insecure cipher suites, these weaknesses are shown in Figure 11. These weaknesses increase susceptibility to downgrade attacks and man-in-the-middle (MITM) attacks, where an attacker can intercept and manipulate encrypted traffic. Given the reliance on secure protocols for services such as web access and remote management, this vulnerability represents a significant risk to both data integrity and confidentiality.
These findings represent critical risks due to their direct impact on secure communications and their potential to expose sensitive data in transit so they were treated as high‑risk because they directly affect critical services and encrypted communication channels, consistent with risk‑assessment practices that prioritise vulnerabilities with higher CVSS scores and greater impact on availability, integrity and confidentiality in industrial environments. 
[bookmark: _Toc227424504]Medium Severity Vulnerabilities
A notable medium severity finding was the detection of IP forwarding enabled on one of the network hosts. While IP forwarding is functionally required within the lab environment, it introduces a significant security concern by enabling pivoting, a post-exploitation technique whereby attackers leverage a compromised host to access additional network segments. This behaviour aligns with common post-exploitation techniques, where compromised hosts are used as intermediate pivot points to expand attacker reach within segmented networks. Within the risk‑assessment perspective, such vulnerabilities are typically classified as medium severity: they may not immediately compromise data, but they significantly increase the likelihood of successful lateral movement and therefore must be addressed as part of the overall mitigation strategy [6].
In the context of this network, an attacker gaining access to a system with IP forwarding enabled, in Figure 15, could leverage it as a bridge to move laterally between subnets, bypassing segmentation controls. This reinforces the importance of restricting forwarding capabilities only to trusted systems and implementing firewall rules to limit traffic flow between network segments.
Additionally, services such as SSH were found to allow password-based authentication, which increases exposure to brute-force attacks. If weak or reused credentials are present, attackers may gain unauthorised access through automated login attempts. While not immediately critical, this vulnerability becomes more severe when combined with other weaknesses, such as poor monitoring or lack of account lockout policies.
[bookmark: _Toc227424505]Low Severity Vulnerabilities
Several low severity vulnerabilities were also identified, primarily related to information disclosure and service configuration. These included banner grabbing, where services reveal version information and minor misconfigurations in network services. Although these issues do not directly compromise systems, they provide valuable reconnaissance data to attackers, enabling them to tailor more targeted exploits.
For example, exposed service versions may allow attackers to identify known vulnerabilities associated with specific software releases. In a real-world scenario, this information could significantly reduce the effort required to exploit a system. Therefore, even low severity findings should not be ignored, as they contribute to the overall attack surface. This aligns with industrial risk‑assessment guidance, which recognises that even lower‑severity issues contribute to the cumulative attack surface and should be captured within a systematic risk‑assessment cycle rather than ignored [6].
[bookmark: _Toc227424506]London Client Observations
A particularly notable finding was the identification of 11 vulnerabilities on the London client (192.168.2.10), which was initially less visible during early discovery phases. This demonstrates the importance of thorough and iterative scanning, as deeper enumeration can reveal previously hidden weaknesses.
The presence of multiple vulnerabilities on this host suggests inconsistent patching or system hardening compared to other devices in the network. From a security perspective, this makes the London client a potential entry point for attackers, who could exploit weaker systems before moving laterally across the VPN-connected infrastructure, as demonstrated in Figure 14.
[bookmark: _Toc227424507]Summary of Risk
Overall, the vulnerability assessment highlights a network with functional connectivity but several security weaknesses, particularly in cryptographic configurations and network segmentation. Interpreting these results through a risk‑assessment lens similar to the ISA/IEC 62443‑aligned methodology proposed for industrial systems (where assets are identified, threats analysed and mitigations selected based on structured severity ratings) confirms that high‑severity issues pose immediate risks to confidentiality, while medium and low‑severity findings contribute to exploitable pathways and must be addressed in a continuous improvement cycle [6].
These results emphasise the need for a layered security approach, combining secure configuration, patch management, access control and continuous monitoring to reduce the overall risk exposure of the SWANSEA.ACCA network.
[bookmark: _Toc227424508]ETHICAL HACKING
The exploitation phase implemented the Attack activity defined in NIST SP 800-115, which recommends controlled attempts to exploit identified weaknesses to validate their real-world impact. Testing was conducted using the Metasploit Framework and Impacket tools within a controlled laboratory environment.[image: ]
[bookmark: _Toc227424537]Figure 16: Kali Linux 2019.3 VMs configuration
[bookmark: _Toc227424509]Analysis of Direct Exploitation Attempts
Initial exploitation attempts targeted services identified during the discovery phase, specifically SMB and SSH. For SMB, the module exploit/windows/smb/ms17_010_eternalblue was tested to assess susceptibility to the well-known EternalBlue vulnerability. Additionally, credential-based attacks were attempted against SSH services.
These attempts did not result in successful system compromise. While this may appear to be a negative outcome, it provides valuable insight into the network’s security posture. Specifically, the failure of widely known exploit modules indicates that the systems are likely patched against publicly available, low-complexity attacks, commonly referred to as “low-hanging fruit”.
[image: ]
[bookmark: _Toc227424538]Figure 17: Terminal output showing the unsuccessful MS17-010 exploit attempt against 192.168.1.10
This outcome aligns with the “Protect” function of the NIST Cybersecurity Framework, suggesting that baseline controls like patch management and system hardening are effectively reducing exposure. From a cybersecurity perspective, these results demonstrate the principle of defence-in-depth, where multiple layers of security controls reduce the likelihood of a successful attack even when a service is exposed [1].
[bookmark: _Toc227424510]Validated Attack Vectors: SMB Relay and Pivoting
Despite the resilience of the network against direct exploits, multiple validated attack vectors were identified that demonstrate significant residual risk.
[bookmark: _Toc227424511]SMB Security Configuration
Nmap enumeration (Figure 18) confirmed that SMB message signing is "enabled but not required" on the Swansea Client. This configuration satisfies the technical precondition for an SMB Relay attack. While a live relay was not triggered due to the absence of an active victim connection, the attack vector is verified. This confirms a verified attack vector, as an attacker could perform an SMB relay attack to intercept authentication and gain unauthorised access to the relayed target.
[image: ]
[bookmark: _Toc227424539]Figure 18: Nmap verification confirming that SMB signing is not enforced on the target host.
[bookmark: _Toc227424512]Network Architecture and Pivoting
Analysis of the London Server confirmed that IPv4 forwarding is enabled, effectively allowing the host to function as a routing device (Figure 19). This was demonstrated by successfully configuring a static route on the assessment host and reaching the remote subnet through the gateway. This demonstrates a successful pivot, as the London host can be used to bypass network segmentation and provide direct access to the Swansea subnet.
[image: ]
[bookmark: _Toc227424540]Figure 19: Verification of IP forwarding enabled on the gateway host, facilitating cross-subnet routing.
Furthermore, uncredentialed reconnaissance enabled the identification of domain structure and host roles, despite access restrictions on specific enumeration functions such as enumdomusers. As shown in Figure 20, while certain RPC calls were restricted, the overall discovery process successfully mapped the domain structure and identified host roles and operating systems.
[image: ]
[bookmark: _Toc227424541]Figure 20: Terminal output showing restricted access to specific RPC
enumeration commands, necessitating alternative reconnaissance methods.
[bookmark: _Toc227424513]Post-Exploitation Perspective and Risk Summary
While administrative “Secret Keys” were not exfiltrated, the potential impact of their compromise remains a critical concern. Although direct exploitation was unsuccessful, multiple attack paths were validated, including SMB relay and network pivoting, demonstrating that the network contains exploitable trust relationships.
In summary, the exploitation phase demonstrates that while the SWANSEA.ACCA network is resilient against basic, well-known attack techniques, it still presents potential attack paths for advanced adversaries. This reinforces the need for continuous security improvement, including strengthening authentication mechanisms and reducing the attack surface through proactive vulnerability management [6].
[bookmark: _Toc227424514]SECURITY MEASURES MITIGATION
The security measures proposed for SWANSEA.ACCA were derived directly from the vulnerabilities identified in Sections 4 and 5 and are structured to support the Protect function of the NIST Cybersecurity Framework (CSF) 2.0 [1], which focuses on safeguards that limit or contain the impact of potential cybersecurity events. The remediation strategy prioritises controls that reduce risk to confidentiality, integrity and availability while aligning with recognised Protect Categories such as Data Security (PR.DS), Identity and Access Management (PR.AC) and Protective Technology (PR.PT).
	FINDING
	PRIORITY
	RECOMMENDED MITIGATION
	NIST CSF CATEGORY

	SWEET32 / Weak TLS
	High
	Disable 64‑bit block ciphers (3DES) and legacy TLS (1.0/1.1). Enforce TLS 1.2+ with AES‑GCM across all services.
	PR.DS (Data Security)

	IP Forwarding
	Medium
	Disable IPv4 forwarding on all non‑gateway hosts. Restrict routing capabilities to dedicated firewall/router appliances.
	PR.AC (Access Control)

	Weak SSH Auth
	Medium
	Disable password‑based authentication for SSH. Implement SSH key‑pair authentication and, where possible, multi‑factor authentication.
	PR.AC (Identity and Access Management)

	SMB Signing
	Low
	Enforce SMB Signing via Group Policy to prevent tampering and relay attacks on SMB traffic.
	PR.PT (Protective Technology)



By explicitly mapping each mitigation to a CSF Category, the organisation can link technical fixes to governance‑level risk‑management activities rather than treating them as isolated hardening tasks.
[bookmark: _Toc227424515]Layered Defence Strategy
Beyond addressing individual findings, the SWANSEA.ACCA network should adopt a defence‑in‑depth architecture in line with risk‑based methodologies that integrate technical controls, network design and continuous assessment. This includes implementing internal firewalls or filtering between the Swansea and London subnets to restrict lateral movement, even if the VPN tunnel is compromised.
In addition, moving from a purely bridging‑style VPN model towards a more tightly controlled routed VPN with explicit Access Control Lists (ACLs) would shrink the effective broadcast domain and reduce the usefulness of attacker reconnaissance. While site‑to‑site VPNs provide encrypted connectivity, they can unintentionally create a single logical trust zone; enforcing restrictive routing and segmentation prevents the tunnel from becoming a high‑bandwidth path for lateral movement between sites.
These measures should be revisited periodically within a continuous risk‑assessment cycle, as recommended by industrial risk methodologies that combine procedural assessment and security testing phases using tools such as Nessus and CVSS‑based prioritisation.
[bookmark: _Toc227424516]CRITICAL EVALUATION
While the security assessment provided significant insight into the SWANSEA.ACCA environment, it is essential to acknowledge the technical and contextual limitations that shaped the findings. Reflecting on these limitations aligns with NIST SP 800‑115, which emphasises documenting constraints, assumptions and residual risks as part of a disciplined testing process.
[bookmark: _Toc227424517]Limitations of Uncredentialed Scanning
The primary limitation of this assessment was the reliance on uncredentialed Nessus scans. By simulating an attacker with no internal privileges, the scanner could only evaluate network-exposed surfaces (‘doors and windows’) rather than internal system configurations.
This approach likely missed host‑based weaknesses such as missing local patches, insecure registry settings, weak local file permissions or misconfigured antivirus and logging policies. Credentialed scanning, as recommended in structured vulnerability‑assessment methodologies, would provide deeper coverage and should be included in future iterations of the assessment to complement the external‑attacker perspective.
[bookmark: _Toc227424518]Laboratory vs Enterprise Environments
The assessment was conducted in a controlled virtual laboratory rather than a live production environment. While this design follows pedagogical uses of NIST SP 800‑115 in academic case studies and allows safe testing of realistic attack paths, it does not fully represent the complexity of a modern enterprise network.
In a real SOAC Inc. deployment, traffic would likely traverse hardware firewalls, Intrusion Detection Systems (IDS), Endpoint Detection and Response (EDR) solutions and centralised logging platforms. These additional controls could both hinder attacker activity and introduce more noise into data collection, potentially complicating discovery and exploitation. Consequently, the results presented here should be interpreted as a best‑case view of attacker visibility and not as a guarantee of similar success in a heavily monitored production environment.
[bookmark: _Toc227424519]Tooling Constraints
As noted in Section 2.2, broad Nmap scans triggered segmentation faults, requiring the scanning strategy to be adapted into smaller host sets and narrower port ranges. This illustrates a practical challenge noted in penetration‑testing guidance: automated tools are powerful but not infallible and testers must exercise professional judgement to adjust techniques when tools behave unexpectedly.
Despite these constraints, the scanning approach maintained adequate coverage of the in‑scope systems, but it remains possible that some transient services or timing‑sensitive conditions were not fully observed. Future assessments could mitigate this by scheduling multiple scan windows and incorporating additional tools such as OpenVAS or web‑specific scanners, as advocated in security‑testing‑based risk‑assessment frameworks.
[bookmark: _Toc227424520]CONCLUSION 
The security assessment of the SWANSEA.ACCA network reveals an infrastructure that is operational and exhibits baseline hardening against well‑known exploits yet remains exposed to more sophisticated network‑level and cryptographic risks. High‑severity weaknesses such as SWEET32‑related TLS configurations, alongside medium‑severity issues like IP forwarding and password‑based SSH, demonstrate that while “low‑hanging fruit” vulnerabilities like EternalBlue appear mitigated, the underlying network design and legacy protocols still create opportunities for lateral movement and potential data exposure.
By aligning the assessment process with NIST SP 800‑115 and using uncredentialed scanning, targeted exploitation and structured reporting, the engagement followed a recognised testing lifecycle from planning through discovery, vulnerability analysis and attack validation. At the same time, mapping technical findings to the NIST CSF 2.0 Protect function and associated Categories helps SOAC Inc. translate scan results into governance‑level risk‑management actions and control improvements. The incorporation of a risk‑assessment perspective inspired by ISA/IEC 62443‑aligned industrial methodologies further support prioritisation based on severity and potential operational impact, rather than treating all vulnerabilities as equal [6].
Implementing the recommended mitigations (particularly hardening cryptographic configurations, tightening VPN and routing policies between Swansea and London, and strengthening authentication and segmentation) will significantly reduce the network’s attack surface and hinder lateral movement. Looking forward, SOAC Inc. should embed vulnerability management and risk assessment into a continuous cycle, combining periodic scanning, security testing and procedural review, to keep pace with evolving threats and maintain an informed, proactive security posture.
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Applicaions ~ _Places ~ [ Terminal -
root@osbores: -

Fle Edt h Terminal_Help

Footioshoxes:~# msfconsole
{1 ===rtillg the Wetasploit Franework console
11 = WARNING: No database support: No database YAML file

I v e
@ 2
- :
< EE——— ]
,

4 evasion
BSES > use auxiliary/scanner/snb/snb ms17 010
BSE3 auxiUary (sconnersnb s ne17_010) > set RADSTS 152.168.1.1

RHOSTS => 192.160.1.1
RS15 auxiUary (scanier/snb/seh ns17_010) > run

11 192.168.1.1:445 Host does NOT appear vulnerable
1] 192,168.1.1:445 Scanned 1 of 1 hosts (10% complete)
(] Auxiliary module execution completed

RS15 auxiUary(scanner/sab/sab_ns17_010) >
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Edit_View Search Terminal
Footioshoxes:~# msfconsole
[-] =++Rting the Wetasploit Framework console...\

Ho database YAML file

[-1 = WARNING: No_ database support
(8]

Clze 0l ) etasptai \

metasploit vS.0.41-dev
[ 1914 exploits - 1074 auxiliary - 330 post
556 payloads - 45 encoders - 10 nops.

3 evasion

SN N

15 > use auxiliary/scanner/ssh/ssh_Login
st auxiliary(=canner,/<h/ach Login] > set RHOSTS 192.168.2.1
nsfs auxilary(scanner/ssh/ssh Login) > set USERNAME londantogin

USERNANE => Londonlogin
9513 aurtLiary (Scanicr b oon Losia) = PASS.FILE /us/share/wordlists/metasplolt/unix passuords. ixt

1) Unknown conmand: PASS_F
ests'auitiary (scamer/s<h/ssh-Login) > sct PASS_FILE fusr/share/wordlists/netasplolt/umix_passwords.txt

PASS FILE == /usr/share/wordlists /metasploit/unix passwords. txt
BSES auxiUary (sconner/s<h/ssh_Login) = set STOP ON SUCCESS true
STOP_ON SUCCESS = true

NS5 auxiUary (scanner/ssh/ssh_Login) > run

~(A( (8

141 Scanned 1 of 1 hosts (100% complete)

[+] Auxiliary module execution completed

msfs auxiliary(scanner/ssh/ssh_togin) > |
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root@osbores: -
Fle Edt Terminal

Footioshoxes:~# taap -sn 192.163.1./24 192.163.2.5/24
Starting Nnap 7.89 ( https://nmap.org ) at 2026 04-95 11:17 EDT
Nnsp scan report for 152.165.1

Host 1s up (s.00275 latency)

HAC Address: 95:00:27:95:E5:02 (Oracle Virtualox virtual NIC)
Nnap scan report for 192.168.1.10

Host is up (6.00205 latency)

HAC Address: 08:00:27:ED:20:30 (Oracle VirtualBox virtual NIC)
Nnap scan report for 192.168.1.51

HosT 1 Up.

Nnap scan report for 152.168.2.1

Host is up (8.00415 latency)

Nnap done: 512 TP addresses (4 hosts up) scanned in 45.18 seconds
Foutoshoxes: 4 nwap -sn -Pn 192.168.2.0/24

Starting Nmap 7.89 ( https://mmap.org ) ot 2026-04-63 11:21 EOT
Nnap scan report for 152.168.2.6

Host 1s up.

Nnap scan report for 152.168.2.1

Host 15 up.

Nnep scan report for 192.168.2.2

HosT 1 Up.

Nnap scan report for 152.168.2.3

for 192.168.2.4

Nnap scan report for 152.168.2.5
HosT 1 Up.
Nnap scan report for 152.168.2.6
Host 15 up.
Nnap scan report for 192.168.2.7
Host 15 up.
Nnap scan report for 152.168.2.5
HosT 1 Up.
Nnap scan report for 152.168.2.9

for 192.168.2.10
for 192.168.2.11

Nnap scan report for 192.168.2.12

Host 15 up.

Nnap scan report for 192.168.2.13

Host 15 up.

Nnap scan report for 192.168.2.14
for 192.168.2.15

for 192.168.2.16

HosT 1 up.
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Applications ~ _Places ~ [ Terminal -

Fo0t0sboxG: -4 nap -5V 102-163.1-1
Starting Nnap 7.89 ( https://nmap.org ) at 2626-03-20 16:51 EDT
Stats: 0:00:04 elapsed; 0 hosts conpleted (0 up), 1 undergoing ARP Ping Scan
Parallel DNS resolution of 1 host. Timing: About 0.09% done
Stats: 0:08:04 elapsed; 0 hosts conpleted (8 up), 1 undergoing ARP Ping Scan
Parallel DNS resolution of 1 host. Timing: About 0.00% done
Stats: 5:08:05 alapsed; 0 hosts conpleted (6 up), 1 undergoing ARP Ping Scan
Parallel DS resolution of 1 host. Timing: About 9.09% done
Stats: 0:06:13 elapseds O hosts conpleted (6 up), 1 undergoing ARP Ping Scan
Parallel DNS resolution of 1 host. Timing: About 0.09% done
Stats: 0:08:14 elapsed; 0 hosts conpleted (1 up), 1 undergoing Service Scan
Service scan Timing: About 4.76% done; ETC: 16:51 (0:06:60 remaining)
Stats: 0:06:20 clapsed; 0 hosts conpleted (1 up), 1 undergaing Service Scan
Service scan Timing: About 33.33% done; ETC: 16:51 (6:60:12 remaining)
Stats: 0:00:55 elapsed; 0 hosts conpleted (1 up), 1 undergoing Service Scan
Service scan Timing: About 90.48% done; ETC: 16:52 (0:60:04 remaining)
Stats: 0:01:13 elapsed; 0 hosts conpleted (1 up), 1 undergoing Service Scan
.~ Service scan Timing: About 90.48% done; ETC: 16:52 (6:60:06 remaining)
Stats: 0:01:28 clapsed; 0 hosts conpleted (1 up), 1 undergaing Service Scan
Service scan Timing: About 99.48% done; ETC: 16:52 (6:60:08 remaining)
Stats: 0:02:26 elapsed; 0 hosts conpleted (1 up), 1 undergoing Service Scan
Service scan Timing: About 90.48% done; ETC: 16:53 (0:60:14 remaining)
Nnap scan report for 152.168.1.1
Host is up (8.00125 latency)
Not shown: 979 closed ports
[ rorr s sewvice
7/t open echo
o/tcp  open discardr
© 13/tcp open daytine
17/tcp  open qotd
19/1cp  open chargen
21/tcp  open ftp
53/tcp donain?
80/tcp nttp Microsoft IIS hitpd 10.0
8s/tcp Kerberos-sec Microsoft Windows Kerberos
135/tcp msrpe Microsoft Windows RPC
139/tcp netbios-ssn Microsoft Windows netbios-ssn
389/1cp laap Microsoft windows AcTive Directory LDAP (Domain:
383/1cp ssUhttp  Wicrosoft IIs httpd 10.0
a45/tcp microsoft-ds Microsoft Windows Server 2008 K2
164/tcp Kpasswds?
s15/tcp printer
593/tcp ncacn http
636/1cp tcpurapped
3268/ tcp. Lo
3269/ tcp open
5357/tcp open Microsoft WTTPAPI httpd 2.6 (SSOP/UPHP)
1 service unrecognized despite returning data. If you know the service/version,
SF-POrt3-TCP V=7, BOVI=740-3/ 29T 1ne=69C99BD7SP=xB0, 64-pc- Linux. gnusr (DUSV

VERSION

Microsaft Windows USA daytine
Windows qotd (English)

Microsoft ftpd

(server tine:

Microsoft lpd
Microsoft Windows RPC over HITP 1.9
open

open Microsoft Windows Active Directory LDAP (Donain:

»
tepurapped
nttp

swansea. acca. ,

2012 microsoft-ds (workgroup:

suansea.accas. ,

Sun16:54

root@osbores:

2026.03-30 04:08:152)

Site: Default-First-site-Nane)

SwHANSER)

Site: Default-First-site-Nane)

please submit the following Tingerprint at https://nmap.org/cgi-bin/submit.cgiznew-service
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e
2 Terminal ~ Sun17:07
root@osbores:

Applcaions = Places ~

Footfosboxes:~# naap -A 192.168.1.1

Starting Nnap 7.89 ( https://nmap.org ) at 2626-03-29 16:59 EDT

9:06:68 elapsed: 0 hosts completed (6 up), 1 undergoing ARP Ping Scan
Tiring: About 0.90% done

Parallel DN resolution of 1 host
Stats: 0:08:13 elapsed; 0 hosts conpleted (s up), 1 undergoing ARP Ping Scan
Parallel DNS resolution of 1 host. Timing: About 0.00% done

192.168.1.1

Wnsp scan repart for
Host 15 up (0.00145 latency)
975 closed ports
STATE SERVICE
echo
discard?
daytine  Microsoft Windows USA daytine
aotd Windows qotd (English)
open  chargen
Wicrosaft ftpd

open tp
Anonymous FTP Login allowed (FTP code 230)
67 accheoo. txt

@252
o3:08m 10 inportant_file.txt
31160 10 new inportant file. txt
12:390M 32 test.oxt

092525
09:2525
092525
Ttp-syst

SYST: indows_NT
3/tcp open domain?
Fingerprint-strings

Onsversionsindreqtce:

bind

/tcp _open http Microsaft I1S httpd 10.0

i tp-methods.

Potentially risky methods: TRACE

Nttp-server-header: Microsoft-115/10.0

Nttp-title: Site doesn't have a title (text/htal)
88/tcp open kerberos-sec Microsoft Windows Kerberos (server tine: 2025-63-30 04:15:097)
135/tcp open Microsoft Windows RPC
139/tcp open Microsaft windows netbios-ssn
369/1cp open Microsoft windows Active Directory LDAP (0omain: swansea.accad., Site: Default-First-site-Nane)

Microsoft I1s hitpd 10.0
Upgradedev1 fa29e 7b6cabeance 105 fbcdedad30f69h34dcS0f cbfdco1b0da725bbbcdcbicasd f11720868€761426 16hd4 Ladbce10bS6ba74cde230d5 qop=auth algoriths

343/tcp_open ssUnttp
| http-auth;

| HTTP/1.1 401 Unauthorized\xe
| Digest realm=igest charset=utf-8 nonce:

Negotiate,

wiin
http-ntln-info.
Target Nane: SWANSEA
NeLBI0S._Donain Name:

HetB105 Conputer Nane-

015 Computer ane: S-0C. swansea.acca





image12.png
e
Sun17:07

Applications ~ _Places ~ [ Terminal -
root@osbores:

Kerberos-sec Microsoft Windows Kerberos (server tine: 20260330 04:16:092)
Microsoft Windows RPC
139/1cp open Microsoft Windows netbios-ssn
383/tcp open Wicrosoft Windows Active Directory LDAP (Domain: swansea.accad., Site: Default-First-Site-Name)
343/tcp open ssUmttp  Microsoft ITS hitpd 10.0
| http-auth:
| HTTP/1.1 401 Unauthorized\xed
D1gest realneDigest charset=utf-8 nonce=sUpgraded+vifazse7becabedOce 195 FhcdeganI0T6ab3AdCSOChTdcO10dET25bbbCCEdCaSAT117208686760102616bc41a4bce10bS6ba74cde230d5 qop=auth algorithn=HDs-sess

88/tcp  open
135/tcp open

| egotiate
|
| htp-ntia-info
| Target Mame: swase
| NetBI0S Domain Name: SWANSEA
| Net8I0S Conputer Name: 5-bC
| ONs Domain Nane: swansea.acca
| ons computer Name: 5-0c.swansea.acca
| ons Tree Name: swansea.acca
| Product Version: 10.0.20348
| nttp-server-header: Microsoft-115/10.0
Iesp-title; Site dossn't hove a ticle
| ssl-cert: subject: comnontian
| Rot vatia befare: 2025-05 25715 560:35
| ot valid after: 2026.03-25T15:56:55
| ss1-date: 2026-03-39764:19:20460:00; +7h16mASs from scanner tine.
| tls-atpn.

http/1.1
345/1cp open microsoft-ds Windows Server 2022 Datacenter 20348 microsoft-ds (Workgroup: SWANSEA)
64/tcp open  kpasswds?
515/tcp open printer
593/tcp open ncacn hitp
636/tcp open tepurapped
3260/tcp open dap

3269/tcp open  tepurapped
5357/tcp open http Microsoft WTTPAPT httpd 2.8 (SSOP/UPIP)
o

|_http-server header: Microsoft-HITPAPL/2
| http-title: Service Unavailable

1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at https://nmap.org/cgi-bin/submit.cgiznew-service
SF-POrt53-TCP V=7, BOVI=7%0-3/29%T1ne=0ICI9ZBILP=xB 64-pc- Linux-gnusr (DNSV

SFiersionBLndREqTCP, 20, "\0\x1e\B\XBE\ABT\XB4\O\KO1\0\O\O\O\O\O\K87versiom\

SF1204biNd\\O\XIO\NKE3") |

HAC Address: 63:00:27:05:E5:02 (Oracle VirtualBox virtual NIC)

No exact 05 matches for host (If you know what 05 is running on it
Tee/1p fingerprint:

05:SCAN(V=7. 503 2910 ADS=I3DC=D3G- 080027 TH
05! 269099373 0Pox35 £3-pe Linin gna)SEQ S 10BM6CD TN TSR ADUTITACI-TAE

05 :55=54T5=A) 0PS (D T-HSBANNEST1102-HSBANWBST11503=HS BANWEHT 1304=HSBANNST
05+ 11505-HSBANNBST11506-5B4ST1 L WIH (W1=FFFFN2=FFFFANS=FFFFAWA=FFFFAUS-FFF
05 FAG=FFDC) ECH (R=YDF=YXT=B0WI=FFF FL0-HSBINWBNISSCC=Y A=) T1 (R-YAOF=YYT=50
05 S =S RD=640= ) 2 oV uDF =00 =T S AR O

Microsaft Lpd
Microsaft Windows RPC over HITP 1.8

Microsoft windows Active Directory LDAP (Domain: swansea.acca., Site: Default-First-site-Name)

see https://nmap.org/submit/ )
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Sun17:08 [ VAR

root@osbores: °oo0

SFE04bINA\\O\XIO\GVGS" ) |
HAC Address: 68:00:27:05:E5:2 (Oracle VirtualBox virtual NIC)

No exact 05 matches for host (If you know what 05 13 runming on it, see Nttps://nmap.org/submit/ )
TC/1P fingerprint

05:SCAN(V=7 . BO1E=41D=3/ 29%0T=7ACT=14CU=30777APY=Y DS =1DC=DG=Y HI=0800275TH
05:269C9937AKP=xB6_64-pc-Linux-gnu ) SEQ(SP=1854GCD=1ATSR=1DATI=T5CI=TS I=T%
05 55=5ATS=A) 0PS (D T-HSBANNBST11502-HSB4IBST 11503-HSBANWNNT1 1504=HSB4NNEST
0511505 -HSBINNBST11306-HSB4ST1 L WIN (W1=FFFF2=FFFFM3-FFFFA=FFRFUS-FER
05 WO ECH 0F YA T- B0 FFFFA0-HBBAMBMNSCCoT\0 TLRVOT 13180

mo-n-ova-)

7
5 oN0e) 0 (e Do ToBOVIPL- 16 NNAGARTPLLCAATD~GARTPK-GARDEKLCARUDSE) LEC
DFI-NT=BO%CD=2)

Network Distance: 1 hop
Service Info: Host: S-DC; 05: Windous; CPE: cpe:/o:microsof t:indous

Host script results
| Clock-skew: nean: shagnads, deviation: 3ne7ndss, median: 7nisndds

| mbstat: WetBIOS name: S-DC, NetBIOS user: <unknown, NetBIOS MAC: 08:0:27:35:e5:d2 (oracle Virtualox virtual NIC)
| snb-o0s - discover

| 05 Windous Server 2022 Datacenter 20348 (Windows Server 2022 Datacenter 6.3)

| Computer name: 5-bC

| NetBI0S conputer name: 5-DC\x6

| Donain nane: swansea.acca

| Forest nane: swansea.acca

| Fa: s-0C.suansea-acca

| Systen tine: 2026.63-20721:15:50-07:00

| snb-security-node.

|
|
|
|
|
|
I
|
|
i

IOWI."!l

account used: guest
authentication level: user
challenge response: supported
| nessage_signing: required
anb2-security-mote

2.02

Message signing enabled and required
snb2- tine:

date: 2026-03-30T04:18:51

start_date: W/A

TRACEROUTE
WOP RTT  ADDRESS
1 .40 ms 152.268.1.1

05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nnap done: 1 1P address (1 host Up) scanned in 227.64 seconds
rooteoshoxes:~#
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PING 1 of
64 bytes icmp_seg=1 ttl=127
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o

- 192.168.1.1 ping statistics ---
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rtt min/avgs/max/mde 3.122
londonlogin@L-CD:™% ping 192

PING 1 168.1.10 (192.168.1.10) 56(84) bytes of data.
64 hytes from 192.168.1.10: icmp 1
byt from .1.19: icmp 2
byt from .1.10: icmg
bytes from .1.190: icmp 4
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from .1.10: icmp 6
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transmitt
rtt min/savgs/max/mdev
londonlogin@L-CD:
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from 192. icmp time=8.71
from 192.168.2.10: icmy time
from 19
from
from

r 0% packet 1
419/3.130/5.673/1.146 ms
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icmp
1 icmg
2.168.2.10 ping statistics ---

transmitted, S 4034ms

londonlogin@L-CD: ™%
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londonlogin@L-CD
1: lo: 00PBAC state UNKNOWN group default glen 1000
link/loopback brd 00:00:00:00:00:00
inet 1 ).0.1/8
valid_lft forew preferred_Lft forever
inets host noprefixroute
preferred_lft for r

enpos P,LOWER_UP> mtu 1500 gdisc fg_codel state UP group default glen 1000

link/ brd ff:ff:ff:ff:ff:ff
altname e
ineté .- . /64 scope global dynamic mngtmpaddr noprefixroute

fer

_1ft 73977 d_1ft 7977sec
5:9a74 /64 sC link
lid_1ft forever preferred_lft forever

3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fg_codel state UP group default glen 1000
ther © 0 8f:d6:d2 brd ff:ff:ff:ff:ff:ff
r278fd6d2
.202.150/16 brd 169.25 global nopref enpe
preferr
lid_lft forew -
4: <BROADCAST,MULTICAST,UP,LOHER_UP> mtu 1500 gdisc fg_codel state UP group default glen 1000
linksether 08:00:27:72:ed:f2 brd ff:ff:ff:ff:ff:ff
altname enxegeez77zedf2
inet 20.0.0.2/30 brd 20.0.0 scope global enpo
valid_lft forever 1ft forever
ineté oo
lid_l1ft forev
S5: enp@s16: <BROADCAST,MULTICAS > mtu 1500 gdisc fg_codel state UP group default glen 1000
links/ether og:00 foffeffeff
altname enxe800272f4chs
inet 192.168.2.1/24 brd 152.168 enpoes1e
valid_1ft fore preferred_lft forever
inete o0 “. . /64 scope link proto kernel_l1
lid_1ft for preferred_lft forever
londonlogin@L-CD: ™% ‘proc/ ‘net/ipvasip_forward
1

n@L-CD: "%
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Search Terminal
Footfoshoxes:-# impacket-ntlarelayx -Lf targets. txt
Inpacket v6.9.19 - Copyright 2019 Securshuth Carporation

[+] Protocol Client sHD loaded
[+] Protocol Client LAP Loaded
{+] Protocol Client LDAPS Loaded
{+] Protocol Client HTTPS loaded
[+] Protocol Client HITP loaded
[+] Protocol Client MSSQL loaded
[+] Protocol Client SHTP Loaded
[+] Protocol Client THAPS Loaded
[+] Protocol Client THAP Loaded
1] Running in relay mode to hosts in targ
Traceback (nost recent call last)
File */usr/share/doc/python-inpacket/examples/nt nrelayx .py", line 306, in <nodule=
targetsysten = TargetsProcessor targetListFilesoptions. tf, protocolCiients=PROTOCOL CLIENTS)
File =/usr/Lib/python2.7/d1st-packages/inpacket/exanples/ntinrelayx/utils /targetsutils py", Une 53, in _init
self.readTargets()
File */usr/1ib/python2.7/dist -packages/inpacket/exanples/ntlnrelayx/utils/targetsutils. py*, line 83, in readTargets

thile

L0G. error (*Could not open file: %s - * % (self.filename, str(e)))
TypeError: not all argunents converted during string formatting
rootcosboxes:# smbclient -L //192,168.1.10 -

session setup failed: NT_STATUS ACCESS DENIED

rootgosboxes:# ||
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Footdoboxes:~# tnap --script sab2-security-node -péds 192.168.1.10
Starting Nnap 7.80 ( https://map.org ) at 2026-04-18 60:47 EDT
Wmap scan report for 152.168.1.10

Host 15 up (0.0225 latency)

PORT  STATE SERVICE
445/tp open microsort-d:
FAC Address: 03:90:27:ED:20:30 (Oracle Virtualox virtual NIC)

Host seript results
| smb2-security-node:

| 202

|_ " hessage signing enabled but not required

Wmap done: 1 P address (1 host up) scanned in 18.37 seconds
Footgosboxes i~¢
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Footfosboxes:~# sysctl net.ipvd.ip_forard

net.1pud. ip_foruard = o

Foottosboxts:# 1p route add 192.168.2.0/24 via 192.168.1.1
rootcoshoxes:~# ping 192.168.2.1

PING 192.166.2.1 (192.166.2.1) 56(84) bytes of data.

64 bytes fron 192.163. tlo63 tine=1295 ns
64 bytes from 102163, trize: tine=280 e
64 bytes from 192,165, £t1o63 tine-2.78 e
64 bytes from 192,165, TH1o63 tine=3.69 ns
64 bytes fron 152,168, Ttlos3 tine=2.76 ns
“c

152.168.2.1 ping statistics
B 5 pockeis transmitted

% min/ave/max/adev - 2.759/316.746/1294..761/500.

. e |

5 received, 0% packet loss, tine 4935ms
584 ms, pipe 2

>l =0
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root@osbores:

Footgosboxes:~# rpeel.
rpeclient §> enusdonusers
FesuLt was T STATUS ACCESS DENIED
rpectient ¢

L
L
@
o
“
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root@osbores: -

Fle_Edit Terminal Help
Segnentation fault
Fontioshoxes:# sudo nmap -5S -F --version-light 192.168.1.1 192.168.1.10

Starting Nnap 7.80 ( hitps://mmap.org ) at 2026-04-06 06:40 EDT
Nnap scan report for 152.168.1.1

Host 15 up (8.00195 latency)

Not_shown: 86 closed ports

PORT ' STATE SERVICE

T/tp  open echo

9/tcp  open discard

133/tcp open msrpe
139/tcp open netbios
383/tcp open Ldap
- 343/tcp open https
. 445/tcp open microsoft-ds

515/tcp open printer

5357/Cp open _wsdapi.

HAC Address: 65:00:27:95:5:02 (Oracle Virtualox virtual NIC)

Nnap scan report for 192.168.1.10
Host 15 up (0.00215 latency)
Not shown: 57 closed ports
PORT  STATE SERVICE
135/tcp open  msrpc
“© 135/tcp open netbios-ssn
435/tcp open microsoft-ds
4y PAC Adiress: 60:00:27:€0:20:30 (0racle Virtualsox virtual IC)

Nnap done: 2 TP addresses (2 hosts up) scanned in 13.23 seconds
Foutioshores:-# sudo nmap -5S -sV 192.168.2.1 152.168.2.10
Starting Nnap 7.8 ( https://nmap.org ) at 2026.04-06 66:43 EDT
Nnsp scan report for 192.168.2.1

Host 1s up (8.00265 latency)

Not shown: 999 filtered ports

PORT  STATE SERVICE VERSION

22/tcp open ssh  OpenssH 10.0p2 Debian 7 (protocol 2.0)
Service Tnfo: 05: Linux; CPE: cpe:/o: Linux:Linux_kernel

Nnap scan report for 192.168.2.10
Host 15 up (0.0039s latency)
AUL 1000 scanned ports on 192.168.2.10 are filtered

Service detection performed. Please report any incorrect results at https://nnap.org/submit/
Nnap done: 2 1P addresses (2 hosts up) scanned in 21.31 seconds
rootcosboxes:~# |l
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