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1.0 [bookmark: _Toc71300126]Introduction

For the individual consumer, cloud computing offers storage, access to software and applications, communication, social interaction, media streaming and more.
A “cloud provider” provides hardware and software that provisions the services related to the demand. [1] This includes the use of online editing and productivity tools as well as cloud storage. Examples of these services are providers like Microsoft 365 providing online office tools and functionality [2] and Google Cloud Platform [3] providing a suite of productivity and storage tools such as Google Docs, Google Drive, Google Photos as well as a platform for commercial use.
Cloud computing also offers huge benefits for web development. It gives complete online development environments for developers to deploy and manage applications without the need for large amounts of hardware. [4]
Within this report, the term “cloud computing” will be explained, the different aspects, advantages and disadvantages will be considered from the point of the developer. The different approaches to developing using cloud technology will be discussed whilst NodeJS and Docker will be evaluated.

2.0 [bookmark: _Toc71300127]Cloud Computing

Cloud computing is best explained as “Accessing and utilising on demand computing resources remotely via the internet” [1]. This is publicly available for the general user in the form of productivity suites and storage, but more importantly, commercially it provides great ability to web developers and web service providers.
For development and hosting of web services, Google Cloud Platform offer IT infrastructure commercially alongside their public suite of applications [3]. Alternatively, there are cloud infrastructure from companies like Amazon with Amazon Web Services (AWS) [5] and hosting companies such as Salesforce providing a development and hosting platform with Heroku. [6]
[image: ]
Figure 1: Cloud Usage and Approach Models [4]
The National Institute of Standards and Technology (NIST) published a definition of the Cloud Computing paradigm describing the five essential characteristics for the technology as being:

1. On-demand service – allowing a unilateral provision of computing capabilities automatically. These capabilities could be server time and network storage, that when provided, does not require human interaction with each service provider.
2. Broad network access – promoting use by heterogeneous platforms such as mobile devices like phones, tablets and laptops or on workstations. Capabilities should be available over the network and accessed through standard mechanisms.
3. Resource pooling – dynamically assigning and reassigning virtual and physical resources according to demand. This gives a form of abstraction in location independence as there is generally no control or knowledge of the exact location for these resources, although at a higher level of abstraction, locations may be able to be specified. This gives the ability to pool the providers’ resources to serve multiple users through a multi-tenant model.
4. Rapid elasticity – allowing rapid and automatic scaling to allow for the demand, both upwards and downwards, allowing elastic provisioning of capabilities in any quantity at any time.
5. Measured service – permitting the monitoring, control and reporting of resource usage. This affords transparency to both the provider and the consumer of the service.

NIST go on to consider three widely accepted service models: Software as a Service (SaaS), Platform as a Service (PaaS) and Infrastructure as a Service (IaaS). The authors lastly consider the deployment models as “private cloud”, “community cloud”, “public cloud” and “hybrid cloud”. [1] [7]
[image: VXC_082_GRA---The-Different-Types-of-Cloud-Computing-and-How-They-Differ]
Figure 2: The Four Types of Cloud Deployment [8]
[bookmark: _Toc71300128]2.0.1	Public Cloud
Public cloud is an infrastructure open to public use. This will be generally owned and managed by an organisation or institution, whether a commercial business, government body, or academic institute. It will be operated by the owner and will exist on the cloud provider’s premises. Companies such as Google, Microsoft or Amazon will use public cloud as they are consumer provisioning. 
[bookmark: _Toc71300129]2.0.2	Private Cloud
Private cloud is an infrastructure closed off to the public and exclusively used by an organisation with multiple users. It is possible that the ownership and management of this infrastructure is with the organisation that it is operated by and exclusively provisioned for, however this can also be done by a third party, or a combination of the two. This could exist on or off the organisation’s premises and allows for tight regulations and policies within the organisation, usually protected behind a firewall. Organisations such as government or education will provision private cloud infrastructure for internal usage and sensitive data.
[bookmark: _Toc71300130]2.0.3	Community Cloud
Community cloud is like the private cloud as it is closed off to the public. It is shared amongst a group of organisations with a common interest or goal in security, compliance or policies. The operation, ownership and management can be with one or more of the organisations, or it could be third party provision, or a combination of these. This could exist on or off premises. Community cloud would generally be a collaborative infrastructure for organisations working in the same field.
[bookmark: _Toc71300131]2.0.4	Hybrid Cloud
Hybrid cloud is an infrastructure made up of two or more of the public, private or community infrastructures. Although they remain unique entities, they are bound by technology, be it proprietary or standardised. As an example, a consumer facing company with an inner network, or intranet, could use a combination of the public and private clouds, creating the hybrid cloud.
[bookmark: _Toc71300132]2.0.5	Software as a Service (SaaS)
NIST definition for SaaS is:
“The capability provided to the consumer is to use the provider’s applications running on a cloud infrastructure” [7]
Put more plainly, Kulkarni et al [9] describes it as “a way of delivering applications over the Internet as a service.” This is an ever more popular model with companies like Microsoft offering applications such as those within Office 365. This enables a user to access software applications without the need to download to a local system or maintain that software, usually allowing the user to consume the applications on thinner platforms such as tablets or web browsing notebooks, and usually across a browser platform. Whilst the maintenance and support of the software is an upside to SaaS, it does however mean that the control of software versions and requirements is taken away.
The term is used more widely within the commercial arena, common within Customer Relations Management (CRM) software and Human Resources applications. Whilst it is the same principle, for general consumer software, it is more considered under the banner of Web 2.0. [9]
[bookmark: _Toc71300133]2.0.6	Platform as a Service (PaaS)
NIST definition for PaaS is:
“The capability provided to the consumer is to deploy onto the cloud infrastructure consumer-created or acquired applications created using programming languages, libraries, services, and tools supported by the provider.” [7]
This offers the runtime software, tools and server platform provision to be able to deploy applications. The application is supplied and maintained by the user and the infrastructure it runs on is managed by the provider. This is a useful option for developers to focus on the functionality and design of the application, relieving them of the management, configuration and setting of the environment and frameworks. These models can be language specific however they can also offer a User Interface (UI), Command Line Interface (CLI) and console. [4] [10]
An example of this service model is provisioned by Amazon Web Services (AWS) through Elastic Beanstalk [11]. AWS provision the necessary infrastructure and handle the management, monitoring, capacity, load balancing and scaling. Other examples include Heroku [6] and Google App Engine [12]
[bookmark: _Toc71300134]2.0.7	Infrastructure as a Service (IaaS)
NIST definition for IaaS is:
“The capability provided to the consumer is to provision processing, storage, networks and other fundamental computing resources where the consumer is able to deploy and run arbitrary software, which can include operating systems and applications.”
This provision takes the need for server hardware and networking equipment or investment in data centres away from the consumer, allowing the use of the infrastructure owned and maintained by the provider, giving a fully functioning system, including storage and database management systems, to allow deployment of applications using software, language and operating systems of the developer’s choice.
Such a service would be provisioned by companies like Microsoft Azure [13] and Rackspace [14] as well as EC2 provisioned by AWS [15]. As an acronym of Elastic Compute Cloud, Amazon provide “resizable compute capacity in the cloud”. This allows the developer to choose the infrastructure for themselves, including the processor, storage, networking and operating system and build an individual model and plan to suit the need. [15]
[image: ]
Figure 3: Four Service models of Cloud Hosting [16]

[bookmark: _Toc71300135]2.1	Benefits of Deployment of Applications in the Cloud

There are huge benefits to cloud computing for commercial organisations and developers alike. For developers it offers a full environment at any level to allow for development without the worry of initial outlay and maintenance of infrastructure.
Prior to cloud computing there was a need for a network, involving networking equipment such as switches, routers and servers. Cloud computing, by definition, affords provision for this through the concept of virtualisation and abstraction through the internet. Consideration is given to some of these benefits:
[bookmark: _Toc71300136]2.1.1	Flexibility and Agility
Deployment using cloud provision is quick and easy. Due to everything being online, this can be conducted wherever an internet connection can be used. This allows for great flexibility for a developer, giving the ability to work from wherever is necessary.
This allows a developer to be agile in as it gives the ability for quicker response to changes and issues. It is worth noting here that this also gives benefit to collaboration on a multi-user basis.
[bookmark: _Toc71300137]2.1.2	Scalability
Elasticity is a term used widely in cloud computing. Elasticity is the ability to scale up and scale down. This perceived unlimited pool of resources affords flexibility and agility based on demand to increase and decrease server resources as necessary. It also provisions global deployment. This feeds into the cost implication due to using resources on demand.
[bookmark: _Toc71300138]2.1.3	Cost
Cost is probably the largest factor for cloud computing to be implemented. Every other advantage feeds into cost. Cloud computing is cost effective in several areas.
A main consideration is upfront cost. To utilise deployment in the cloud takes away the need for the purchase and upgrade costs of networking equipment.
Maintenance cost is saved too, as the maintenance and administration of the network is the provider’s responsibility. This includes keeping the technology up to date. Cloud computing offers savings through economies of scale due to the large amount of provision. Because of elasticity and scalability, it is cost effective to enable a plan to allow growth and shrinkage inline with demand, scaling only when needed and saving on unused or redundant resources, therefore only paying for what is used.
As an example, one of the largest cloud resource providers, AWS, offer several plans based on usage. Economies of scale really show as consideration is given to the main pay-as-you-go price plans. More savings are made for reserving EC2 resources and using more resource such as S3 buckets. [17]
According to Xue and Xin [18], The top reason for organisations adopting cloud computing resources is cost.
[bookmark: _Toc71300139]2.1.4	Maintenance and Administration
For developers using cloud computing deployment, the applications are generally less demanding to set up and to maintain compared to on-premises installation. The complexity of administration, maintenance and updating of software and hardware are all the responsibility of the provider.
[bookmark: _Toc71300140]2.1.5	Availability
Availability holds a two-fold benefit. Due to the provision of service on the internet, it is always available to the developer with internet access. This is beneficial for flexibility and agility. For consumers of an application, it means that the application deployed is always available to them, and with the right plan and elasticity, the demand is irrelevant as it is catered for by the provider. The provider also has the responsibility to ensure that there is no downtime to the service, meaning the application is always available to the consumer as opposed to on-premises options where if there is a failure, there is a need to correct it. Providers such as Amazon provide “fail over” contingencies for this.
[bookmark: _Toc71300141]2.1.6	Location
Due to global internet access, location is almost irrelevant as access is granted from anywhere through internet connection. However, location is important for speed of access, efficiency, compliance and policy. To allow for this, providers such as Amazon provision regions and availability zones. [19]

[bookmark: _Toc71300142]2.2 	Drawbacks of Deployment of Applications in the Cloud
In contrast, drawbacks and disadvantages need to be considered for cloud computing. Although seemingly outweighed by the benefits, risk analysis is an important factor in cloud-based deployment. Consideration should be given to:
[bookmark: _Toc71300143]2.2.1	Security and Data Theft
Security must be the biggest consideration as a drawback to cloud computing deployment. Abdalla and Varol [20] purport the top concern expressed by users over cloud computing to be security. There are several aspects of security to consider such as data leakage or loss and exploits leading to data theft, man-in-the-middle attacks, Denial of Service attacks, injection and more.
Providers do provision security settings such as firewalls and more to combat this, but ultimately it is the developer’s responsibility to ensure security.
[bookmark: _Toc71300144]2.2.2	Control
Control of the infrastructure is the responsibility of the provider. Whilst this is advantageous for maintenance and upgradability, it does mean that the developer relinquishes this. As a result, there is no control over potential errors on the provider’s part.
[bookmark: _Toc71300145]2.2.3	Performance
Whilst reliability is provisioned through fail-overs and redundancy, performance as far as speed is a consideration. Through cloud computing speed of service is dependent on location and therefore can cause issue with users away from regions or zones provisioned as well as limited setup as far as resource solutions.
[bookmark: _Toc71300146]2.2.4	Ownership
Ownership is a contentious issue however there is argument to suggest that ownership of data stored on a provider’s sever becomes the property of the provider. This is the reason for requests for data being made to the provider rather than individual users. This then raises a conversation around the ownership of anything in the cloud, and for developers that becomes applications deployed.
[18] [20]
3.0 [bookmark: _Toc71300147]Technologies
Technologies appropriated for the deployment of applications to the cloud continually evolve. Frameworks and libraries such as NodeJS containing Node Package Manager (NPM) and tools such as Kubernetes and Docker that run containerised applications and their dependencies play an important part.
Consideration should be given to the difference between cloud-based and cloud-native applications to be able to understand the technologies involved in virtualisation and containerisation. Cloud-based applications exist and depend on the cloud. Cloud-native applications are applications that are deployed to the cloud but exist independently through their own dependencies. Abstraction and the self-reliance of containerisation are characteristics of a cloud-native application.

[bookmark: _Toc71300148]3.1	Virtualisation

Virtualisation is an abstraction from the physical. In other words, when a model or an image of something physical is taken and used separate to the actual model. It also allows the separation of physical resources to be used as individual isolated units, decoupling the physical resources from the working software. Rashid and Chaturvedi [21] claim virtualisation to be the backbone of cloud computing and define it as being “the imitation of hardware within a software program”. [21]
There are two main considerations for virtualisation within cloud computing, virtual machines (vm’s) and containerisation.
[bookmark: _Toc71300149]3.1.1	Virtual Machines
A vm will operate in the same way a physical machine will, using a host operating system (OS) within its virtual state, and using the physical resources of the machine it runs on. There can be multiple vm’s to a physical hardware and these are managed through hypervisor that controls the physical resources to distribute them to the vm’s. Applications can be deployed through a vm and in most cases will need a guest OS for the running of the application as the vm runs at the hardware level. This uses heavy resource in comparison to containerisation and can affect performance.
[bookmark: _Toc71300150]3.2	Containerisation
Containerisation is a large part of a cloud-native architecture. It combines application binaries, dependencies, libraries, configuration and OS allowing execution and deployment of containers as application packages or images [22] [23]. A container runs at OS level as opposed to the hardware level which allows decoupling from hardware, giving an isolation of process as opposed to an isolation of machine in the case of a vm. Cloud-native containerised applications are less bloated and therefore run more efficiently. Docker, a runtime engine providing a lightweight environment for the containerised application, is used for implementation. Potdar et al [22] observed that Docker containers performed better than a vm, concluding that containerisation is more efficient.
Characteristics that benefit containerisation over vm’s are modality using microservices and portability between platforms, and abstraction or separation giving faster spin up time and flexibility to work on any infrastructure, virtual or bare metal and better security. [23] [24]
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Figure4: Comparison of Structure between Virtual Machines and Containers
4.0 [bookmark: _Toc71300151]Application Development

To explain the process better, the evaluation of the application developed in NodeJS will be used.
In practice, there are three stages to building a containerised application.
1. Create an image – In the NodeJS application created, this is done by creating a “DockerFile”. This is a declarative unit in a text file listing a sequence of commands to create a Docker image. This allows for a controlled and automated way to create containerised images one at a time.
[image: ]
Figure 5: A snippet of the DockerFile declaration showing the sequence of commands to build image
This starts with a base image and to this is added dependencies and code. This file uses commands like “FROM” which sets the OS to be used, in this case it is Ubuntu and RUN which runs an individual bash commands like apt -get and npm install, getting and installing packages and dependencies. Within this file is the ability to setup and change directories, and copy files into the container. This file will also expose the ports needed to the runtime engine (Docker) and run an entry point command as seen in Figure 6, “npm run start” sets the NodeJS application running.
[image: ]
Figure 6: Snippet of the DockerFile showing exposed port and entry point command
2. Set a manifest for containers – This is done using a “Docker-Compose” file, known as a “yml” (Yamil) file. In the NodeJS application, this file defines and runs the application as a container in Docker and configures the services used. It keeps the deployment of the application consistent.
[image: ]
Figure 7: screenshot of Docker-compose.yml file showing the microservices to run
The example in Figure 7 shows two of the services depicted within the docker image. The web server and the web service. 
[image: ]
Figure 8:  code snippet from docker-compose file showing the properties within a service
Looking at Figure 8 it shows the properties within the microservice, depicting the command to build the instance, the file with the commands to build it, the target name, which matches the service name which allows Docker to port the connections between them, the port numbers to use both on the host side and the public side, the network it is assigned to within the Docker runtime environment and the volumes it creates.
3. Create the container – Using the manifest within the docker-compose file, and the commands to build from the image from the DockerFile, running the command “docker-compose up” will spin up an instance of the container. There is also the command “docker-compose build” which will build our image, but this is accounted for within the package.json file shown in Figure 9. The DockerFile uses the entry point command to run the package.json which then uses the scripts to build, run and start the container.
[image: ]
Figure 9: package.json file showing the runtime scripts and dependencies needed

[bookmark: _Toc71300152]4.1	Deployment

Deployment is through the Docker runtime engine in this case. Docker “spins up” an instance of the container, producing all the services, dependencies and code needed for a fully functional application to run and runs it through a virtual network within itself. This can then be ported to any server, in this case the localhost to run on the specified port. This allows the user to be able to access the interface through a browser at the right address.
It is possible to deploy any number of instances of the containers, giving any number of instances of the application by just using a command through Docker – “docker-compose scale web=n” where n is the number of instances needed. This shows the ease of scaling up and down within containers.


[bookmark: _Toc71300153]5.0	Conclusion

Cloud computing is a widely adopted paradigm for web developers and organisations alike. Within this vast topic, the focus is on the service models through IaaS, PaaS and SaaS and the deployment models, public, private, community and hybrid cloud. There are many advantages to adopt cloud computing, especially cost, flexibility and agility. Whilst there are some disadvantages, the advantages perceive to outweigh them. Using containerisation utilises virtualisation in a more efficient and lightweight manner than using vm’s, enabling quick and easy deployment of applications through runtime engines like Docker. This has been demonstrated in the evaluation of the NodeJS application created in the example.
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# Change to the working directory
WORKDIR /var/www/node

# Execute the application
ENTRYPOINT [“npm”, “run”, “start"]
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webservice:
build:
context: .
dockerfile: Dockerfile
target: webservice
image: node-a-webservice
restart: always
ports:
- "1339:1339"
networks:
- dbnetwork
volumes:
- ./nodewebservice: /var/wmi/node
postgres:
image: postgres:latest
restart: always
ports:
- "5432:5432"
environment:
POSTGRES_USER: “"docker™
POSTGRES_PASSWORD: “password™
POSTGRES_DB: "mydb”
networks:
- dbnetwork
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