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Introduction:

In this assignment, I will be covering two key topics and a set of subtopics to explain why companies need a good security model why they must be compliant with security laws, and how being compliant with said laws will allow them to have a stronger security structure.
Firstly, I will be conducting research into the topic of data security & and compliance. I have chosen three subtopics within this field to explain what they are and how they are applied to information security and how they would benefit a company when applying them to their system to create a secure environment for themselves.
Secondly, I will be taking on a case scenario where I will need to explain and apply my security approach to the company given in the scenario and design and evaluate my performance and process.
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[bookmark: _Toc153277353]-Security Technologies (e.g. Firewalls)
When considering the deployment of different security technologies/components it is important to consider the strengths and weaknesses of each technology and think, is this what I need in my system?
When thinking of a security technology the first thing that comes to mind is a firewall, as not all traffic on your network is from authorized sources so it shouldn’t be allowed to come and go freely in your network not all traffic is authorized for purpose either. Their protections are the job of the firewall, a firewall is a tool designed to stop damage to a system. A firewall can be deployed as either a software or a hardware device either way they are deployed to enforce the access control policy created by your company for network communications. To put it simply firewalls are used to filter traffic through your system and pick out any harmful exploits data messages etc.[4]
A firewall however cannot do everything, and they do have some weaknesses, when in proper use firewalls can provide secure, reliable, and consistent security from external threats that may try to infect your system, however they do have some limitations as they are only part of the security strategy, they cannot protect a network from everything by themselves. While they are a key element to protecting your system you should not neglect other security measures.
The weakness of a firewall is that it cannot see the contents of encrypted traffic it can filter based on the header as it is in plaintext to achieve this it uses transport mode encryption however it cannot filter a header using tunneling mode encryption as the only plaintext component of the packet is a temporary tunnel header that only includes information about the tunnel endpoints.[4]
Another disadvantage is that it is not an intrusion detection system a firewall can only detect malicious traffic only when it enters the firewall interface, they do not observe the internal structure of network activity. They essentially serve as a border guard for either networks or subnets, therefore a firewall is not interchangeable with an intrusion detection system.

Another common technology you may think of is VPNs. As of late VPNs have become rather common in the modern world making a big break out in the last few years and becoming more widely used for businesses and personal users.[4,3]
A VPN or virtual private network is a mechanism to establish remote connections across an intermediary network such as the Internet. The good thing about VPNS is that they allow long-distance communication for a low cost over the internet as only the end devices need a local internet connection. The way a VPN works is it uses encapsulation/tunneling protocols. It uses tunneling protocols to encase the original so that it can move through the intermediary networks. In most cases the tunneling protocol will deploy encryption so that the data being transported can traverse the internet securely.
VPNs are widely used for remote access, remote control, or secure communications within an unsafe/untrusted network.
Proxy servers are used as a variation of a firewall. Much like a firewall they filter traffic but can act on traffic in a few ways. First and foremost, proxy servers act as a middleman between a client and an external server this relationship can also be inverse as it can be a link between an external client and an internal server. A proxy server will always hide the identity of the original requester from the server through network address translation.[4]
Another useful feature of proxy servers is that they are able to filter content. This type of filtering focuses on the server address most likely the domain name or IP address or it can use keywords which appear in the content itself. Proxy servers are also very useful in providing cache services. Caching is a mechanism for storing data that allows you to keep a local copy of data that is static in nature and numerous internal clients then pattern request the data.[4,3]

These are just a few of the common network security components that are used to mitigate threats that you may encounter there are many other methods that can provide useful and benefit your system.
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Due to the huge and rapid development in the information systems field, new challenges have presented themselves in information security. Most organization's databases contain a high concentration of private and sensitive information. These databases are vulnerable so an organization should try their hardest to protect their data from attacks. Due to the threat of attacks improving and enhancing database security is becoming one of the "largest and most important tasks in database research and industry.” [4,3]
This is where cryptography comes in, “cryptography is the art and science of keeping information secure” [3]. It deals largely with the design of algorithms for the encryption and decryption of data, which is used to ensure the secrecy and authenticity of data including symmetric and asymmetric encryption.
"Symmetric encryption (private key encryption), Is a method of encryption in which the same key is used for both encryption and decryption of data".[1] The person sending the information uses the private key and algorithm to encrypt the data, and then the receiver uses both to decrypt. Both the sender and receiver must have this key to be able to encrypt and decrypt the data or this process will not work and the data will be unreadable, the key must also remain private.
"Asymmetric encryption (public key encryption), Is a method of encryption in which two different keys are used” [4]. One key is used for encrypting and the other for decrypting therefore you would have (a public and private key). However, the private key must remain secret, the good thing about this method is that if the public key is leaked it poses no threat to the encryption process if it becomes known.
These two methods of encryption are the standard methods used in the industry today and create the framework for encryption methods such as DES, 3DES, etc. 
"DES (Data encryption standard) was the first encryption standard to be recommended by NIST (National Institute of Standard and Technology)." The DES encryption is a 64-bit key with a 64-bit block size. However, since the DES method was recommended by NIST constant attacks on the method made it, so the weaknesses of the standard were recorded and now the DES model has been made a redundant and insecure block cipher.
3DES (Triple data encryption standard) is an improvement on the DES model much like its predecessor it is a (64-bit block size however it now boasts a 192-bit key size) This encryption standard is heavily similar to the DES model however it is applied three times to increase the level of encryption however due to this it is known to be slower than other encryption models.
“RC2 is a block cipher with a 64-bit cipher with a variable key size which has a range of 8-128 bits.” [4] However, the RC2 model is vulnerable to key-related attacks using 234-bit plaintexts.
“AES (advanced encryption security) is a block cipher. It has a variable key length of 128, 192, or 256 bits; however, it defaults to 256. AES encrypts data blocks in 128 bits in 10, 12, and 14 rounds depending on the key size" [4,3] The advantage of using AES is that it is fast and flexible it can be implemented on different platforms, and is heavily used on smaller devices. AES has also been tested on security applications.
RC6 is a block cipher. It was designed and created to meet the requirements of AES in competition. The RC6 cipher has a block size of 128 bits and can support key sizes of 128, 198, and 256 bits much like AES. However, some sources consider RC6 and AES to be the same as they are so similar.[6,7]
Blowfish is a block cipher. It can be used as a replacement for the DES algorithm. The blowfish cipher takes a variable key length which can range from 32 bits to 448 bits; however, it defaults to 128 bits. The advantage of blowfish is that it is unpatented and is available for free.
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Table 1: Comparative of the throughput of encryption and decryption algorithms with key and block size. [4]
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Figure 1: Comparative at the throughput of encryption and decryption algorithms (Kbytes/sec)
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In the world of cybersecurity, the physical aspect is just as important as the digital aspect, you could have the most digitally secure system in the world but that wouldn't matter if it was left in an unlocked and unguarded room, attackers would still be able to access your system. When we think of 'cyber security' most people would give you examples of the digital side but in this section, I am going to explain why physical security is just as imperative as your system's digital security.
One of the first and most important objectives when trying to create a physically secure environment is ‘site planning’. To have an effective secure building requires careful planning and design of the physical protection system, the personnel, procedures, and the equipment involved. These aspects are the foundation of secure facility operations. These designs can vary in measure of security and can also be very simple to implement. Take a prison for example prisons have very thick concrete walls and high fences to keep people from getting in and most importantly getting out just having these two simple design choices you have now created a very basic and effective way of restricting access.
When creating your system network and structure, you should almost immediately conduct a vulnerability assessment whether that be through your digital systems or physical measures conducting this assessment will allow you to see more clearly where the weak points in your design are. A good way to conduct this assessment is to walk around your facility so you can visually see where the weak points lay in your system. Weak points can vary depending on how you have designed your facility one example is that you may have unsecure doors etc, a good way to mitigate this weak point is to install card readers such as (RFID) so only employees can access certain areas which may contain sensitive data there a lots of methods you can use to secure your building which you can then use to mitigate any issues you may encounter during your assessment.[1,2
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Understanding the threats to your facility is imperative to have a good countermeasure against them if you do not understand what you are fighting against it is highly unlikely you will be able to stop it from gaining access to your data this is why big companies have teams dedicated to their data security by having these specialists who have knowledge of a wide range of potential threats that may try to gain access to your facility, these people will be able to stop that from happening to have the right staff at hand could mean the difference between a secure environment or a weak one. However, threats are not always from external sources there have been cases in which data has been leaked or stolen by an employee this is not always intentional but still poses a threat nonetheless. When it comes to insider threats they are typically defined by three main categories:
· Negligent users
· Criminal or malicious users
· Attackers that stole credentials[2]
A real-life scenario of one of these threats happened to the Dallas police department in a chain of incidents in March and April of 2021, the city of Dallas suffered massive losses of data due to employee negligence. Said the employee deleted 8.7 million files equivalent to almost 23 terabytes of data which included evidence for important criminal cases which includes: videos, photos, audio, case notes, and various other items. The majority of the deleted files were owned by the family violence unit.
This data loss had immense consequences as only 3 terabytes of the 22 that were deleted were eventually recovered. Due to this incident prosecutions were brought to a sluggish pace due to the loss of evidence. Lost archived files have evidentiary value which could have maintained the conviction of violent offenders in the family cases. It was estimated that 17.500 cases were impacted as a result of this data loss.[5]
This could have been easily prevented as the reason this happened was an IT employee didn't have enough training in properly moving stored files from cloud storage. No malicious or fraudulent activity took place. 
This case study should show the importance of being mindful about using systems that employees are interacting with and the impact of how important physical security is.
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I have been tasked with creating my own security framework based on my conducted research for this paper I will analyze the need of what the company needs and then apply my knowledge to create a simple but secure framework that the company would be able to use included with my explanations I Will add graphics to depict a visual representation to bolster my points.

[bookmark: _Toc153277357]Organizational structure & informational Security
Any good and functional organization will have an organizational structure this is typically a hierarchy structure, this hierarchy structure is implemented to spread the workload and the permissions of certain employees at the top of this structure you typically have the company owner at the top who oversees the company business, etc and then just under them you normally have management figures that assist in helping run the company.

Top-down approach
The top-down approach is an organization structure and information security structure where the policies, procedures, and processes are always initiated by upper management figures, they also set the goals and expectations for the company and its employees and the outcomes for their projects. The top-down approach is a good management style to implement in a larger company such as (SS) However it does come with some drawbacks as since it is dictated by the upper management figures it can take time for any problems to be fixed as the lower level employees do not have the permission to fix problems as they arise which can slow down productivity and halt projects in their path.
Bottom-up approach
The bottom-up approach is an alternative style to the top-down approach much like the top-down approach it is similar in structure but gives more permission to the lower-level employees. The bottom-up approach is thought to be a grassroots effort which means the employees have a lot more freedom to work with and deploy new methods etc. This also means administrators should put more effort into making sure their systems are secure as there is more room for security error while using this approach as information is a lot more widely accessible.
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Figure 3: Shows both the top-down and bottom-up styles
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Most companies if not all will have a set of policies in procedures in place for employees to follow to keep themselves and sensitive information safe, these polices are put in place to form a guideline for employees regarding what to do and what no Todo they can range from just simple things such as internet usage while at work to more education policies such as training days etc. 
A simple set of these policies will help the company run smoothly so I aim to implement a simple set of policies that (SS) can use and apply to their model.
Policies:
· Employees must always use internet access in a productive and professional way this excludes access to (social media, Games, and non-essential programs)
· Employees cannot download software without permission from an administrator.
· Employees must not use any foreign data storage such as (USB, External hard disc drives, etc)
· Employees must not access another account/workstation except from their own. 
· Employees must attend training sessions where necessary.
Just adding 5 simple policies will benefit the security of your systems a great deal implementing and enforcing these policies will help protect against data theft or negligence from within your company as most threats although not always intentional come from inside companies as previously stated in my research there was a problem with employee negligence in the Dallas police department due to lack of training. Due to the lack of training the police department lost 22 terabytes of evidence files which brought the judicial system to a screeching halt as prosecutions were slowed down a great deal due to this mishap implementing my last policy of training would be a great effort in mitigating this sort of risk to (SS).

[bookmark: _Toc153277359]Compliance (Laws and ethics)
When dealing with providing clients with a service there are a few laws that companies must follow and also it is important to look at it from an ethical perspective. In the case of (SS) they provide services that help their clients combat threats from cyber-attacks and also provide consultancy and tools to their customers due to this business model they will have to have data stored on their clients some of this information may be sensitive information on of the highest priorities StresSolutions should consider is the integrity of this stored client data as if this data is anyway compromised it will be a huge issue for not just SS but also their clients as data such as employee information system access and services will be vulnerable for attack and will essentially open up a free market for any malicious users to steal data or hold it ransom.
In terms of an ethical approach this argument also applies as they have access to this sensitive data they in no way should put themselves to abuse this privileged knowledge as it would hurt their clients and also the reputation of the company and possibly land them in hot water, the company should ensure only access is given to upper management / trusted individuals.
[bookmark: _Toc153277360]Governance and planning for security
As previously stated in this case scenario the company can deploy two methods of governance (Top-down or Bottom-up approach) both approaches have their benefits and drawbacks but as the company is large and growing at a fast rate I think the best approach would be top-down as the company is dealing with a lot of sensitive information it allows for increased security but however may hinder scalability of systems and company growth but as security is the company main service I think this is a worthy sacrifice and issues can also be mitigated through careful planning.
In terms of security, I have previously in this paper conducted research into the topic of (Security technologies, cryptography, and physical security) all of which I can apply here in the company’s security strategy. 
First off security planning is making a plan for your building layout thinking about what you need to keep people out and how can you create a building that most effectively keeps people out much like castles they were specifically designed to keep people out although in terms of StresSolutions case they are not building their own HQ but there are still physical security options to consider. Most effective methods include ID cards installed with RFID in them so only staff can unlock doors within the building, and they can also be calibrated so lower-level employees only have access to certain areas while upper management has access to more secure areas this offers a secure way of keeping information safe and upholding the governance employed by StresSolutions.
Secondly, the use of encryption platforms and standards will be of great use to implement as StresSolution is dealing with a lot of sensitive information it is a good idea to protect said data as previously mentioned in my research there are many encryption standards we can choose from from the early standard such as DES and 3DES to more modern applications such as AES and RC6 I would recommend the use of either of these standards as they have been tested and proved to be secure the reason I would recommend either of these standards is that they are very similar in application some field professionals even refer to them being the same but for the sake of argument I think an AES application would greatly benefit StresSolutions as it offers a variable key length of 128, 192, or 256 bits, and is highly flexible.
Lastly, the most common method is security technologies such as firewalls, firewalls are the first line of defense when it comes to protecting your systems they scan packets of data coming into your system for malicious material such as malware or any other harmful material without firewalls you would be wide open for attacks they can also be applied as a software or a hardware technology.
Another technology I would recommend using is a VPN, as of late VPNS have seen a huge increase in use due to the amount of security they offer as they can establish connections through intermediary networks (i.e. the internet) they use tunneling and encapsulations protocols and also deploy encryption methods so any transmitted data can travel safely through networks without being read this is useful as StresSolutions is offering online services to their clients so by using a VPN they can offer a secure connection to their services and also keep any data transmitted between the client to there server secure.
[bookmark: _Toc153277361]Risk Management & and contingency planning
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Description automatically generated]When securing systems it is wise to conduct a risk assessment for things that could go wrong such as disasters whether it be natural or an attack on your system a good way to assess the risk of your assets is through target identification and risk of loss this can be easily achieved through a simple table containing the assets themselves the probability of attack and the consequences of lost e.g.
By using this method of threat identification, it will allow you to prioritize the parts of your system that need more attention and security which will also help allocate resources more effectively to prevent waste.
Another consequence of poor planning is data loss this can happen in a variety of ways such as negligence or natural disasters in a disaster scenario if the StresSolutions building were to flood or have an earthquake it could damage the servers resulting in severe data loss to prevent this from happening I suggest that StresSolutions implement a backup server this could be a physical server in a separate location or the data could be stored in a cloud either of these methods would mitigate the change of massive data loss in the case of such an event.
In terms of negligence it is an easy threat to mitigate as previously stated in my research there was a case study on the Dallas police department and they lost massive amounts of data due to employee negligence the reason this happened was the employee did not have enough training and deleted data that was not backed up into a cloud so nearly all of the data was lost as they only managed to recover 3 terabytes from the lost to mitigate this threat StresSolutions could provide regular training sessions for their employees as refresher courses or even for new and upcoming technologies to ensure this error does not happen in their system.
[bookmark: _Toc153277362]Protection mechanisms
Protection mechanism is going to be at the forefront of keeping your system safe simple methods such as antivirus will help protect your system from various types of malware such as virus worms, backdoors, etc. As previously stated, firewalls and VPNs will assist in protecting your system's data.
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