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In this report the author is an IT Security Manager who must document their plan to help secure a financial services company and prevent cyber-attacks. They first talk about different internal and external threats that the company could face. Then they created security policies and mitigation measures. Finally, they mention how they will monitor the system and respond to threats. They also will teach their employees about cyber security and train them to mitigate cyber threats effectively. 
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FinSecure Ltd (FSL) has tasked the IT Security Manager to create a security policy for the medium-sized financial services company because of the increase of cybercrimes globally and the recent security issues on the company as well. Those issues being phishing attacks and the attempts of unauthorized access on to the system.
[bookmark: _Toc197974910][bookmark: _Toc197975024][bookmark: _Toc198036129]2. Identification of Threats
[bookmark: _Toc197974911][bookmark: _Toc197975025][bookmark: _Toc198036130]2.1. Internal Threats
Internal threats are when a current or former employee intentionally or unintentionally creates a threat for a company [1]. Some examples of internal threats that FSL could face are misuse of access, careless behaviour, bad password management, data breaches and insider attacks [2].
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External threats are done by people outside of the organisation that try to find information that they can either sell or ransom. Some external threats that FSL could come across are unauthorized access, malware, ransomware, phishing, DDoS and password attacks. [2][3]
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The IT Security Manager has created a set of security policies that will help keep FSL safe from cyber threats. 
The first policy that they created was a password policy this will help security of the system and will lessen the amount of unauthorized access. Employees will need to have strong unique passwords and change them every few months, the company will also add two factor authentication to logins. [4][5]
The second policy they created was a computer usage policy which will inform the employees how they should and shouldn’t use the company's devices, internet connection and network. Employees should use the company’s internet for work purposes or to gain information related to their work. They shouldn’t use it for downloading illegal material, visiting not secure websites or sharing private information to an unauthorized individual. [6]
The next policy the author created was a data confidentiality policy. This policy tells the employees how they should treat the client’s and the company’s data. This means that they should not share any data with any unauthorized individuals either outside or inside the company. They also should not use this data for non-work purposes, for instance, for their own or for any other person’s benefit. Any current or former employees should not share any confidential information to other businesses.
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The author will make ways to lessen the impact of cyber threats the first one being to make sure that the company devices and software are all up to date and to test the updates before updating all the devices. The author will also separate the network into smaller subnets, this could lessen the impact of cyber-attack, so they don’t affect the whole company’s system. [7]
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The IT Security Manager will monitor the company’s system and they will scan the whole system to make sure that there are no unauthorized hardware or software on the system [7]. If the system does become effected then the author has created a recovery plan to get the system running as soon as possible. The company system will be backed up at the end of every day to keep it updated as much as possible.  When recovering data the author will prioritise the main parts of the system to get them running first. [8]
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The company will get all employees to take a training course first so this will help solve some of the issues that the company were facing before. Making sure that employees are aware of different cyber-attacks can also help avoid cyber-attacks like phishing which has caused issues in the past for FSL. 
In the training course the employees will learn what makes a good password and the company's policy about passwords. They will gain awareness of different cyber-attacks and how to avoid them. Also, they need to learn how to use the company’s devices, the internet, read and create emails, how to use different types of software and remote usage of the system. We will tell them about all the company’s policies for the protection of the system. The employees will also learn how to use and keep the company’s data safe. [9]
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In conclusion the IT Security Manager of FinSecure Ltd has written a report on how the company can increase their cyber security and mitigate cyber threats. The author found out about different internal and external cyber threats that could affect the company’s system. They also created security policies that the 
Page 3 of 5
company employees will need to follow and ways to mitigate cyber threats to the company. The author then talked about how they would monitor the system and how they would respond to a threat, they also will create a recovery plan for the company. Then finally they talked about how they would train employees to have more awareness and what they would learn as well.
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