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Abstract
The rapid growth of digital banking has intensified cybersecurity threats across cloud and BYOD environments. FinSure Bank (FSB), a digital-first financial institution, faces significant operational challenges due to weak security governance, inadequate risk management, and insufficient compliance procedures. This report evaluates ISO 27001, NIST CSF, COBIT, and ITIL, alongside security models including Zero Trust Architecture and Defence in Depth, to determine their suitability for FSB. An integrated framework combining security controls, governance structures, SLA controls, and compliance standards is proposed. The solution improves regulatory compliance, reduces cybersecurity risks, and strengthens organisational resilience against evolving threats.
1. Introduction
The emergence of digital banking has revolutionized financial services by making transactions faster on a global scale but in turn, increases the surface attack area to cyber criminals. Financial services hold massive amounts of customer data ranging from personal, financial, to transactional data, all of which is desirable to cyber criminals via attacks such as phishing, ransomware, malware and identity theft (Darem et al., 2023). The multitude of attacks proves the necessity of implementing good security governance (Cremer et al., 2022).Data security, governance and compliance form the pillars of organisational robustness and customer confidence. A governing structure of security ensures that all security measures are aligned to organizational goals whereas compliance with regulations such as the GDPR and standards such as the ISO 27001 will reduce exposure and limit potential liabilities. Without these, an organization will be highly susceptible to cyber attacks, operational risks and negative impact to the reputation of the organization.This paper analyses the case study of FinSure Bank (FSB), a purely digital organization running its operations in the cloud on a bring-your-own-device work-force. All that approach or compliance monitoring resulting in a strong vulnerability to large-scale cyber security attacks and regulatory compliance risks. This paper will analyze appropriate framework for FinSure Bank and implement a fully integrated solution for protection of the organization data, governance and compliance.
2. Literature Review
2.1 Security Frameworks Overview
A systematic approach and set of steps and processes that ensure that information security risks are managed, regulations and requirements are met and business needs are addressed are established through cybersecurity frameworks. ISO/IEC 27001 defines an ISMS by detailing a system of controls and processes combined with an improvement model while ISO/IEC 27002 offers guidance on implementation, forming essential tools to address compliance in tightly regulated business areas such as financial services. NIST CSF, which due to being non- IT governance and business alignment of IT controls are key focuses of COBIT through provision of well defined roles, controls and measures. COBIT is weak in specific technical security controls, however. ITIL is of indirect assistance in contributing to security through defining how to carry out processes efficiently, which is key in strong process controls for security. All three above frameworks, to cover the full scope of GRC must be used in conjunction.


2.2 Comparison of Frameworks
The ISO 27001 provides a compliance-driven framework with official certification and controlled mechanisms that is well suited for regulatory assurance (Culot et al., 2021). The NIST CSF allows flexibility and adaptability due to the holistic risk-driven design of its framework (Luis Salas-Riega et al., 2025). COBIT ensures stronger governance and connects IT to the business but it lacks adequate technical security controls and it is often implemented alongside the ISO 27001 (Metin et al., 2025). ITIL supports service management and it is unlikely to be effective as a standalone security measure (Akbar et al., 2026).

Table 1. Framework Comparison
	Criteria
	ISO 27001
	NIST CSF
	COBIT
	ITIL

	Governance Capability
	Moderate
	Moderate
	High
	Low

	Risk Management
	Strong
	Strong
	Moderate
	Limited

	Compliance Support
	High (cert.)
	Moderate
	High
	Low

	Flexibility (Cloud/BYOD)
	Moderate
	High
	Moderate
	Moderate

	Focus Area
	Security controls
	Risk-based security
	IT governance
	Service management


(Source: Culot et al., 2021; Luis Salas-Riega et al., 2025; Metin et al., 2025; Akbar et al., 2026)
2.3 Security Models & Concepts
Zero Trust Architecture is based on the identity of a subject or an object. It requires all subjects or objects to be authenticated and authorised before any transaction. Instead of being perimeter based it adopts a policy based access control, which mandates continuous authentication and authorisation, least privilege, and micro-segmentation. It does suffer from complexity and performance implications, though (Oladimeji, 2024 and Kang et al., 2023). Defense in Depth means that security is applied across all three elements of the IT architecture, namely, the network, applications and data.Risk-based approach and Operationalisation of Risk management (via ISO 27001/NIST) enable flexible and scalable IT security architecture required for the financial industry. By prioritising resources based on the probability of a threat and impact upon it, it addresses the constraints posed by risk, and allows for an adaptive architecture (Rose et al., 2020 and Dasher et al., 2022).


3. FSB Scenario Analysis
3.1 Current Risks
The use of cloud and BYOD at FSB has significant and multiplicative security risks. In cloud, this can bring risks such as unsecured APIs, access-this is amplified by the fact that the FSB handles sensitive financial and personal information (Malik et al., 2024). Banking systems based in the cloud already have an increased risk of cyber threats as a result of their increased interdependence on external services and systems (Ranjan and Ness, 2024).
The BYOD strategy massively increases FSB's attack surface untrusted applications and data leakage (Yeboah-Boateng and Boaten, 2016). Insider threat also poses an additional risk as authenticated users can abuse access rights in a way that is difficult to detect without centralized control and monitoring (Sophie, 2025).
3.2 Governance & Compliance Gaps
FSB demonstrates significant weaknesses in governance and compliance that are contributing to the increasing attack surface in terms of cybersecurity: processes and business strategy, security has no defined of structured risk management FSB is not able to recognize, evaluate and remediate risks which are well accepted as crucial for protection of critical assets and prioritization of resource usage (Kumar, 2022).
FSB also does not demonstrate having the appropriate compliance procedures and operational security (Mukherjee, 2025). Combining BYOD use and weak governance also creates a problem in maintaining compliance with the regulations such as the GDPR as BYOD introduces large problems for data privacy as organizations cannot control the data processed on personal devices
.4. Proposed Security, Governance & Compliance Framework
4.1 Framework Design
A new architecture is proposed where ISO/IEC 27001, NIST CSF and Zero Trust Architecture (ZTA) is combined to meet security, governance and compliance gaps mentioned by FSB. The combined standard covers the compliance controls (ISO/IEC 27001), risk based security management (NIST CSF) and access control (ZTA) to produce an integrated, all-inclusive security framework (Abdiukov, 2023). The standard for compliance is the ISO 27001 with its own ISMS, providing the security baselines. NIST CSF manages the life-cycle of a threat management (Luis Salas-Riega et al., 2025). In order to cope with cloud services and BYOD, the ZTA model uses micro-segmentation, lease privilege and continuous authentication for securing them (Rose et al., 2020). All these, are flexiblebecause FSB's activities are entirely digital.[image: ]
Note: Figure 1 (Proposed Cybersecurity Framework diagram) is provided as a supplementary attachment to this submission.
4.2 Governance Structure
Strong governance at FSB will enforce accountability, support strategic alignment and achieve regulatory compliance. Ensuring that security policies and processes support business objectives (AlGhamdi et al., 2020). The CISO has accountability for the GRC programme and security policy, reporting risk posture to the leadership team (EC-Council, 2026).The risk management team manages security threats, (risk management and compliance) and independent assurance (internal audit) supports accountability (Valkenburg and Bongiovanni, 2024).
4.3 Security Policies
Strict security policies are a must to secure the FSB's cloud environment as well as BYOD. The BYOD policy requires device registration via Mobile Device Management (MDM), data encryption and user authentication (Ayedh et al. 2023). The access control policy should allow only the necessary access based on the roles that each user performs and by using least privilege (AYedh et al. 2023). The incident response policy needs to be designed for detection, reporting, containment, and recovery, in order to reduce the operational impact.






4.4 Risk Management Framework
FSB's risk management operates through risk identification, assessment, and mitigation. Table 2 summarises key risks across FSB's cloud and BYOD environments, their assessed likelihood and impact, and proposed mitigation strategies.
Table 2. Risk Identification, Assessment, and Mitigation Framework
	Risk Category
	Likelihood
	Impact
	Risk Level
	Mitigation Strategy

	Cloud Security Risk
	High
	High
	HIGH
	Encryption, continuous monitoring, cloud security controls

	BYOD Risk
	High
	High
	HIGH
	MDM enforcement, device authentication, compliance checks

	Insider Threat
	Medium
	High
	HIGH
	Least-privilege access, user behavior monitoring, UBA tools

	Data Leakage
	Medium
	High
	HIGH
	Data classification, encryption, DLP tools

	Phishing / Cyberattack
	High
	Medium
	HIGH
	MFA, security awareness training, threat detection systems

	Compliance Failure
	Medium
	High
	HIGH
	Regular audits, DPIAs, policy enforcement

	System Downtime
	Low
	High
	MEDIUM
	Backup systems, disaster recovery planning, redundancy

	Third-party / Vendor Risk
	Medium
	Medium
	MEDIUM
	Vendor risk assessments, SLA enforcement, contractual controls


(Source: Author's own, adapted from ISO 27001 and NIST CSF risk frameworks)
4.5 Compliance & Regulatory Controls
For FSB to be compliant, there must be compliance controls put in place, that ensure the firm meets both statutory and industry (Gilbert & Gilbert, 2025). Within financial data protection. In terms of the audit processes data protection obligations. The GDPR will enforce specific obligations, such as data minimisation, a system-wide approach including IT audits, as well as Data Protection Impact Assessments (DPIA), should be in place for the security processes and to ensure that the firm complies with legislation (Fakeyede et al, 2023).
4.6 SLA Controls
SLAs have become a fundamental aspect of FSB's governance and third party risk management framework.Given FSB's increasing dependence on cloud service providers and technology vendors, clearly defined SLAs are vital in holding. For example SLAs must exist with cloud providers requiring at least 99.9% guaranteed up time, encryption of data at rest, encryption of data in transit, and timeframes in line with GDPR (within 72 hours) to report an incident or data breach and to allow the company to audit vendor security controls. If data is handled outside of the UK and EU.Regular reviews of SLAs under the leadership of GRC and CISO bring order to these considerations, assurance that third-party partners maintain the security standards required to protect FSB's operations and customer data.


4.7 Technical Protection Mechanisms
These are controls that operate in the environment in which FSB security takes place. These are the encryption controls that safeguard sensitive data at rest and during transit and will render the data unintelligible if any breach is successful. Cloud security tools such as IAM, continuous monitoring, and automated threat detection tools provide enhanced visibility and controls over a distributed environment. Together, these controls provide the multi-layer security framework that needs to protect FSB’s cloud financial operations.
5. Critical Discussion: Why Updated Regulations and Standards Are Essential
The environment of cybersecurity and the relevant regulations constantly change due to the increasing sophistication of attack vectors. GDPR demonstrated the issues with static regulatory frameworks, where regulation set in 2018 might no longer cover the risks for rapidly digitised sectors like financial services, where technology outpaces regulation. NIST and ISO, as standard bodies, clearly recognized this and implemented new standards. The updated NIST CSF 2.0 (published 2024) introduces a "Govern" function in response to. NIST's previous standard, CSF 1.0 and 1.1, was already out of date in 2014. The 2022 update to ISO 27001 reflected this necessity, indicating that the 2013 update had not adequately prepared standards for current risk management challenges.EU's Digital Operational Resilience Act (DORA) which comes into effect January 2025.

[bookmark: _GoBack]Keeping the standards current allows the FSB to enforce SLAs, and ensure uniformity across regulations. The reason regulations must change over time is due to: the ever-increasing and complex threat landscape; emergence of new. The FSB will therefore need to ensure that it is operating in alignment with NIST CSF 2.0, ISO 27001 (2022), GDPR and DORA in order to meet operational resilience targets
.6. Conclusion
This report found that FinSure Bank have high levels of risk exposure due to a lack of security governance and weak controls around compliance, and even the approach to risk management to regulation like GDPR. The proposed combined integrated framework of ISO 27001, NIST CSF and ZTA proposes a single solution with multiple controls that will help mitigate risks and access controls, create a resilient system, maintain compliance and also include control over the third-party risks by providing SLA controls and vendor governance structures. As can be seen through the impact of both NIST CSF 2.0 and DORA in the current financial sector, cybersecurity is a never-ending task, it is continually being adapted and monitored to adhere to regulations and frameworks that are always moving forward.



Assumptions
The following assumptions are made within this report:
•FSB falls within UK jurisdiction and is therefore bound by UK GDPR, FCA operational resilience requirements and the DORA requirements.
•All FSB employees and contractors have cloud-hosted applications as their working environment.
•FSB currently do not have an ISMS in place, security policies, or have defined the role of CISO.
•BYOD policy is applicable to all staff including third party staff that have access to the FSB's systems.
•Cloud services are hosted by a major commercial provider (e.g. AWS, Azure or Google Cloud) and bound by standard SLA terms.
•The proposed framework is for phased implementation over a period of 12 months, sponsored by the executive management team and with board level attention.
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