Explain how you assessed the likelihood and impact of a civil protection risk affecting your local community and present the resulting risk rating.
Introduction
As a Category One Responder under the Civil Contingencies Act 2004, the Welsh Ambulance Services University NHS Trust (WAST) has a duty to risk assess. As stated in the Cabinet Office Emergency Preparedness Document, Chapter 4, the purpose of this duty ensures that “planning has a sound foundation and is proportionate to the risks”, it also “provides a rational basis for the prioritisation of objectives and work programmes”.
An assessment of the risks relevant to WAST has been undertaken and the purpose of this report is to highlight the assessment of the likelihood and impact of one of the civil protection risks that was identified during this process and the affect this may have on the communities in Wales. 
Through a review of the National Risk Register, the broad risk of a Terrorism has been identified as having the potential to have significant impacts for the organisation and the communities that we serve. The potential consequences include impacts on the organisations ability to continue to deliver our core business functions as well as potential risks for our employees. 
The risk of a Terrorism is a broad category, containing several of the more specific risks highlighted in the National Risk Register, detailed below: 
· 1 International terrorist attack with strategic implications 
· 2 Northern Ireland related terrorism 
· 3 Terrorist attacks in publicly accessible locations 
· 4 Terrorist attacks on transport 
· 5 Strategic hostage taking 
· 6 Assassination of high-profile figure 
· 7 Larger scale CBRN attacks 
· 8 Smaller scale CBRN attacks 
· 9 Medium scale CBRN attacks 
· 10 Conventional attacks on infrastructure 
· 11 Cyber-attacks on infrastructure
Each of these specific risks, score differently through the Risk Assessment methodology outlined within the National Risk Register, which considers the likelihood and impacts of each risk occurring and scores them within a 5x5 matrix. 
This report specifically looks at risk reference 3 on the National Risk Register, the risk of ‘Terrorist attacks in publicly accessible locations’. 
Local Relevance
The risk landscape in Wales is shaped by its extensive coastline and significant rurality, alongside several higher-density urban towns and cities. These areas include diverse ethnic and religious communities and are further influenced by seasonal tourism and large-scale events, all of which contribute to a complex and dynamic risk profile.
In the United Kingdom, we have seen an increase in terrorism related incidents being carried out utilising ‘simpler’ methodologies, such as a bladed weapon or a vehicle as a weapon. The availability and ease with which someone can acquire these particular weapons has increased the likelihood of these attacks occurring in a publicly accessible place. 
Risk Assessment 
“The average impact score for risks grouped under the ‘Terrorist attacks in publicly accessible locations’ category is 3 (moderate) and the average likelihood score is 5 (>25%)” (National Risk Register, 2025). 
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Source: HM Government, 2025. 
The National Risk Register is based on the classified National Security Risk Assessment. 
However, this does not take into consideration the nuances of the geography of Wales, our organisation or the communities that we serve and so this has been reassessed in conjunction with the risk assessment process outlined in the Cabinet Office Emergency Preparedness 2012, Chapter 4 documentation. 
Contextualisation
Across Wales we have several key sites, where a large number of members of the public are likely to congregate, whether due to seasonal tourism or planned events. 
This involves large regular gatherings at events held in locations such as the Principality Stadium, Royal Welsh Agricultural Showground and Wrexham AFC. As well as publicly accessible locations which can hold a large number of people, such as shopping centres, major transport hubs and beaches.  
In addition to this, there are several large cities with a population of over 100,000 – for example Cardiff & Newport, that are also home to various different ethnic and religious communities. 
On 31st January 2025, Alexander Dighton carried out an attack at Talbot Green Police Station, which has been confirmed as terrorism related (South Wales Police, 2025).  Counter Terrorism Policing investigations revealed that “Dighton held strong anti-government, anti-Islam and anti-immigration views”. Additionally, several terrorist related incidents that have occurred in other parts of the country have links back to Wales. 
Identification of Hazards & Threats
Data has been obtained from the National Risk Register to allow the identification of this particular risk, along with its relevance to WAST as an organisation. Consideration has also been given to the history of terrorism related incidents seen across the UK in recent years. 
The National Risk Register splits the risk into 2 categories; explosive devices and marauding attacks. “Examples of explosive attacks that have taken place in the UK include the 2017 Manchester Arena attack” (National Risk Register, 2025) and the “Liverpool Women’s Hospital explosion in 2021”. Examples of marauding terrorist attacks in the United Kingdom include but are not limited to “the 2012 London Bridge attack” and the “2020 Reading attack” (National Risk Register, 2025), the methodology for these incidents included a vehicle as a weapon and a bladed weapon respectively. In more recent years we have seen further attacks such as the Manchester Synagogue attack, October 2025. Reports included a “car being driven towards members of the public” and individuals “attacked with a knife” (BBC News, 2025). 
The United Kingdom in general has seen several terrorism related attacks in recent years, of varying scales and methodologies, examples include Dover migrant centre petrol bombings 2022, Reading stabbing attack 2020, Fishmonger’s Hall stabbing attack 2019 and Parsons Green train bombing 2017 (Community Security trust, 2025).
Risk Analysis 
The National Business Resilience Planning Assumptions (Cabinet Office, 2015) highlights that the following should be considered when undertaking a risk assessment; Impact of the “reasonable worst-case scenario”, secondary impacts, potential causes of these disruptions and sources of information, or recommended actions to help plan for these disruptions. 
“The relative impact for individual businesses will be different and could be higher than the national score” (Cabinet Office, 2015). This highlights the importance of individual organisations and resilience partnerships undertaking their own risk assessments, taking into consideration the specifics of the local community and organisational capabilities. 
It is recognised that data modelling, looking at the potential of an incident occurring at specific risk sites across Wales and comparing this with our capabilities and resourcing would be beneficial in identifying areas where there may be gaps in our capabilities and subsequent response, allowing us to plan, train and exercise based on evidence and data. 
A terrorism related incident in a public space has the potential to impact our service delivery by causing significant pressure on the capacity of both the ambulance service and the wider NHS services across Wales, due to an increase in casualties and fatalities, these impacts may be short, medium and longer term when looking holistically at the potential impacts of an incident of this nature. 
Environmentally, the impact will vary based on the methodology of an attack – a simple bladed weapon is likely to have a lesser effect on the environment than an explosive or CBRN incident may have. 
The essential services of many category one organisations will be impacted as a result of an incident of this nature, this will include the Emergency Services, Local Authorities wider NHS Services, having a knock on impact on members of the community who were not directly involved in the incident. This in turn is likely to have a range of economic impacts, some of which will take a significant period of time to recover from. 
Other considerations include the behavioural and emotional impact on those involved both directly and indirectly. 
Risk Evaluation
Careful consideration of the above, along with the information provided through the National Risk Register has been undertaken and the risk scored as below: 
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Risk Treatment
Very High risks are classed as “critical risks requiring immediate attention” (Cabinet Office, 2012). Emergency Preparedness (Cabinet Office, 2012) recommends that “strategies should be developed to reduce or eliminate the risks” and that “consideration should be given to planning being specific to the risk rather than generic”. 
In terms of risk prevention, WAST has limited capabilities, however all staff and volunteers undertaking patient or public facing roles undergo Prevent training to ensure they are able to identify any signs of potential radicalisation.
This report recommends a full review of the organisations capabilities and for preparedness scoring to be undertaken in relation to this specific risk, taking into consideration the risk profile both in hours and out of hours.
Risk treatment should be undertaken through coordination with multi-agency partners. 
Monitor & Review
It is recommended that this risk is reviewed annually, if a related incident occurs or if any updated intelligence or information is received to indicate that either the likelihood or impact may have changed. 


Outcome & Recommendations
This risk assessment demonstrates that the risk of a terrorist attack in publicly accessible locations presents a credible and significant threat. Local contextual factors have the potential to increase risk at a local and organisational level.
The potential impacts extend beyond immediate casualties, with implications for service delivery, staff welfare, wider NHS capacity, partner agencies, local economies, and community cohesion.
Based on the outcomes of this assessment, the following recommendations are made:
1. WAST should undertake a structured review of its preparedness and response capabilities specifically in relation to terrorist attacks in publicly accessible locations, particularly during periods of increased public activity and out of hour operations.
2. Targeted multi‑agency and internal training and exercising should be prioritised to test response arrangements for terrorist attacks and mass casualty incidents in public spaces, ensuring that learning is captured and embedded into practice.
3. Continued engagement with partner agencies including Counter Terrorism Policing should be maintained to ensure shared situational awareness, aligned planning assumptions, and coordinated response capabilities.
4. WAST should undertake data‑led modelling to assess the potential impact of incidents at high‑risk sites across Wales, to support evidence‑based planning and prioritisation of resources.
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