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Target Audience: Managing director of a small company who is intelligent, but not tech savvy, yet needs to have enough information to understand what this type of malware is and what it could do to their company. Present your information accordingly.
You are required to include between 4 and 10 other references of my own finding, to augment my report and assist in explaining some of the terminology.
You must reference all sources correctly.
Format the report as a formal document.
This is a ~45minute timed exercise that will not be marked.

Think about and recall what information was given to you about ransomware.
Read in detail the two links.
Think about what else needs to go into the report. What information the MD should have, how to present it in a logical structure. Produce a TOC at the start. Does it conform to a typical report layout?
Write the various sections detailed in the TOC, paraphrasing what I already know, and doing web searching for more information.
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[bookmark: _Toc76040708]The Threat of Ransomware
[bookmark: _Toc76040709]What is ransomware?
Ransomware is a form of malware (software that negatively affects a computer system) that makes your data inaccessible (usually via encryption), unless you pay a ransom fee to the attackers.
Who could use it?
A wide range of hostile actors use ransomware to generate funds. A disgruntled employee might be tempted to use their access, or a hostile nation might attack essential government systems.
[bookmark: _Toc76040710]What is CryptoWall?
Cryptowall is a form of ransomware which carries out a range of potential actions on infected systems: [1]
1. It attaches to the start up program on the device, attempting to hide within.
2. It targets and deletes backup copies of data.
3. It scans your device for passwords and potentially banking information.
4. It disables basic operating system processes.
5. It scans your device for personal data, such as documents and photos, and it encrypts it all, making it inaccessible.
[bookmark: _GoBack]There are multiple versions and forms of CryptoWall from a range of hacker groups, which can have varying effects on a system.
How it gets on the system
There are a range of methods through which the ransomware gets onto a computer or network: [2]
1. Phishing Emails – A commonly used method, where hackers attempt to trick a user into opening a link or attachment on an email. These emails are often disguised as something mundane or official.
2. Remote Desktop Protocol (RDP) – Where remote access, from someone such as an IT administrator, is hijacked, and used to infect the device.
3. USB and removable media – If a USB with malware is plugged into a device, it could become infected.
4. Compromised web pages – Webpages that have been designed or hijacked, in order to trick the user into clicking a link or running a program that will infect the device.
Additionally, more advanced ransomware can spread from device to device, infecting a whole network; this occurred during the 2017 ‘WannaCry’ ransomware attack, which spread to over 75,000 computers in over 99 countries, including 48 National Health Trusts. [3]
[bookmark: _Toc76040711]What impact could it have?
Ransomware targets all sorts of organisations, but often times attacks companies where the loss of data would have catastrophic consequences. If a company doesn’t have the appropriate backup measures and security systems, 
[bookmark: _Toc76040712]How can we fight it?
Malware is usually designed to be difficult to fight. Often times without proper preparation, systems are entirely lost to ransomware. Restarting the PC won’t do anything, but you do have some choices:
· Unplug the infected devices to prevent any spread. Disconnect them entirely from the network.
[bookmark: _Toc76040713]How can we prevent it?
In previous ransomware attacks, often times the threat could have been mitigated by following basic security measures. This involves: [1]
· Keeping up to date with security updates and operating system updates.
· Never clicking on untrustworthy links or attachments.
· Using an anti-virus system.
· Using a firewall.
· Using a backup system.
· Teaching good practice to users.
Examples of ransomware attacks
[bookmark: _Toc76040714]Conclusion
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