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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about Session Hijacking which is an essential factor in successfully protecting the network environment. Apply your understanding and knowledge from what you have learnt in the lecture and as well as conduct research using text books, library databases, and/or the Internet to do the following questions:


Task 1:
1. Imagine you are working on the security team of a small company and you realize that an unauthoriised system has successfully connected to the wireless access point. All you know at the outset is the IP address of the wireless system.  Figure 1 shows the network diagram. 
[image: ]Figure 1: Wireless Intrusion network diagram

You have used the Argus session tool to collect session data on all interface of the firewall/gateway.  The session Data from the Wireless Segment is given below. The new IP address which appears from the scan result is in bold. 
[image: ]
Session Data from the Wireless Segment

a. Examine the Argus data and state if you can track the Attackers movement.
b. Can you determine what the attacker use to make the connections?
c. Were you able to track the attacker throughout the network?
d. From the scan data explain what the attacker is doing, you should explain ports the attacker visit and time spent.


Work in groups of two or three, Present your findings & understanding to the class. 

Solution:
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