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1. Introduction
In all organisations within the UK, the need for properly protecting data is regulated and governed by the Information Commissioner’s office. Amongst other data protection issues, the ICO is responsible for enforcing the EU’s General Data Protection Regulation (GDPR). Within the UK, the Data Protection aAct (2018) is the national law which “compliments GDPR and replaces the Data Protection Act 1998” [1]
1.1 GDPR Guiding Principles
The GDPR regulations lay out a set of 7 guiding principles that organisations and individuals must follow when processing personal data. They are as follows:
· “Lawfulness, fairness and transparency - processed lawfully, fairly and in a transparent manner”
· “Purpose limitation - collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes”
· “Data minimisation - adequate, relevant and limited to what is necessary”
· “Accuracy - accurate and, where necessary, kept up to date”
· “Storage limitation - kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed”
· “Integrity and confidentiality (security) - processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage”
· “Accountability” [2]

2. Background 
There is a legal requirement to report certain breaches to the ICO within 72 hours, so upon identification of a personal data breach, staff within the organisation need to be aware of the procedures in place to respond swiftly. An organisation of any size should have personal data breach procedure in place so all staff, not just ones in information governance roles, know how to respond. 
The data breach procedure should indicate that:
· Once a breach is identified, it should be reported immediately. Either by a staff member to their manager, or if identified by a manager, directly on the incident reporting system
· If a breach is deemed critical, then the information governance team should be contacted directly by phone, immediately
· Once information governance is informed, they will then investigate the breach
· After determining the severity, they will either carry out local processes to record the incident 
· Or, if a severe breach has occurred, report the breach to the Information Commissioners officer within 72 hours from the initial breach taking place. The breach may also need to be reported to local staff, such as the Senior Information Risk Owner (SIRO) or Data Protection Officer (DPO)

Once the manager has notified to information governance (IG) that they have accidentally sent a list of staff names and addresses to a member of the public, this procedure and investigation needs to begin immediately
3. Responsibilities of staff
All levels of staff within an organisation have a responsibility when it comes to data protection, from lower level staff members up to the CEO [3]
3.1.1 Staff
Staff must:
· Report data breaches immediately
· Try to retrieve or contain data breaches as much as practical
· Inform their manager about all data breaches [3]
3.1.2 Managers
· Responsible for breaches within their department
· Must report breaches immediately 
· Try to retrieve or contain data breaches as much as practical
· Evaluate the needs of training within their department and ensure that staff members are aware of, and compliant, with local procedures. 
· Managers must work with workforce and development if any disciplinary action is to be taken
· Support the information governance team in their investigation [3]

3.1.3 Information Governance Team
· Ensure breaches are investigated in line with local processes
· Responsible for investigating and scoring data breaches to determine whether reporting to Information Commissioner’s Officer is required
· Provide relevant updates to parties related to the breach
· Provide advice on breach management to affected parties
· Maintain adequate records to comply with accountability requirements
· Support requests for training and ensure all staff have the information required to comply with all regulations and procedures [3]
3.1.4 Caldicott Guardian
Within healthcare, “A Caldicott Guardian is a senior person responsible for protecting the confidentiality of people’s health and care information and making sure it is used properly” [4]
This person will receive regular updates from the Information Governance Team.
3.1.5. Senior Information Risk Owner (SIRO)/ Data Protection Officer (DPO)
· Responsible for the reporting of data breaches to the chief executive and executive team on breaches that are reportable to ICO [3]
3.1.6 Chief Executive Officer (CEO)
· Ultimate responsibility for compliance with data protection legislation. [3]



Scenario
4. Containment and Recovery
The first thought after a data breach should be whether there are any steps that can be taken that would limit the potential impact or damage. If there are any steps that can be taken, these must be carried out by the organisation. 
Ensuring further data loss or compromise should be at the forefront of the departmental manager’s and information governance team’s mind.
In this scenario, initially the manager may email the member of the public to request they immediately delete the email they have received. An important point to consider is where the email has been sent. “The GDPR restricts the transfer of personal data to countries outside the EEA, or international organisations. These restrictions apply to all transfers, no matter the size of transfer or how often you carry them out” [5]. To make a restricted transfer outside of the European Economic Area, then safeguards must be in place, in additional to the rest of the GDPR rules. [5]
After finding out that files such as scanned sick notes and occupational health reports have been found on the desktop, further actions would need to be taken to ensure the manager is aware of their responsibilities regarding storing data securely. Information governance should tell the manager that they should not be saving files like this to their desktop. Access rights and permissions within the operational system should be investigated and if possible or necessary, tightened to stop using carrying out a similar breach again. 
Directing the manager to organisational policies regarding data breaches, acceptable use policies relating to the use of organisational computer systems would also be relevant
It may even be necessary to carry out a further investigation to ensure this type of breach hasn’t happened before by eliciting the help of IT staff to view logs regarding printed documents, historic emails containing attachments or how often removable media has been entered into the PC and if possible, what files any of these removable devices contain.
Placing personal data on removable media in itself isn’t necessarily an issue, but it is critical that these devices are encrypted. Encryption of hard drives, both in PC’s and laptops, is key to ensuring that in the case of loss and/or theft, no data saved on these devices can be accessed by people who don’t have the authorisation. 
Software and procedures should be in place that forbid and make it impossible for staff members to save any kind of data to unencrypted devices.
Finally, there should be software in place that monitors the sending of emails, identifying personal data that may be contained within these message. This would provide the opportunity for the email containing the personal data to be blocked before it even left the organisation, ensuring the chance of data leakage is greatly reduced.

5. Severity Scoring and reporting
Not all data breaches have to be reported to the ICO, so the severity of the breach needs to be judged to find out if this is the case. Severity scoring allows organisations to work out how disastrous a breach may be and whether the 72 hour window for reporting applies to this particular breach. An example of a severity scoring system can be found within the Personal Data Breach Procedure at ‘Appendix I’.
The manager responsible for the breach would first report to the information governance team, reporting on the scale of the breach and the type of data that had been leaked.
Information governance would then assess the breach, using the information provided, and calculate a score on the severity assessment scale. After determining the score, the decision would then need to be made whether the incident gets logged locally, with local processes initiated, or whether the breach gets reported to the ICO.
6. Guiding principles breached
After initial investigation, we are then able to establish which of the guiding principles have been breached and to what extent. 
6.1 Lawfulness, fairness, transparency
The information that has been gathered by system originally is lawful and assumed to be transparent, but once the manager has downloaded files from the operational system, further processing of the data has taken place which the data subject is unaware of. This contravenes the principle of transparency.
6.2 Purpose Limitation 
The data has also been collected for a “specified, explicit and legitimate purpose and not further processed in a manner that is incompatible with those purposes” as the information collected revolves around staff members contact details and sickness records, sets of data that are legitimate. However, GDPR states that “further processing for archiving purposes" is allowed. This is something the manager has not followed. Archiving would be carried out by the operational system, so once the documents are downloaded outside of this system, these archiving policies no longer apply to the personal data. From an end device perspective, this personal data is now accessible to anybody else with access to the PC if it’s shared. It is also easily accessible if the manager happens to leave their PC unlocked and the chances of accidentally sending this information to an incorrect recipient (as has happened in this case) increases drastically if these documents are left improperly stored on the PC. There will also be no audit trail of who has accessed the document or potentially modified it. Assuming the operational system securely stores these documents anyway, then the manager shouldn’t be downloading or saving any of these files to their personal PC regardless.
6.3 Data Minimisation
As part of data minimisation, data should be regularly reviewed to ensure that too much personal data isn’t being processed. By storing documents such as occupational health reports and sick notes on their personal machine, it is possible that this manager will be holding on to data for longer than required. If any of the data held relates to a staff member who has left the organisation, the majority of this data should be deleted, “keeping only the minimum data needed to form a basic record of a person they have removed” [6]
6.4 Accuracy
Downloading documents on to their personal PC creates challenges for maintaining the accuracy of this data. Data would not fall under any kind of auditable review process and it would be easy for the manager to delete, either on purpose or inadvertently, legitimate data that is required to be held by the organisation. If the operational system updates a set of data that originally contained a mistake, the document that has been downloaded by the manager will not receive this update, leaving the manager working on a piece of data that is not accurate. 
6.5 Storage Limitation
In this scenario, storage limitation is one of the principles that has been heavily breached. The ICO states the following points when describing the elements of storage limitation:
· You must not keep personal data for longer than you need it.
· You need to think about – and be able to justify – how long you keep personal data. This will depend on your purposes for holding the data.
· You need a policy setting standard retention periods wherever possible, to comply with documentation requirements.
· You should also periodically review the data you hold, and erase or anonymise it when you no longer need it.
· You must carefully consider any challenges to your retention of data. Individuals have a right to erasure if you no longer need the data [7]
All of these points have been breached by the manager when storing sensitive data on their PC. The documents were initially stored on an operational system and downloaded to an end user device. If we make the assumption that this operational system abides by GDPR principles, then the documents have been taken from a system that stores them securely, deletes/anonymises them when no longer needed, periodically reviews the documents and enforces organisational data retention policies, to an unmanaged system on the manager’s PC. These data retention policies no longer apply, the data is no longer deleted when not needed and it’s possible that these documents are no longer stored securely and can be printed out by the manager and freely shared with no audit trail. The ability to properly delete user data on request is also heavily impacted. Whilst the operational system can be properly maintained and data can be deleted on request, there are now unmanaged, local copies of documents containing this data. Deleting from the operational system doesn’t mean the personal data has been properly deleted. 
6.6 Integrity and Confidentiality
This is another guideline heavily impacted. It can be assumed that the operational system will utilise encryption to adequately store personal data, but once the documents have been downloaded, the system security no longer applies. The end user device may not have adequate, or any, encryption. These downloaded documents may be saved to removable media, carried from site to site, lost and exposed to people who have no right to view the data. It is very likely that the manager here has disobeyed the information security policy by removing personal data from a secure system. It’s also likely that breaches of the removable media policy may have been breached too if any of this data has been removed from the machine onto devices such as USB sticks.
7. Actions to be taken
After carrying out a severity scoring exercise, it has been deemed that the breach doesn’t require any reporting to the ICO. This is because the data accidentally shared contained no special category data, or data that was unlikely to be in the public domain.
If the manager had accidentally emailed a sick note, or one of the occupational health reports, to a member of the public then the breach would need to be reported as this data falls into the realm of the “special category data”. The GDPR defines special category data as:
· personal data revealing racial or ethnic origin;
· personal data revealing political opinions;
· personal data revealing religious or philosophical beliefs;
· personal data revealing trade union membership;
· genetic data;
· biometric data (where used for identification purposes);
· data concerning health;
· data concerning a person’s sex life; and
· data concerning a person’s sexual orientation [8]
The staff members who are the victims of the breach must be notified immediately so they are aware of the fact that some of their personal details have been leaked to a 3rd party. 
There are a number of actions that could be taken to try and prevent this kind of breach from taking place again. Reminding the manager of their responsibilities in regard to handling personal data, as well as refreshing them on organisational policies could be enough to ensure that this kind of mistake doesn’t re-occur. 
Access rights within the operational system could also be tightened to limit, or completely remove, the ability to download documents such as sick notes and occupational health forms from the system. The information governance team must carry out an assessment and determine whether being able to do this is essential for the managers role, or whether access can be tightened or removed to ensure that from a technical standpoint, this kind of breach becomes impossible. This kind of investigation could be widened to not only look at the manager responsible for the breach, but for all users with access to the system. Ensuring the minimal amount of users have the minimal amount of access would greatly decrease the opportunity for this kind of breach to happen again. Least privilege is a methodology that should be employed across all of IT, not just to data security.
From a technical perspective, auditing within the operational system could be introduced that would alert or alarm a system administrator to someone downloading a document. This could then allow the user responsible for downloading the document to be challenged on the reason for the download. If end-users of the system know they will be queried on their actions, they will be deterred from bad practices and are more likely to follow the rules and procedures. 
Email filtering software needs to be either implemented, or reviewed, to ensure that it can identify users sending identifiable information to external addresses. By stopping these from leaving the organisation, the opportunity for data leakage drastically decreases and a lot of these types of breaches should be stopped at source. 
As a final measure, after repeated contraventions to the data protection policies, the manager could then face disciplinary action or even dismissal.
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7.1 Report to Head of Information Governance
	Time and date breach identified
	21/07/2020

	Description of data breach
	Manager within a department at our organisation has inadvertently sent the names and addresses of less than 50 members of staff to a member of the public via email. After investigation, manager was found to have scanned sick notes and occupational health forms on managers PC desktop.

	Classification of breach
	Personal data (No Special Category Data)

	Amount of data
	10 names and addresses of organisation staff members

	Breach ongoing?
	The breach was a single incident. No further incidents and no ongoing breach in place

	Actions taken
	Member of the public has been asked to delete email containing the personal data. The staff members who have had their personal data exposed have been notified. Manager refreshed on their responsibilities relating to handling and using personal data

	Further information
	After scoring the severity of the breach, no report to the ICO is required. However, it was found that if any of the sick notes/occupational forms had been accidentally emailed instead, then the ICO would have needed to be due to the Special Category data found within the documents




7.2 Report to executive board
· After investigation, the level of threat from this incident was deemed to be minimal. 
· The incident has been logged locally as a security incident and data breach but no escalation of reporting to the information commissioner was required. 
· It was found a number of documents containing Special Category data were found on the managers desktop and the chances of accidentally sending one of these documents was high. If this had happened, the risk would have been much worse and would have required reporting to the ICO immediately.
· This incident, though, related to a small number of staff members and their names and addresses being exposed to a member of the public. 
· Whilst the data is personally identifiable, no sensitive or special category data was breached. 
· The member of the public was requested to delete the personal data after the email was inadvertently sent and all staff members were immediately notified about the breach of their personal data.
· Staff member responsible has been given an informal warning and reminded of their responsibilities in regards to data protection within our organisation
· Staff member will undertake mandatory data protection training to ensure user is compliant and aware of current processes. 

7.3 Discussion note for governance committee 
Whilst the particular incident discussed ended up being of minimal impact, a large opportunity for the breach to be exponentially worse was discovered and it was found that there were a number of recommendations that could be carried out to help eliminate, or greatly reduce the risk of this breach happening again.
· The manager responsible for the breach needs to be refreshed on their responsibilities in relation to data protection. They should be made to re-read our data protection policies, as well as our acceptable use policies regarding the use of our computers and operational system. 
· Mandatory training should be provided for the manager, ensuring we have record of compliance in regards to these policies. If this manager then carries out any more breaches of personal data, we will take disciplinary action, dependant on the level of further breaches this could be official warnings to dismissal
· The information governance team needs to investigate and determine whether this manager is provided with the least level of access they need to perform their role. If there is no need to download sensitive documents from the operational system to perform their role, this privilege should be removed. 
· This measure should not be limited to this particular manager, but all users of the system at all levels. A stance of least privilege and “need to know” when it comes to sensitive data needs to be enforced across all the organisation. 
· Proper auditing and alarms also need to be used within the system. All user actions across the system should be audited and reviewed by a system administrator and suspicious or unrequired action (such as downloading identifiable information) should be questioned and challenged when found. 
· As a wider action, it is suggested all organisation members undertake mandatory cyber security and data protection training upon joining the organisation, and this should be renewed annually so everyone is aware of their roles and responsibilities toward data protection and security. Acceptance of policies need to be confirmed by employees upon hiring
· Policies need to be reviewed annually to ensure they remain up-to-date and all encompassing.
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The purpose of this procedure is to outline the arrangements for the management and reporting of personal data breaches or near misses within the organisation and its hosted bodies (known henceforth as “the organisation”). 



Data protection legislation places a statutory duty on the organisation to report certain types of personal data breaches to the Information Commissioner’s Office (ICO), as the supervisory authority for data protection. Any Information Governance (IG) breaches must be reported to the ICO within 72 hours of becoming aware of the breach. In order to comply with this legal requirement it is essential that staff are aware of their responsibilities and that processes are followed in a timely manner.



This procedure must be read and implemented in conjunction with the organisation’s Incident Reporting Policy and Procedure and is intended to provide additional procedural information specifically for incidents involving a personal data breach.
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To ensure the robust management of personal data breaches or near misses the procedure will address in detail the following phases of an IG breach and the actions that must  be taken at each stage:

· Breach Identification

· Containment & Recovery 

· Incident Reporting & Investigation (DATIX) 

· Severity Scoring & Reporting to the ICO 



An overview of the procedure is presented at Appendix 1 for information.
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This procedure applies to all staff employed by or working on behalf of the organisation. This will include trainees, students, secondees, agency/bank staff, volunteers and anybody else undertaking a role or project on behalf of the organisation (referred to collectively as staff).



It applies to any information held by/or on behalf the organisation that includes the personal data of any identifiable individual(s) (such as patients, staff, clients, relatives, etc.) or information that could potentially identify an individual when linked with other information.
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Due to the legal requirement to report certain breaches to the ICO within 72 hours of becoming aware of the breach, it is important that staff are able to recognise and identify a personal data breach and to immediately instigate the actions outlined in this procedure. 



A personal data breach can broadly be described as:

 “A security incident that adversely affects an individual’s rights and freedoms. It may cause an invasion of privacy, distress, embarrassment, risk of harm, financial loss, fraudulent activity or clinical risk.



A breach may affect the confidentiality, integrity or availability of personal data, resulting in the loss, destruction, unavailability, corruption or disclosure of data.”



An IG breach may occur through any number of means and can be the result of both accidental and deliberate causes. Some examples of personal data breaches include:



· Unauthorised access to personal data (e.g. access made to data without a justified business reason);



· Sending personal data to an incorrect recipient (e.g. incorrectly addressed e-mail / letter);



· Disclosing personal data inappropriately (e.g. sharing information outside of work);



· Accidental disclosure of personal data (e.g. disclosure to an estranged family member);



· Theft or loss of personal data in any format (e.g. lost or stolen laptop / briefcase);



· Access made by an unauthorised third party (e.g. cyber attack);



· Unavailability of data (e.g. fire or flood destroys patient records / IT failure).



These are examples and not an exhaustive list.
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Upon identification of a personal data breach it is essential that immediate steps are taken within the responsible department to limit the damage or impact of the breach. All efforts should be made to minimise negative effects on affected individuals and on the organisation.  



Where possible action must be taken to contain any further data loss or compromise. Examples may include, but are not limited to:



· Removing access rights of a staff member found to have inappropriately accessed patient records;

· Isolating or closing a compromised section of the network following a cyber attack;

· Changing the access code on a compromised door security keypad.



Where possible action must be taken to recover any lost data. Examples may include, but are not limited to:

· Collecting an incorrectly addressed medical report from the recipient;

· Recovering a missing piece of equipment;

· Using back-up tapes to restore lost or damaged data.



Breaches likely to have a significant reputational or business impact must immediately be reported to the Information Governance Team via telephone to ensure appropriate senior persons such as the Senior Information Risk Officer (SIRO)/Data Protection Officer (DPO), the Caldicott Guardian, the Head of Communications and other relevant officers are informed. The Senior Manager on-call should be contacted outside of office working hours via the switchboard.
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It is the responsibility of all staff to report a personal data breach as soon as they become aware of it.



All personal data breaches must be reported on to the DATIX incident reporting software system under the category of “Breach of Confidentiality / Information Security”, on the day that the  staff member becomes aware of the incident. This is to ensure sufficient time for the Information Governance Team to be able to review, assess and score the breach to determine whether it must be reported to the ICO within the 72 hour legal timescale. 



Links to the incident reporting form and guidance documents can be found on the intranet.



DATIX incidents submitted under the category of “Breach of Confidentiality/ Information Security” will automatically be notified to the Information Governance Team. There may be occasions where a data breach is a secondary event to an incident and therefore it would be more appropriate to report it under a different category. Where another category is selected, an automatic notification will not be sent to the Information Governance Team. Therefore the reporting staff member must e-mail the details of the breach including the DATIX incident report reference number (W number) to: information.governance@ourorganisation.co.uk



It is important to provide as much information as possible when reporting a personal data breach on the DATIX system. In the event that  only limited information is available this should be provided in the first instance to ensure that the 72 hour legal timescale can be met. Further details and the investigation fields of the form must be updated by the allocated investigator in a timely manner as additional information becomes available. Guidance documents for Managers assigned as investigators can also be found on the intranet.



Any undue delay in reporting  breaches to the ICO may result in a breach of data protection legislation and subsequent fines for the organisation, and therefore  reporting limited  information due to the unavailability of more detailed information  is more appropriate than not providing any details. . Breaches notified to the ICO can later be withdrawn if upon investigation the breach is found to be less severe than initially thought. 



[bookmark: _Toc506375722]Severity Scoring & Reporting to the ICO



Upon receipt of a reported personal data breach the Information Governance Team will review, assess and score the incident to determine the severity and risks to an individual’s rights and freedoms in line with data protection legislation. Consideration will be given to the following factors:

· The type of breach;

· The nature, sensitivity and volume of personal data;

· Ease of identification of individuals;

· Severity of consequences for individuals;

· Special characteristics of the individual; and

· The number of affected individuals.



Where the scoring meets the threshold for reporting to the ICO the Information Governance Team will seek final approval from the SIRO/DPO to submit a breach notification. The scoring assessment is presented at  Appendix 2 for information.



The Information Governance Team will act as the single point of contact with the ICO for any subsequent information requests and support with the investigation. There is a requirement that regular and timely updates will be provided to the ICO in the days after becoming aware of a breach as further information becomes available from the investigator/Departmental Manager.



The ICO will investigate any  breaches submitted to them and will take sanction remedial action as they deem appropriate. The investigation will consider the nature of the breach, the impact caused and the organisational measures in place to protect personal data. Actions received from the ICO could include any of the following:

· Record the breach and determine no further action is required;

· Require the organisation to undertake a course of action to prevent further breaches via an undertaking;

· Serve formal enforcement notices to ensure legal compliance; 

· Conduct audits to assess organisational compliance

· Issue monetary penalties (of potentially significant value for serious breaches);

· Prosecute those who commit criminal offences under legislation;

· Report issues of concern to Parliament.



The Information Governance Team will consider the requirement to notify any individual(s) affected by the breach and inform the investigator/departmental manager as required. Notification will usually take place where there is a high risk to an individual’s rights and freedoms and without undue delay. 



Where the decision is taken to notify an individual(s) of a breach, the investigator/departmental manager will ensure that the following information is provided as a minimum:

· A description of the nature of the breach;

· The name and contact details of the DPO or other contact point;

· A description of the likely consequences of the breach; and

· A description of the measures taken or proposed to be taken by the organisation to address the breach including measures to mitigate possible adverse effects.



The Information Governance Team will also advise on any other parties to be informed, such as Welsh Government, partner organisations and/or the Police.



The Information Governance Group will receive quarterly updates on reported incidents, will endorse any applied scoring ratings, obtain assurances on reported incidents and share any lessons learned as a consequence of data breaches.
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A summary of key roles and responsibilities is outlined below:



Chief Executive Officer

· Ultimate responsibility for compliance with data protection legislation.

· Liaison with Senior Information Risk Owner (SIRO)/Data Protection Officer (DPO) for breaches reported to the ICO. 



Senior Information Risk Owner (SIRO)/Data Protection Officer (DPO)

· Senior level responsibility for the reporting of personal data breaches, receiving regular updates from the Information Governance Team.

· Provides updates to the Chief Executive and Executive Team on personal data breaches reportable to the ICO.

· Provides updates to the Information Governance Group on personal data breaches reported to the ICO.



Caldicott Guardian

· Senior level oversight of incidents where patient information, patient safety or clinical risk is of a concern, receiving regular updates from the Information Governance Team.



Information Governance Team

· Ensures personal data breaches are dealt with in line with this procedure.

· Responsible for reviewing, assessing and scoring incidents to determine whether reporting to the ICO is required.

· Where required, complete the ICO process for reporting incidents.

· Act as the single point of contact with the ICO for information gathering and investigation processes. 

· Provide regular updates on reported incidents to relevant parties.  

· Provide advice on breach management and notification to other parties, such as the affected individual(s), Welsh Government, etc.

· Maintain adequate records to comply with accountability requirements. 

· Support training requirements and share lessons learned.



Departmental Managers

· Responsible for personal data breaches within their work areas.

· Report personal data breaches as soon as they become aware via the DATIX incident reporting system.

· Take steps to contain and recover data as far as is practicable.

· Undertake investigation and record outcomes on the DATIX system.

· Determine departmental training requirements, local procedural changes and share lessons learned.

· Liaise with Workforce and Organisational Development in terms of any disciplinary action to be taken. 

· Support the ICO investigation process via the Information Governance Team.



Staff

· Report personal data breaches as soon as they become aware via the DATIX system.

· Take immediate steps to contain and recover data as far as is practicable.

· Inform the Departmental Manager that a personal data breach has been reported.



Training



All staff must ensure they have a sound knowledge and understanding of Data Protection and the Caldicott Principles and undertake  Information Governance training bi-annually as part of the online Core Skills Training Framework. Any specific training needs in relation to this procedure must be discussed with the Departmental Manager, Line Manager or Information Governance Team.



[bookmark: _Toc506375724]Accountability, Monitoring & Review



This procedure has been approved by the Information Governance Group, responsible for providing assurance to the Board on information governance matters via the Quality, Safety & Risk Committee. 



Overall accountability for Data Protection compliance is the responsibility of the Chief Executive Officer, with duties delegated to appropriate individuals within the organisation. A review of this procedure will take place in 2 years or sooner if required by procedural change or data protection legislation.



[bookmark: _Toc506375725]Non Conformance



Non-conformance of this procedure, including undue delay in reporting personal data breaches, may result in disciplinary proceedings or termination of contract. Breaches of legislation may result in prosecution and/or monetary fines for individuals and the organisation.



[bookmark: _Toc506375726]Equality Impact Assessment Statement



This procedure has been subject to a full equality impact assessment and no adverse impact has been identified.
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Appendix 2



Scoring Assessment for 

Categorising Personal Data Breaches



This scoring assessment will be used by the Information Governance Team to determine whether a breach must be reported to the Information Commissioner’s Office (ICO) in line with Data Protection legislation. 



A baseline scale will be established and then modified as the following sensitivity factors are applied:

· Low – reduces the base categorisation

· High – increases the base categorisation



Step 1: Establish the scale of the incident. If unknown, estimate the maximum potential scale point.



		Baseline Scale



		0

		Information about less than 11 individuals



		1

		Information about less than 11-50 individuals



		1

		Information about less than 51-100 individuals



		2

		Information about 101 – 300 individuals



		2

		Information about 301 – 500 individuals 



		2

		Information about 501 – 1,000 individuals 



		3 

		Information about 1,001 – 5,000 individuals



		3 

		Information about 5,001 – 10,000 individuals



		3

		Information about 10,001 – 100,000 individuals



		3

		Information about 100,001+ individuals 







Step 2: Identify which sensitivity characteristics may apply and adjust the baseline scale accordingly. 



		Low: For each of the following factors reduce the baseline score by 1



		

-1 for each

		(a) No “special category” data at risk nor data to which a duty of confidence is owed 



		

		(b) Information readily accessible or already in the public domain or would be made available under FOI



		

		(c) Information unlikely to identify individuals









		High: For each of the following factors increase the baseline score by 1



		

+1 for each

		(d) Detailed information at risk e.g. clinical/social care case notes



		

		(e) High risk confidential information e.g. sexual health, child safeguarding



		

		(f) One or more previous incidents of a similar type in the past 12 months



		

		(g) Failure to implement, enforce or follow appropriate organisational or technical safeguards to protect information



		

		(h) Likely to attract media interest and/or a complaint has been made directly to the ICO by a member of the public, another organisation or an individual



		

		(i) Individuals affected are likely to suffer substantial damage or distress, including significant embarrassment or detriment 



		

		(j) Individuals affected are likely to have been placed at risk of or incurred physical harm or a clinical untoward incident







Step 3: Determine final score. Where adjusted scale indicates the incident is level 2 or above, it should be reported to the ICO.



		Final Score



		1 or less

		Considered to be non-reportable to ICO



		2 or more

		Should be reported to the ICO
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