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This report looks at the growth of Internet of Things (IoT) devices as seen in the smart home market, explores security and privacy concerns regarding devices currently available. Issues that have resulted in exposure or proof-of-concepts being developed are demonstrated, and consideration given to those issues that could potentially be of importance with future generations of devices.
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[bookmark: _Toc44159071]2.1 Exploring IoT
The Internet of Things has been defined by the Global Standards Initiative on Internet of Things as:
“a global infrastructure for the information society, enabling advanced services by interconnecting (physical and virtual) things based on existing and evolving interoperable information and communication technologies.” [1]
In a more specific sense, this equates to the Internet of Things being multiple network connected devices and sensors being able to transfer data without the need for human interaction [2]. This interaction can bring a number of benefits to businesses, consumers and wider society – it is essentially the ability to put digital ‘eyes and ears’ (amongst other sensors) at any connected point on earth, with the facility to utilise the data from these sensors to make changes and adjustments to other devices in real time, or even ahead of time based on predictions from the data collected [3].
Within the home, Internet of Things devices are commonly referred to as ‘smart home’ devices, these can touch on many aspects of home living from voice assistant enabled smart speakers, to smart appliances such as kettles or fridges.
[bookmark: _Toc44159072]2.2 IoT Growth
According to a number of recent independent studies, penetration of smart home devices in the UK appears to be on the rise. Research completed in 2018 by YouGov found that 23% of UK households were using at least one smart home device [4]. According to a later survey conducted by OnePoll on behalf of Smart Home Week, by 2019 57% of UK homes were making use of at least one smart homedevice [5]. It is difficult to draw direct correlations between these reports as the primary method for data collection is household surveys where respondents would have been asked differing questions, however the figures do indicate an increase in market penetration over time. 
This growth can be further evidenced by looking at sales figures, the International Data Corporation (IDC) reports growth of 20.4% when comparing the fourth quarters of 2018 and 2019 for devices sold across Europe [6]; this data demonstrates an ongoing upward trend in market penetration for smart home devices.
Smart home set-ups are most likely to centre around a voice assistant speaker device which can be used to control other devices on the home network [4]. According to figures collected by OFCOM, 20% of UK households owned a smart speaker device as of September 2019 [7], with sales data indicating Amazon’s Alexa currently holding 63.8% of the market with Google’s Home devices making up the majority of remaining sales at 29.5% [8].
There are, however, considerations to be taken into account regarding the increasing number of households adopting Internet of Things devices. With this, comes questions of security and privacy - by making use of the functionality on offer by these smart home devices, are we inviting the ‘eyes and ears’ of outsiders into our homes?
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Due to their increasing presence in the home, controversy has often surrounded smart home devices as outlined in a 2019 Centre for Data Ethics and Innovation report published by the UK Government [9], often this focusses around the most popular vendors; Amazon and Google [8].
Despite commonly appearing as a concern in the media [10], the current generation of Voice assistants are keyword trigger based, and as such don’t collect or relay data to their servers unless triggered by their keyword [11]. The microphones in the devices are however constantly enabled in order to listen out for the keyword, as such these devices are commonly referred to as ‘always listening’. There is however the future possibility of continuous listening devices [12] which would analyse and process data on a continuous basis allowing the devices to more seamlessly integrate with a user’s general conversation. The potential here is that this data could be misused by those holding the data, either due to security issues allowing those other than the agreed parties to access recordings, or otherwise in ways not necessarily obvious to the user. Both Amazon and Google have filed patents for a number of more invasive features that would allow user profiles to be built up based on individuals in a household, which could be used for targeted advertising or other monitoring purposes [13].
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Vendor transparency continues to be a prevalent issue, notably Google [14], Amazon [15] and Apple [16] have had to make statements regarding contractors listening to audio recordings taken from smart home devices for quality assurance purposes, some of which contained private or confidential information. All three put a stop to these programs once publicised and called into question by German Regulators [17], and in Google’s case over 1000 private audio files intended to be used for quality assurance were involved in a data leak [14]. Transparency issues such as these call into question the level of trust that should be afforded to vendors to be forthcoming about their operations, and what level of privacy users should expect on signing up for these services.
Concerns have also been raised regarding whether data can be accessed by law enforcement, there have been multiple instances of this occurring worldwide, and this appears to be allowed under UK law – although difficult in practice [18]. In some cases vendors have paired with individual police forces providing a potentially alarming level of access to data, a USA senator’s investigation revealed a lack of stringent privacy policies and civil right protections within these arrangements [19].
Besides the privacy issues potentially raised by vendors themselves as discussed above, there have also been multiple instances where errors – either technological or human – have resulted in the loss of user’s expectations of privacy. Some examples include an Amazon customer being sent 1700 audio recordings from a different user’s Alexa device following an information request under GDPR [20], an audio recording of a conversation being sent to a user’s contact without them requesting this take place [21] and a hardware issue discovered by a technology journalist which resulted in continuous recordings being sent back to Google’s data centres without requiring a keyword [22]. These examples illustrate that even with the best intentions of the vendors, robust processes and quality assurance of both software and hardware are required to negate resulting privacy issues. Errors or oversights remain inevitable, and whilst trust may be placed in these vendors, consideration should always be given by users as to what level of data they are willing to share within a smart home setup.
[bookmark: _Toc44159075]2.5 Security
With an increase in the number of smart home devices available on the market, not just those from big brands but also from smaller companies [23], comes an opportunity for attackers to leverage varying vectors to compromise a home system [24]. With the amount of products becoming available, it is expected security researchers will find it increasingly difficult to analyse and identify flaws in available technology – leaving consumers with a lack of oversight, and at a higher risk.
An area where this has been seen in action, and possibly one of the most invasive of devices we can out into our homes, is with IoT cameras. Security researchers have evidenced exploits that have allowed them to both view and replace footage on various IoT cameras, in most cases exploits are against insecure network protocols: “some devices do not even support encrypted protocols for video streaming (SRTP), file transfer (SFTP) and web management (HTTPS), and those devices that support encrypted protocols do not suggest their use by default.” [25]. This evidences a worrying lack of oversight by manufacturers, and puts less technology conscious consumers at risk.
Many of these cameras use a default password, and do not prompt or advise the user to set their own, leaving these devices open to view by anyone on the internet [23]. To evidence the dangers this poses, a security researcher published a proof-of-concept script combining open-to-view cameras with Shodan – allowing you to search by geographical area and view open cameras close to a target [26]. Tools such as this could be used for targeted reconnaissance by both expert and casual attackers due to its low barrier of entry.
In a letter published and sent directly to 25 IoT device manufacturers in January 2020 [27], attention has been drawn to numerous recent invasions of privacy – including occurrences where exploited cameras have been used to harass, racially abuse and scam users by making use of integrated speakers. In the letter, Consumer Reports make multiple recommendations for security improvements, including enforcing automatic updates, use of multifactor authentication, and a visible LED to show when a device activation status.  
[bookmark: _Toc44159076]Conclusion
Ownership of smart home devices is a growing trend, and with more and more devices becoming available from a variety of vendors year-on-year this is likely to continue. Whilst smart home devices bring multiple lifestyle improvements, they have been involved in numerous controversies resulting from the vendors themselves, government and law enforcement, and external threats. These devices may prove easy for consumer’s to share and utilise their data efficiently, however they should be aware that this data may not be as private and secure as it appears at first glance; consideration should be given as to how much consumers are willing to share for the sake of convenience before allowing vendors, and potential attackers, access into their home.
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