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I. Swansea

Before starting the second coursework’s manipulations, I wanted to make sure that all the
virtual machines were pinging correctly with each other. I found out that everything was
pinging following the topology and that there were no issues.
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Figure 1: Ping Windows server

&Y Command Prompt

L Type here to search

Figure 2: Ping Windows client

The first step is to install Routing and Remote Access Service, which is as Window server
service that allows to set up routing, VPN, and NAT functionally.
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Welcome to Routing and Remote Access
Routing and Remote Access provides secure remote access to private networks.
Use Routing and remote access to configure the following:
* A secure connection between two private networks.
A Virtual Private Network (VPN) gateway.
+ A Dial-up remote access server.
* Network address transiation (NAT).
« LAN routing.
« A basic firewall.
To add a Routing and Remote Access server, on the Action menu, click Add Server.
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Figure 3: Installin

Then, always on Window server, we modify firewall rules to allow ICMP traffic on Window
server to check the connectivity between the Virtual Machines, to report errors when packets
can’t reach their destination and support tools to track the path a packet takes. We created a new
inbound rule to allow ICMPv4 traffic, for LAN traffic so only for local services and we put a

g Routing and Remote Access

range of IP addresses from 0 to 255.
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Figure 4: Allow ICMP for LAN traffic
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Then, we created another ICMP rule to allow ICMP for WAN traffic for external services and
we put a small range of IP addresses.
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Figure 5: Allow IMCP for WAN traffic

After that, we must install the DNS that will turn out domains name into IP addresses.
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Figure 6: DNS server interfaces
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Figure 7: DNS
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Figure 8: Forwarder DNS server
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Then, we install DHCP :
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Roles Description

] Active Directory Certificate Services Dynamic Host Configuration
[ Active Directory Domain Services Pratocol (DHCP) Server enables you
L] Active Directory Federation Services to centrally configure, manage, and
[ Active Directory Lightweight Directory Services provide temporary I addresses and
Active Directory Rights Management Services celated information for client
Device Health Attestation LOnpers
DNS Server
Fax Server Hide
File and Storage Services (1 of 12 installed)
Host Guardian Service
Hyper-V
] Network Policy and Access Services
(] Print and Document Services
Remote Access
Remote Desktop Services
[ Volume Activation Services
Web Server (IIS)
Windows Deployment Services
] Windows Server Update Services
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Figure 10: Installing DHCP



And the last installation is for AD DS:
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Figure 11: Installing AD DS
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Figure 12: Creation of a forest
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Figure 13: Creating my user

Now, we can configure site-to-site VPN to Cardiff network. To do so, we have to choose which
type of VPN connection do we want to create and in our case, we choose a Point-to-Point
Tunnelling Protocol (PPTP) because it is easier and faster to configure.
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Figure 14: VPN Point-to-Point Tunelling Protocol




Then we must check the connection type “persistent connection”, so the VPN between Swansea
and Cardiff will always stays active and will not need to manually reconnect or re-authenticate
every time the system restarts or loose connection temporarily. The VPN between Swansea and
Cardiff will be permanently established, making both sides work as if they’re part of the same
internal network.
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Figure 15: VPN persistent connection
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Figure 16: New static route to Cardiff LAN
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Figure 17: New interface

On Windows server:
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Figure 18: Adding client to domain
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Figure 21: Success file creation in Swansea client
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Figure 22: Webs creation
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II. Cardifft

Like for Swansea, we check the pinging for Cardiff and everything was pinging
successfully.

Figure 23: Ping Debian server

© Terminal 20 Mar 20:31

competitor@competitor: ~ Q x

$ ping 1.1.1.1 Eompe
1) 56(84) bytes of data PING 10.1.1.1 (10.1.1.1
1250 time=9.75 ms 54 bytes from 10
icmp_seqs=2 ttls50 times10.2 ms 54 bytes from 10.1.1
_seqe3 ttl=se time=10.1 ms 54 bytes from 10
c hc
1.1.1.1 ping stat
3 packets transmitted

$ ping 10.1.1

56(84) bytes of data
icmp_seq
icmp_seqs2 ttl=64 time=d
icmp_seqe3 ttle64 time=d.343 ms

PING 1.1.1.1 (1
64 bytes from 1
64 bytes from 1

ttl=64 time=o

64 bytes from 1

- 10.1.1.1 ping statistics
time 2004ms 3 packets transmitted, 3 received, % packet loss, time 2039ms

., 0% p

rtt min/avg/max/mdev = 10.007/10 rtt min/avg/max/mdev = @ 0.369/0.487/0.087 ms
etit $ ping 210.103.5.2 t t $ ping 192.168.1.10
PING 210.103.5.2 (210.10 1.10 (192.168.1.10) 56(84) bytes of data

3.5.2) 56(84) bytes of data PING 192.16

210.103.5.2 ping statistics -- 192.168.1.10 ping statistics

3 packets transmitted, ® received, 120% packet loss, time 2034ms 3 packets transmitted, © received, 100% packet loss, time 2031ms

tor:~$ ping 210.103.5.1 t ¢ s[]
0.103.5.1) 56(84) bytes of data

PING 210.103.5.1

210.103.5.1 ping statistics
2 packets transmitted, @ received, 100% packet loss, time 1009ms

Figure 24: Ping Debian client
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Figure 25: Installing DHCP

setc/init ntpd
competitor@competitor:

Figure 26: Installing VPN

ip route
ip route

@

@competitor:
:57:18 |

npet itor

Figure 27: Static route
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competitor@competitor:™$

Figure 28: VPN Point-to-Point Tunelling Protocol

competitor@competitor:™% sudo sysctl -p
et.ipvd.conf.all.proxy_arp 1
et.ipvd. forwarc :

compet itor mpetitor: % -

2@ Mar 20:54:23 GMT 20:

compet itor@competitor:™$

Figure 29: IP forward and arp proxy

GNU nano 7.2

Cardiff x rim *

Figure 30: CHAP secrets

[ | | = " m @y A

Figure 31: Debian settings
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Figure 33: Cardiff user creation
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Figure 34: User script
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& € » WIN-TAVH4GHLIPR » Sites » Default Web Site »

File View Help

Connl EX Administrator: Windows PowerShell

PS C:\Users\Administrator> New-SelfSignedCertificate

PSParentPath: Microsoft.PowerShell.Security\Certificate::LocalMachine\My

Subject

D8510F794F6A3501AFABE2ESD webs.rim.acca

PS C:\Users\Administrator> New-SelfSignedCertificate

PSParentPath: Microsoft.PowerShell.Security\Certificate::LocalMachine\My

Thumbprint Subject

8D20EB405038625D08494C685A86897CFODD1ESD rds.rim.acca

PS C:\Users\Administrator>

Figure 36: Active Directory configuration
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Figure 38: Debian interfaces
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In Ubuntu :

+1

domain-name: car
configured: no

server-software:
client-software:

required-package:
required-package:
required-package:
required-package:
required-package:
required-package:

$ sudo

Apr3 21:51

rim@ubuntu: ~

.rim.acca

active-directory

sssd

sssd-tools

sssd

libnss-sss

libpam-sss

adcli

samba-common-bin

realm join car.rim.acca -U Administrator

Password for Administrator:
$ sudo realm list
car.rim.acca
type: kerberos
realm-name: CAR.RIM.ACCA
domain-name: car.rim.acca
configured: kerberos-member
server-software: active-directory

client-software:

required-package:
required-package:
required-package:
required-package:
required-package:
required-package:

sssd
sssd-tools
sssd
libnss-sss
libpam-sss
adcli
samba-common-bin

login-formats: %U@car.rim.acca
login-policy: allow-realm-logins

$

Your Accounts

Kerberos

Connectan Account

G Google

Figure 39: Joining Ubuntu to domain

Online Accounts -

Figure 40: Success joining account
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