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I. Swansea  
 

Before starting the second coursework’s manipulations, I wanted to make sure that all the 

virtual machines were pinging correctly with each other. I found out that everything was 

pinging following the topology and that there were no issues.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
The first step is to install Routing and Remote Access Service, which is as Window server 

service that allows to set up routing, VPN, and NAT functionally.  

 

Figure 1: Ping Windows server 

Figure 2: Ping Windows client 
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Then, always on Window server, we modify firewall rules to allow ICMP traffic on Window 

server to check the connectivity between the Virtual Machines, to report errors when packets 

can’t reach their destination and support tools to track the path a packet takes. We created a new 

inbound rule to allow ICMPv4 traffic, for LAN traffic so only for local services and we put a 

range of IP addresses from 0 to 255.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4: Allow ICMP for LAN traffic  

Figure 3: Installing Routing and Remote Access 
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Then, we created another ICMP rule to allow ICMP for WAN traffic for external services and 

we put a small range of IP addresses.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

After that, we must install the DNS that will turn out domains name into IP addresses.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5: Allow IMCP for WAN traffic 

Figure 6: DNS server interfaces 
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Figure 7: DNS 

Figure 8: Forwarder DNS server 
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Then, we install DHCP :  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 10: Installing DHCP 

Figure 9: DNS Reverse lookupzone 
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And the last installation is for AD DS:  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 11: Installing AD DS 

Figure 12: Creation of a forest 
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Now, we can configure site-to-site VPN to Cardiff network. To do so, we have to choose which 

type of VPN connection do we want to create and in our case, we choose a Point-to-Point 

Tunnelling Protocol (PPTP) because it is easier and faster to configure. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 14: VPN Point-to-Point Tunelling Protocol 

Figure 13: Creating my user 
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Then we must check the connection type “persistent connection”, so the VPN between Swansea 

and Cardiff will always stays active and will not need to manually reconnect or re-authenticate 

every time the system restarts or loose connection temporarily. The VPN between Swansea and 

Cardiff will be permanently established, making both sides work as if they’re part of the same 

internal network.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 15: VPN persistent connection 

Figure 16: New static route to Cardiff LAN 
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On Windows server:  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 17: New interface 

Figure 18: Adding client to domain 
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Figure 19: Success connecting user in client 

Figure 20: Partition disk on DC 
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Figure 21: Success file creation in Swansea client 

Figure 22: Webs creation 
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II. Cardiff  
 

Like for Swansea, we check the pinging for Cardiff and everything was pinging 

successfully.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 23: Ping Debian server 

Figure 24: Ping Debian client 
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Figure 25: Installing DHCP 

Figure 26: Installing VPN 

Figure 27: Static route 
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Figure 28: VPN Point-to-Point Tunelling Protocol 

Figure 29: IP forward and arp proxy  

Figure 30: CHAP secrets 

Figure 31: Debian settings 
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Figure 32: Resolve.conf 

 

 
Figure 33: Cardiff user creation 

 
 
 

 

 

 

 

 

 

 

 

 

 

 

Figure 34: User script 
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Figure 35: Certificate for rds 

 

 
Figure 36: Active Directory configuration 
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Figure 37: Creating users 

 
 

 
Figure 38: Debian interfaces 
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In Ubuntu :  
 
 

 
Figure 39: Joining Ubuntu to domain 

 

 
Figure 40: Success joining account 

 
 


