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Abstract - This report critically evaluates the growing need for modern organisations to adopt Zero Trust Architecture in response to evolving cyber threats and the limitations of traditional perimeter-based security. It outlines the core principles of Zero Trust, examines how frameworks such as MITRE ATT&CK support threat-informed defence and analyses the operational, cultural and regulatory challenges that organisations face when implementing ZTA. The report also assesses the role of Secure Access Service Edge (SASE) as a key enabler of Zero Trust, demonstrating how its integrated components; ZTNA, CASB, SWG, NGFW and SD-WAN provide cloud delivered, identity-centric protection for distributed environments. Additionally, the report identifies governance as a foundational requirement for operationalising Zero Trust across modern environments.

Introduction
This report critically examines the need for modern organisations to transition towards Zero Trust Architecture, a security model built on continuous verification, least-privilege access and the assumption that no user, device or network segment should be trusted. The report explores the principles of Zero Trust; the challenges associated with its implementation and the technological enablers that support its practical deployment. By analysing these components within the context of contemporary threats, the report demonstrates how Zero Trust provides a robust, adaptive and future proof approach to securing complex IT infrastructures.
Zero Trust
Zero Trust is a proposal for a cybersecurity framework which aims to provide solutions to the risks of the perimetric security approach according to Poirrier et al [1]. The risks being that it is impossible to trust network portions or packets, that verifications are performed within a perimeter and that malicious insiders often are in a position of trust that can be abused [1] goes onto mention. The Zero Trust architecture aims to follow the motto “never trust, always verify”. This means that to reach the goal of having no unauthorised access or unauthorised use of a resource, every access is to be verified without presumed trust [1] states.
Threat Model – MITRE ATT&CK Enterprise Framework
This framework is a detailed resource that sorts the tactics, techniques and procedures used by opponents in cyberspace as mentioned by Uralov et al [2]. This helps SOC analysts by offering a clear way to detect threats, enabling them to connect harmful activities to specific techniques found in the framework. For organisations, the MITRE ATT&CK framework can massively improve their cybersecurity status and strength against changing threats [2] goes onto mention.
Zero Trust Principles
According to Rose et al [3] at the National Institute of Standards and Technology, they focus on Zero Trust as an architectural framework; emphasising on continuous verification, least privilege, assuming breach and protecting resources rather than relying on network location. A Zero Trust architecture is designed and deployed with adherence to the following basic principles [3] goes onto mention. The principles are the ideal end goal, but not all need to be acknowledged to be fully implemented. 
Principle 1
In Zero Trust Architecture, all data sources and computing services are considered resources. This includes various types of devices, such as small footprint devices, Software as a Service (SaaS) applications and systems that send instructions to actuators. Personally owned devices can be classified as resources if they are used to access enterprise-owned resources.
Principle 2
All communication within a Zero Trust Architecture must be secured, regardless of its network location. The physical or logical location of a network does not grant trust to any device or communication. Trust is never automatically granted based solely on a device’s presence within the enterprise network. Furthermore, all communications should prioritize the highest level of security, ensuring confidentiality, integrity and source authentication.
Principle 3
Access to individual enterprise resources is granted on a per-session basis, with trust in the requester evaluated before access is provided. The access is limited to the least privileges necessary for the task and authentication and authorisation for one resource do not automatically extend to others.
Principle 4
Access to resources is governed by dynamic polices. These policies consider various factors including the identity of the client, the state of the requesting asset and other behavioural and environmental attributes. The client identity encompasses user accounts, service identities and associated attributes or authentication artifacts for automated tasks. Behavioural attributes involve automated analytics of subjects and devices, and deviations from typical usage patterns whereas environmental attributes can include factors such as network location, time and active attacks. Access is always granted with the least privilege necessary for the task, restricting both visibility and accessibility based on the sensitivity of the resource.
Principle 5
An enterprise operating under a Zero Trust Architecture continuously monitors and assesses the integrity and security posture of all its assets, considering no asset trustworthy. When a resource request is made, the enterprise evaluates the security status of the asset involved. If these assets are compromised, have known vulnerabilities or are unmanaged may be handled differently, potentially leading to denial of access.
Principle 6
Access to resources is dynamically and strictly enforced through continuous authentication and authorisation. This process involves a constant cycle of obtaining access, scanning and assessing threats, adapting and reevaluating trust during communication. Enterprises that implement a ZTA must have robust Identity, Credential and Access Management (ICAM) and asset management systems. In addition, when reauthentication is needed, polices define when a new resource is requested or if abnormal activity is detected. The end goal is to balance security with availability, usability and cost-efficiency.
Principle 7
Enterprises should gather extensive information regarding the current state of their assets, network infrastructure and communications. This data includes asset security posture, network traffic and access requests is processed and analysed. The results from this analysis are then used to enhance the creation and enforcement of security policies whilst also providing additional context when evaluating access requests from users. 

As stated by Hongzhaoning et al [4] the Zero Trust principles can be interpreted in various ways in different scenarios, but they remain constant. They collectively create an environment that anticipates threats through continuous monitoring and analysis, protects resources via least privilege and secure communication, detects anomalies using behavioural and environmental signals whilst automatically responding through dynamic policies and continuous authentication. However, the effectiveness of the principles depends heavily on mature identity governance, strong leadership support and investment in automation. 

Zero Trust is a strategic shift requiring organisational commitment and when implemented correctly, these principles directly address the advanced threats facing modern and complex IT infrastructures. 
Challenges of Zero Trust
As stated by Gambo and Almulhem [5] Zero Trust comes with a few challenges that can slow down or interfere with the successful adoption and implementation of organisations. 
Challenge 1 – Fine Grained Access Control Strategies
ZTA is founded on continuous verification and strict policy enforcement. However, implementing this requires security administrators to define and enforce highly specific policies regarding who can access resources and under what conditions. In addition, fine-grained access control whilst enhancing security introduces complexities in management as this can be resource intensive. Furthermore, the effectiveness of fine-grained access control will continue to evolve and become more challenging as network dynamics change.
Challenge 2 – Large-Scale Networks
Implementing ZTA in large, distributed enterprises including cloud environments, remote work setups, and numerous IoT devices can present significant scalability and performance challenges. For example, whilst traditional networks use techniques like subnetting and VLANs for segmentation, these are insufficient for modern, geographically dispersed networks because they rely on trusted internal networks and provide coarse and static segmentation. Modern threats exploit lateral movement and cloud misconfigurations whilst attacking vectors that VLANs cannot mitigate. Zero Trust requires dynamic, least-privilege access decisions based on identity, behaviour and environmental context, which legacy network segmentation cannot deliver. In addition, large networks have a broader attack surface, making ZTA implementation more difficult due to its strict security requirements. This is due to most larger organisations applying strict, identity-centric controls across a vast and often inconsistent environment; something that traditional segmentation and legacy architectures were never designed to support.
Challenge 3 – Cultural & Operational Shifts
Adopting ZTA is not just a technical change, it requires a deep cultural and operational shift within an organisation. For example, employees, administrators and stakeholders must adapt to new workflows and protocols which requires extensive training. In addition, end-users may resist the continuous authentication and verification of ZTA due to potential fatigue from frequent prompts or performance slowness. These human and organisational factors can slow adoption and undermine the effectiveness of Zero Trust if not managed carefully. In addition, organisations with weak cybersecurity practices or limited awareness face particular challenges because they lack the foundational controls, identity governance, skilled staff and cultural maturity to support continuous verification and least-privilege access. These deficiencies make Zero Trust operationally difficult and significantly increase resistance, misconfigurations and security gaps.
Challenge 4 – Compliance & Regulatory Landscape
Organisations adopting ZTA must navigate complex regulatory landscapes. This implementation introduces real-world complexities in meeting compliance and regulatory requirements such as GDPR and HIPAA. This is particularly difficult for auditors as traditional audits rely on static access logs which contrasts with ZTA’s dynamic nature. Zero Trust improves security but complicates regulatory compliance because auditors must validate dynamic, context-driven access decisions using complex, distributed logs. Organisations must significantly mature their identity governance, logging architecture and audit processes to meet GDPR and HIPPA requirements within a Zero Trust environment.
Challenge 5 – Policy Coordination
Enterprise networks today are highly diverse and dynamic, especially with the growth of IoT and smart devices, which makes managing security functions and polices difficult. Developing and managing Zero Trust security rules can become extremely complex in such networks. For example, each platform, device type and application introduces its own identity model and policy requirements. As a result of this, organisations must coordinate thousands of access rules, integrate inconsistent security capabilities and continuously adapt policies to dynamic workloads and legacy systems that were never designed for Zero Trust. 
Ultimately, the challenges set out by [5] highlight how diversity magnifies every aspect of Zero Trust, from identity management to policy design to compliance. Without careful planning and strong governance, the complexity can quickly overwhelm teams and undermine the very security benefits Zero Trust is meant to deliver. 
Secure Access Service Edge (SASE)
According to Lee & Park [6] Secure Access Service Edge is an architectural framework that combines wide-area networking with comprehensive security services in a cloud-native environment. As organisations increasingly adopt cloud services and enable remote workforces, the traditional network perimeter is dissolving, making it difficult to maintain consistent security policies. SASE addresses this challenge by bringing security and networking functions closer to users, devices or applications, regardless of their location. 
In addition, [6] states that SASE integrate several security solutions including Zero Trust Network Access (ZTNA), Secure Web Gateway (SWG) and Cloud Access Security Broker (CASB) into a unified, cloud-delivered service as shown in Figure 1. This architecture supports dynamic scalability and flexibility, ensuring secure access to applications and data from any location.
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[bookmark: _Toc235536860]Figure 1 - Image of SASE Architecture
Components of SASE
Zero Trust Network Access (ZNTA) is a core component of the SASE model because it provides the identity-centric, context-aware, least-privilege access controls that enforce Zero Trust principles. Whilst SASE delivers cloud-based networking and security services, ZTNA ensures that access to applications is continuously verified, segmented and protected against lateral movement, making SASE effective in modern, distributed environments as mentioned by [6]. 
Cloud Access Security Broker (CASB) is another core component of SASE because it delivers the cloud-specific visibility, data protection and policy enforcement that traditional network security tools cannot provide according to [6]. Whilst SASE unifies networking and security in the cloud, CASB ensures that sensitive data within SASE and multi-cloud environments are monitored, governed and protected using context-aware controls that are aligned with Zero Trust principles. 
Secure Web Gateway (SWG) is a third component of SASE which provides the real-time web filtering, malware protection and policy enforcement needed to secure internet traffic. Whilst ZNTA and CASB protect internal and cloud applications, SWG ensures that users are protected from web-based threats and that internet usage complies with organisational standards, making SASE effective in modern, distributed environments [6] goes onto mention. 
Next-Generation Firewall (NGFW) is another essential component to SASE because it provides the deep threat prevention that the other SASE components can’t deliver. Whilst ZNTA controls access, CASB governs cloud usage and SWG filters web traffic, NGFW is the part of SASE that inspects, blocks and prevents network-based attacks across all environments, including internal, external and cloud-delivered traffic. 
Software-Defined Wide Area Networks (SD-WAN) is the last core component to SASE. This is important to SASE because it provides the intelligent, cloud-optimised networking foundation that enables secure, high-performance access to applications from any location. Whilst SASE’s security components protect users and data, SD-WAN ensures that traffic is routed efficiently, consistently and in alignment with Zero Trust policies, making the entire SASE model scalable, resilient and effective for modern distributed organisations. 
Together, these integrated components stated by [6] demonstrate how SASE unifies networking and security into a single cloud-delivered model, providing consistent, high performance and context-aware protection across modern distributed enterprise environments. 
Identity Governance
As mentioned by Coursera [7] identity governance and administration is a policy framework that allows a business to reduce its risk of access-related data hacks through set processes and security protocols. In addition, it is vital for businesses to allow automated access without increasing the risk of that access.
The primary goals of identity governance is to ensure the right people have access to an organisations data at the appropriate time, reducing the risk of data exposure, security hacks or incorrect usage [7] goes onto mention.

Identity governance can be classed as a technological enabler for Zero Trust because it provides the core identity-centric infrastructure that Zero Trust depends on to function effectively as stated by Parveen et al [8]. Mature identity governance delivers accurate and authoritative identity data, ensuring that access decisions are based on reliable user and device attributes. Without this, organisations cannot effectively implement Zero Trust because they lack the authoritative identity data, automated access controls and policy consistency required for continuous verification. In addition, access rights become inaccurate or outdated, and users retain permissions long after they are needed, undermining the least-privilege enforcement. 
By maintaining dynamic identity, behavioural and environmental attributes, identity governance enables Zero Trust systems to make context-aware, adaptive access decisions in real time. It also provides the audit trails, certification workflows and compliance evidence required to support continuous authentication. Furthermore, identity governance underpins every Zero Trust control by supplying the identity signals and policy foundations needed to verify users, restrict access and respond to risk dynamically; failing to adopt this leaves Zero Trust architectures fragmented, manually intensive and prone to misconfigurations, preventing organisations from achieving the security benefits Zero Trust is designed to deliver [8] goes onto mention.

Conclusion
In summary, this report has shown that Zero Trust is a necessary shift away from perimeter-based security, offering continuous verification, least-privilege access and identity-centric control to counter modern cyber threats. By examining frameworks such as MITRE ATT&CK and the core NIST principles, the report highlights how Zero Trust strengthens organisational resilience whilst also introducing cultural, operational and regulatory challenges. These challenges emphasise the importance of mature identity governance, which provides the reliable identity data and automated access controls required to enforce Zero Trust effectively. Finally, the report identifies Secure Access Service Edge as a key enabler, delivering cloud-based, integrated security capabilities that support Zero Trust across distributed environments. Together, these insights demonstrate that Zero Trust is an essential strategy for securing IT infrastructures.
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[bookmark: _Toc235536168][bookmark: _Toc235611384]Introduction
Aegis FinTech Innovations LTD is entering a critical phase of growth as it prepares for a Series B funding round and expands its AI-driven financial analytics services into the European Union. In response to increasing ransomware threats and the regulatory requirements of GDPR and DORA, the board has approved the creation of a dedicated Information Security Unit. This report presents a proposal outlining the organisational structure, policy framework, compliance strategy, technical architecture, risk assessment, incident response capability and governance model required to establish a resilient and scalable security function. The recommendations are informed by the Zero Trust research undertaken in Task 1.
Organisational Design & Resourcing
According to Saporito and Georgis [9], an organisational chart defines authority, accountability and reporting relationships while improving communication and operational efficiency. Figure 1 presents the proposed organisational structure for the Information Security Unit at Aegis FinTech Innovations Ltd. The structure has been designed to support the organisation's strategic objectives, strengthen cyber resilience and ensure compliance with GDPR and DORA through clearly defined responsibilities across governance, cloud security, identity management, security operations and security awareness.
[image: ]
[bookmark: _Toc235536861]Figure 2 - Aegis FinTech Organisation Chart
[bookmark: _Toc235536169][bookmark: _Toc235611385]Chief Information Security Officer (CISO)
According to Cisco [10], the Chief Information Security Officer (CISO) oversees an organisation's information and cybersecurity strategy. As Aegis FinTech prepares for EU expansion and a Series B funding round, the CISO will lead regulatory compliance, manage enterprise cyber risk and report security performance directly to the CEO and Board of Directors. The role will also oversee the implementation of the organisation's security framework. As identified in Task 1, Zero Trust requires executive leadership to ensure security is embedded across governance, business processes and organisational culture.
Security Operations Manager
According to Zippia [11], the Security Operations Manager oversees the detection, investigation and response to cybersecurity threats. At Aegis FinTech, the role will manage the SOC Analyst and Incident Response Analyst while coordinating security monitoring and incident response activities. As highlighted in Task 1, ransomware remains a significant threat to the financial sector, making rapid detection and coordinated response essential for minimising operational disruption and strengthening organisational resilience.
[bookmark: _Toc235536170][bookmark: _Toc235611386]SOC Analyst
According to Coursera [12], a SOC Analyst continuously monitors network activity, analyses security events and investigates potential cyber threats. As discussed in Task 1, Zero Trust requires continuous monitoring and verification of user and device behaviour rather than implicit trust. The SOC Analyst supports this approach by maintaining visibility across Aegis FinTech's IT environment and enabling the rapid detection of suspicious activity.
[bookmark: _Toc235536171][bookmark: _Toc235611387]Incident Response Analyst
According to Hasnis [13], the Incident Response Analyst identifies cybersecurity incidents, coordinates containment activities and supports the recovery of affected systems. Working closely with the Security Operations Manager, the role ensures incidents are managed efficiently while preserving forensic evidence where required. As discussed in Task 1, rapid incident response is essential for limiting the impact of ransomware and supply chain attacks, strengthening Aegis FinTech's operational resilience.
[bookmark: _Toc235536172][bookmark: _Toc235611388]Cloud Security Architect
According to Cloud Security [14], a Cloud Security Architect designs and implements secure cloud architectures while developing security policies with cloud engineering teams. As Aegis FinTech relies heavily on cloud technologies, the role ensures cloud services are securely configured, monitored and aligned with recognised security frameworks. Responsibilities include implementing secure network segmentation, encryption and identity integration to reduce the organisation's attack surface. As identified in Task 1, cloud environments are a primary target for cyberattacks, making the Cloud Security Architect fundamental to implementing the proposed Zero Trust architecture.
[bookmark: _Toc235536173][bookmark: _Toc235611389]DevSecOps Engineer
According to GeeksforGeeks [15], a DevSecOps Engineer integrates security throughout the DevOps lifecycle by embedding security controls from the earliest stages of software development. Responsibilities include automating vulnerability scanning, secure code analysis and continuous security testing within CI/CD pipelines. As Aegis FinTech develops an AI-powered financial platform, this role reduces vulnerabilities before deployment. Consistent with the findings of Task 1, DevSecOps supports Zero Trust by promoting continuous validation and reducing opportunities for attackers to exploit insecure applications.
[bookmark: _Toc235536174][bookmark: _Toc235611390]Identity & Access Management Engineer
According to TechNeeds [16], an Identity and Access Management (IAM) Engineer designs, implements and manages systems that control user access to organisational resources. Responsibilities include implementing multi-factor authentication (MFA), role-based access control (RBAC), single sign-on (SSO) and conditional access policies. As established in Task 1, identity is the foundation of Zero Trust because no user or device should be trusted by default. Consequently, the IAM Engineer is central to enforcing continuous authentication, least-privilege access and regulatory compliance across Aegis FinTech.
[bookmark: _Toc235536175][bookmark: _Toc235611391]Governance, Risk & Compliance Manager 
According to Horvath [17], a Governance, Risk and Compliance (GRC) Manager ensures organisational compliance with legal, regulatory and industry standards. Responsibilities include developing information security policies, maintaining the enterprise risk register, coordinating internal audits and ensuring compliance with GDPR and DORA. The role also monitors emerging regulatory requirements and aligns security controls with frameworks such as the NIST Cybersecurity Framework 2.0. As highlighted in Task 1, Zero Trust requires strong governance alongside technical controls, making the GRC Manager essential for maintaining effective, measurable and compliant security practices.
[bookmark: _Toc235536176][bookmark: _Toc235611392]Data Protection Officer
According to Deer [18], a Data Protection Officer (DPO) develops and oversees an organisation's data protection strategy. Responsibilities include supporting privacy-by-design initiatives, monitoring GDPR compliance and acting as the primary contact for regulatory authorities. Given Aegis FinTech's planned EU expansion and the sensitive financial data processed by its platform, the DPO is essential for protecting customer privacy and ensuring regulatory compliance.
[bookmark: _Toc235536177][bookmark: _Toc235611393]Security Awareness & Training Manager
According to IAISP [19], the Security Awareness and Training Manager designs and delivers cybersecurity education programmes that promote secure behaviours across the organisation. Responsibilities include phishing awareness campaigns, mandatory security training, policy communication and targeted education for high-risk users. As discussed in Task 1, Zero Trust assumes that no user should be implicitly trusted, making continuous security awareness essential alongside technical controls to reduce human error and strengthen Aegis FinTech's security posture.
[bookmark: _Toc235536178][bookmark: _Toc235611394]Policy Framework Development 
Information security policies establish the standards and behaviours required to protect organisational assets and support effective security governance. As Aegis FinTech expands into the European Union, robust policies are essential for ensuring regulatory compliance, reducing organisational risk and supporting the Zero Trust approach proposed in Task 1. The following executive summaries outline three key policies designed to strengthen the organisation's security posture.
[bookmark: _Toc235536179][bookmark: _Toc235611395]Policy 1 – Acceptable Use Policy for AI & Cloud Services
The Acceptable Use Policy for AI and Cloud Services ensures employees use artificial intelligence, cloud platforms and Software-as-a-Service (SaaS) solutions securely and in accordance with organisational requirements. As Aegis FinTech develops an AI-powered financial analytics platform, the policy protects sensitive financial and customer data by restricting employees to organisation-approved AI and cloud services that have undergone appropriate security and compliance assessments. It also prohibits the use of unauthorised public AI tools for confidential information and requires approved cloud services to support encryption, multi-factor authentication (MFA) and audit logging. As identified in Task 1, Zero Trust assumes that no user, device or application should be trusted by default. Accordingly, the policy supports Zero Trust by enforcing identity-based controls, continuous verification and ongoing monitoring to reduce the risk of unauthorised access and data leakage.
[bookmark: _Toc235536180][bookmark: _Toc235611396]Policy 2 – Hybrid Work & Remote Access Security Policy
The Hybrid Work and Remote Access Security Policy define the security requirements for employees accessing organisational systems outside traditional office environments. As hybrid working becomes increasingly common, the policy protects organisational information by requiring remote users to authenticate using multi-factor authentication (MFA), access corporate resources through Zero Trust Network Access (ZTNA) and use organisation-managed or approved Bring Your Own Device (BYOD) devices that meet defined security standards. Guest users are restricted to role-based access appropriate to their authorised activities. As concluded in Task 1, traditional perimeter-based security is insufficient for modern organisations. Accordingly, the policy applies Zero Trust principles through continuous authentication, device verification and least-privilege access, reducing the risk of unauthorised access and credential compromise
[bookmark: _Toc235536181][bookmark: _Toc235611397]Policy 3 – Third-Party & Cloud Vendor Risk Management Policy
The Third-Party and Cloud Vendor Risk Management Policy establishes a structured approach for assessing, selecting and continuously monitoring external suppliers that provide cloud services, software platforms and technology solutions to Aegis FinTech. As the organisation expands its digital services, third-party providers represent a significant cyber risk. Before engagement, suppliers must undergo security due diligence covering regulatory compliance, security controls, data protection and business continuity. High-risk suppliers must demonstrate compliance with recognised standards, including ISO/IEC 27001, GDPR and DORA where applicable, and remain subject to ongoing risk assessments throughout the supplier lifecycle. As identified in Task 1, cloud misconfiguration and supply chain vulnerabilities are significant threats. Accordingly, the policy supports Zero Trust by requiring continuous assessment of external vendors against defined security and compliance requirements
[bookmark: _Toc235536182][bookmark: _Toc235611398]Regulatory Compliance Strategy
Table 1 presents a phased roadmap for achieving GDPR and DORA compliance during Aegis FinTech's expansion into the European Union. Phase 1 establishes governance structures, ICT governance and data management foundations. Phase 2 focuses on implementing operational controls, including data protection measures, ICT risk management and third-party oversight. Phase 3 validates compliance through audits, resilience testing and incident response exercises, while Phase 4 embeds continuous monitoring and prepares the organisation for regulatory review. Consistent with the findings of Task 1, the roadmap adopts Zero Trust principles by supporting continuous authentication, least-privilege access and continuous monitoring, strengthening both GDPR compliance and DORA's ICT resilience requirements.
	Phase
	Timeline
	GDPR Milestones
	DORA Milestones

	1
	Months 1-3
	Appoint DPO

Conduct data mapping

Complete data 
inventory

 Review privacy notices
	Perform ICT risk assessment

Establish ICT governance framework

Identify critical ICT assets

	2
	Months 4-6
	Complete data protection impact assessment

Implement data retention procedures

Staff GDPR training
	Implement ICT risk management controls

Review third-party ICT providers

Strengthen incident management procedures

	3
	Months 7-9
	Conduct internal GDPR compliance audit

Test data breach notification procedures

Review subject access request processes
	Perform operational resilience testing

Conduct disaster recovery exercises 

Validate cyber incident reporting processes

	4







	Months 10-12
	Review compliance programme

Prepare for regulatory review 
	Complete DORA readiness assessment

Finalise resilience testing programme

Establish continuous monitoring


[bookmark: _Toc235536887]Table 1 - Proposed GDPR and DORA Compliance Roadmap
[bookmark: _Toc235536183][bookmark: _Toc235611399]Technical Standards & Architecture
The successful implementation of Aegis FinTech's cybersecurity strategy requires an internationally recognised security framework and a technical architecture capable of protecting cloud-based financial services against evolving cyber threats. Based on the findings of Task 1, this proposal recommends adopting the NIST Cybersecurity Framework (CSF) 2.0 alongside a Zero Trust Architecture to provide a structured approach to cyber risk management while supporting the organisation's planned expansion into the EU.

	Reason
	Justification

	Risk-based approach
	Enables cyber risks to be identified, prioritised and managed according to business impact.

	Zero Trust compatibility
	Complements identity-centric security, continuous monitoring and least privilege identified in Task 1

	Cloud security 
	Well suited to hybrid and cloud-native environments used by Aegis FinTech

	Governance
	CSF 2.0 introduces the Govern function, strengthening board oversight and accountability

	Scalability
	Supports future organisational growth across the European market. 


[bookmark: _Toc235536888]Table 2 - Justification for Selecting NIST CSF 2.0
Table 2 summarises the rationale for adopting the NIST Cybersecurity Framework (CSF) 2.0. Its risk-based approach, governance capabilities and compatibility with Zero Trust make it well suited to Aegis FinTech's cloud-first environment and planned European expansion. As identified in Task 1, the framework complements Zero Trust by supporting continuous risk assessment, asset visibility and incident response while providing a scalable model for improving cybersecurity maturity.
[image: The diagram illustrates a high-level zero trust architecture involving various components such as identity providers, gateways, employees, contractors, and security measures like encryption, monitoring, and incident response.

AI-generated content may be incorrect.]Figure 3 presents the proposed high-level Zero Trust Architecture for Aegis FinTech. It demonstrates how users, applications and cloud services interact within an identity-centric security model that continuously verifies access and monitors activity. By integrating identity management, ZTNA, cloud security technologies and centralised monitoring, the architecture strengthens cyber resilience and supports GDPR and DORA compliance.












[bookmark: _Toc235536862]Figure 3 - High-Level Zero Trust Architecture Diagram


The proposed architecture follows the Zero Trust principle of never trust, always verify, ensuring every access request is authenticated, authorised and continuously validated. Zero Trust Network Access (ZTNA) restricts users to authorised applications, while Cloud Security Posture Management (CSPM) and Cloud Access Security Broker (CASB) secure cloud resources through continuous monitoring and policy enforcement. Security telemetry is centralised within the Security Information and Event Management (SIEM) platform, enabling the Security Operations Centre (SOC) to detect and respond to threats using Security Orchestration, Automation and Response (SOAR). Together, these controls strengthen cyber resilience, reduce the risk of credential compromise and cloud misconfiguration, and support GDPR and DORA compliance.
Consistent with the findings of Task 1, the proposed architecture translates Zero Trust principles into a practical implementation strategy for Aegis FinTech. The combination of NIST CSF 2.0 and Zero Trust provides a structured framework for embedding governance, continuous verification and risk management while supporting regulatory compliance and future organisational growth.
[bookmark: _Toc235536184][bookmark: _Toc235611400]Strategic Risk Assessment
As Aegis FinTech expands its cloud-based financial services into the EU, it faces strategic cyber risks that could affect the confidentiality, integrity and availability of its systems and customer data. A high-level risk assessment enables the organisation to prioritise key threats and implement appropriate security controls. Table 3 identifies the most significant risks facing Aegis FinTech and the recommended mitigation strategies aligned with the proposed Zero Trust Architecture and NIST Cybersecurity Framework (CSF) 2.0.
	Risk
	Likelihood
	Business Impact
	Potential Cost
	Recommended Mitigation 

	Cloud Misconfiguration
	High
	Exposure of sensitive customer data, GDPR fines, reputational damage and operational disruption
	£1M-5M including regulatory fines, incident response, legal costs and customer compensation 
	Implement CSPM, least-privilege access, automated configuration monitoring, regular security audits 

	Supply Chain Compromise
	Medium-High
	Third-party compromise resulting in unauthorised access, malware deployment and service outages
	£500K-£3M through business disruption, forensic investigations, contractual liabilities and recovery costs
	Conduct comprehensive vendor due diligence, continuous third-party monitoring, contractual security requirements and supplier audits

	AI Data Poisioning
	Medium
	Manipulation of AI models leading to inaccurate financial analytics, poor business decisions and loss of customer confidence 
	£250K-£2M through model retraining, operational delays, reputational damage and reduced customer trust 
	Secure AI training datasets, validate data integrity, restrict access to training environments and regularly test AI outputs for anomalies 


[bookmark: _Toc235536889]Table 3 – Proposed Risk Register for Aegis FinTech
Table 3 demonstrates that cloud misconfiguration, supply chain compromise and AI data poisoning present the greatest strategic risks to Aegis FinTech. As identified in Task 1, these threats are best mitigated through proactive security controls, making investment in prevention more cost-effective than responding to a major cyber incident.
[bookmark: _Toc235536185][bookmark: _Toc235611401]Incident Response & Business Continuity 
Despite implementing preventative security controls, Aegis FinTech must be prepared to respond effectively to cyber incidents that disrupt business operations. As identified in Task 1, ransomware remains one of the most significant threats to financial organisations. Tables 4 and 5 present a structured ransomware response playbook and communication plan to coordinate technical response, stakeholder communication and business continuity, minimising operational disruption and supporting rapid recovery






	Phase
	Key Activities
	Responsible Team

	Detection & Identification 
	Detect suspicious encryption activity using SIEM, EDR and user reports. Confirm whether ransomware is present and identify affected systems. 
	SOC Analysts

	Containment
	Immediately isolate infected endpoints and servers from the network, disable compromised accounts and block malicious communications to prevent lateral movement. 
	SOC Analysts & Incident Response Team

	Investigation & Eradication
	Identify the ransomware variant, determine the attack vector, remove malicious files, revoke compromised credentials and patch exploited vulnerabilities 
	Incident Response Team

	Recovery
	Restore affected systems from verified immutable backups, validate system integrity and gradually reconnect services following security testing. 
	Cloud Security Architect

	Lessons Learned 





	Conduct a post-incident review, update policies, strengthen security controls and provide additional staff awareness training where required
	CISO & Governance, Risk and Compliance Manager 


[bookmark: _Toc235536890]Table 4 - Proposed Ransomware Response Playbook
Business continuity will be supported through geographically separated immutable backups, regularly tested restoration procedures and security validation before systems are returned to production. These measures support DORA's operational resilience requirements while enabling the timely recovery of critical services.
Consistent with the findings of Task 1, the proposed playbook reflects Zero Trust principles through early threat detection, rapid containment, least-privilege access, continuous monitoring and secure recovery, reducing the impact of ransomware attacks.
	Stakeholder
	Communication

	Board of Directors
	Immediate incident notification, business impact assessment and recovery progress updates

	Employees
	Guidance on affected systems, password resets, phishing awareness and operational instructions

	Customers
	Transparent updates regarding service availability, data protection and expected recovery times

	Regulators
	Report incidents in accordance with GDPR and DORA requirements where applicable

	Third-Party Vendors
	Coordinate technical response where cloud services or suppliers are affected
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Table 5 - Incident Communication Plan
By providing clear communication pathways for internal and external stakeholders, Aegis FinTech can support effective decision-making, maintain stakeholder confidence and meet its regulatory reporting obligations under GDPR and DORA. This structured approach helps minimise uncertainty, supports business continuity and reinforces the organisation's overall incident response capability.
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Effective cybersecurity requires strong governance, executive accountability and continuous improvement to ensure security initiatives remain aligned with organisational objectives. As Aegis FinTech expands into the EU, cybersecurity must become a strategic business function. The following governance structure, roadmap and performance indicators establish leadership responsibilities, implementation priorities and measurable outcomes that support the organisation's Zero Trust strategy and compliance with GDPR and DORA.
Table 6 presents the proposed Cyber Security Steering Committee, bringing together executive and technical stakeholders to oversee cybersecurity strategy, governance and regulatory compliance. The committee will meet quarterly to review cyber risks, implementation progress, security metrics, audit findings and business continuity performance.
	Role
	Responsibility

	Chief Executive Officer
	Provides strategic direction and ensures cybersecurity aligns with business objectives

	Chief Information Security Officer
	Leads cybersecurity strategy, governance and reporting to the board

	Chief Financial Officer
	Approves budgets, investment and financial risk management

	Chief Information Officer
	Oversees IT infrastructure and technical implementation

	Head of Legal
	Ensures compliance with GDPR, DORA and contractual obligations

	Governance, Risk & Compliance Manager
	Reports on organisational risk, audits and policy compliance

	Cloud Security Architect
	Advises on cloud security, technical architecture and resilience

	Security Operations Manager
	Provides operational updates on incidents, vulnerabilities and SOC performance

	Human Resources Manager
	Supports security awareness, insider risk management and employee confidence 
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Figure 4 presents the proposed 12-month implementation roadmap, prioritising governance and foundational Zero Trust controls before progressing to technical implementation, operational resilience and continuous improvement. As identified in Task 1, this phased approach addresses the highest priority risks while supporting EU expansion and regulatory compliance.
[image: The image illustrates a 12-month strategic roadmap for enhancing cybersecurity, covering topics like Zero Trust, governance, technical controls, operational resilience, and various security measures and assessments.
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[bookmark: _Toc235536863]Figure 4 - 12-Month Strategic Roadmap


Table 7 outlines the key performance indicators (KPIs) used to measure the effectiveness of the cybersecurity programme.
	KPI
	Target

	Multi-Factor Authentication Coverage
	100% privilege accounts

	Critical Vulnerabilities Remediated
	Within 14 days

	Mean Time to Detect (MTTD)
	Less than 30 minutes

	Mean Time to Respond (MTTR)
	Less than 4 hours

	Phishing Simulation Success Rate
	Less than 5% click rate

	Third-Party Security Assessments
	100% completed before onboarding

	Backup Recovery Success
	100% successful quarterly tests

	Staff Security Awareness Training
	100% annual completion

	GDPR / DORA Compliance Audits
	No major non-conformities
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Together, the governance structure, roadmap and KPIs provide a framework for implementing and sustaining an effective cybersecurity programme. By combining executive oversight with continuous performance monitoring, Aegis FinTech will strengthen cyber resilience while maintaining compliance with GDPR and DORA. Consistent with the findings of Task 1, the strategy embeds Zero Trust principles into the organisation's long-term cybersecurity governance.
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This proposal has presented a comprehensive cybersecurity strategy for Aegis FinTech Innovations Ltd to support its planned expansion into the European Union and its continued growth as an AI-powered financial technology organisation. By establishing a dedicated Information Security Unit, implementing robust governance arrangements and adopting a structured policy framework, the organisation will be better positioned to manage evolving cyber threats while meeting the regulatory requirements of GDPR and the Digital Operational Resilience Act (DORA).
Building on the findings of Task 1, this proposal demonstrates how the principles of Zero Trust Architecture can be translated into a practical organisational strategy. Rather than relying on traditional perimeter-based security, the proposed approach embeds continuous verification, identity-centric access control, least-privilege principles and continuous monitoring throughout the organisation. The adoption of the NIST Cybersecurity Framework (CSF) 2.0 further strengthens this strategy by providing a recognised governance framework that supports risk management, regulatory compliance and continuous improvement.
The proposed organisational structure, technical architecture, risk management approach and ransomware response capability collectively provide a layered defence against contemporary threats such as cloud misconfiguration, supply chain compromise, AI-related attacks and ransomware. Furthermore, the governance model, implementation roadmap and performance indicators establish clear accountability while enabling cybersecurity maturity to be measured and improved over time.
Ultimately, cybersecurity should be viewed as a strategic business enabler rather than solely a technical function. By investing in proactive governance, resilient technical controls and a strong security culture, Aegis FinTech will be well positioned to protect sensitive financial information, maintain stakeholder confidence and support sustainable business growth. The recommendations presented within this proposal provide a practical and scalable roadmap for implementing a resilient Zero Trust security programme that not only addresses the risks identified in Task 1 but also supports the organisation's long-term operational, regulatory and commercial objectives.
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