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Abstract (1)
The current report will talk about a third sector project that started on the November 18th, 2018 and was completed on the 18th January 2018. Furthermore, the report will look at the Risks, Code of Practice and Quality Assurance the third party had to be aware of and had to research before the project had even begun, with the solutions proposed and used to minimise the issues from happening. 

Risk Management (2)
Risk management allows a company that has millions of users or a small start-up company to strategically evaluate each risk associated with both their product and company and tactically research methods that could stop that risk from occurring. Stopping a risk from happening allows a company to put more resources towards other areas that could be suffering.  [1]

Time (2.1)
Time is extremely crucial when it comes to building a project as it the backbone of how long features would need to be worked on. It’s also a time-frame that the whole team needs to know. Having an un-realistic time-frame with a project will not allow features to be fully tested or even fully working as the time frame was not properly set.
To solve this risk is simple, adding a Time-Schedule that is realistic and can be met in a good amount of time. Creating small prototypes would allow a developer to quickly identify what needs to be done and what solutions they would need to be able to create to complete the feature.

Cost (2.2)
Cost is a fundamental to creating a project as it needs to be within a certain range that the company allows and be an accurate setting as being overdrawn by costs will allow the company to turn into a downfall and won’t allow certain projects/employees to get their required resources.
Resolving a risk that is determined by funds is by creating a finance plan that would be updated regularly so the company can identify losses and earnings and how to increase their earnings without increasing their costs by a great amount.
Scaling (2.3)
Scaling a project is a big factor, especially when you have more and more users using your product/software every day. Scaling a product/software can cause great financial stress on the company as you need to either upgrade or buy new components to allow more users to simultaneously be online at the same time.
 Project scaling risk can be managed by creating a suitable plan by upgrading singular features and thoroughly testing those features to make sure they are properly fully working and can be put under stress with users that are to be expected to use those features.

Legality (2.4)
Legality risk is very important, this risk is mostly improvised around personal and user data as these laws change in every country and can be significantly different these laws in place have huge fines if they are not data is not secured or stored correctly as personal data is very important for everybody.
This risk is a hard one to solve especially in such a technological driven world, new technologies are being created every day to make sure the technology we have in our hands is secure but as technology grows so do the security exploits. With these security exploits unauthorised users can gain access to information that would be hidden away from the public eye. 
One solution to this risk is by keeping up with the latest laws in technology that need to be addressed to make sure that you have legal issues within certain country’s that your project has been issued to. If the company keeps up legal laws in all country’s that the software has been issued to then this risk becomes obsolete.  [2]

Development (2.5)
Development risk is very important to keep under control as development controls every aspect e.g. Time, Cost. This is because if development comes to a halt then you may have to extend the time of completion for certain features you may also have a higher cost index because of that extended time.
This kind of risk can be maintained by having a clear and straight forward plan with dates on when development should be pushed to certain stages, an example of this would be starting a project in alpha phase and pushing it out to a beta stage once all features have been added for that stage of progress.

Hackers (2.6)
Hackers have and always will be a consideration in the technology platform as they try and find exploits in software to either gain unauthorised information or give them self’s privileges that would only be given to certain employees. These unauthorised users are hard to defend against because they are just like any other human in the security sector, if a new feature is released to make it hard for hackers then they will try and find a bypass to get passed it. [3]
The best solution to this risk would be to make sure you have all your security up to date and encrypt any data that is being passed through a network. Another solution would be to get in contact with “white hat” hackers and allow them to try and hack your software/project, this would give you very good insight into how secure your software is. [3]

Loss of Data (2.7)
This final risk can be very important and extremely expensive if data is suddenly lost. Bugs occur in software and when they do sometimes data can become corrupted this means that data cannot be used and is useless now this data could be anything from personal information to small details from bank accounts. [4]
Loss of data can be avoided by creating back-ups of data to make sure that if anything was to go wrong with either corruption of data or missing data then you would be able to restore that data by initiating the back-up file that would be able to recover the lost or corrupted data and use it like nothing had even happened in the first place. [4]








Risk Exposure Calculations (2.8)
	Risk
	Probability of Occurring
	Loss if Occurs
	Risk Exposure

	Time
	27%
	£38,400
	10,368

	Scaling
	5.2%
	£17,920
	752

	Legality
	5.5%
	2% of annual turnover (£25000 Example)
	375

	Development
	6.3%
	£8,960
	565

	Hackers
	25%
	2% of annual turnover (£25000 Example)
	6,250

	Loss of Data
	0.2%
	£500,000
	1,000



Risk Exposure = (Probability of Occurring / 100) * Loss if Occurs

Code of Practice (3)
Sustainability Issues (3.1)
Sustainability for the project was to be able to easily adapt to any situation with as little exertion as possible, doing this would allow the company to focus on other areas of the project, other than focus on one area of development with a great amount of time. [9]

Server Expansion (3.2)
The first issue would be dealing with server expansion so additional users could use the service. We solved this by using AWS (Amazon Web Services), this allows to easily adapt and have great performance depending on how many users would be using the software at any time. The reason it was able to do this was because AWS can create and delete servers at any time and will calculate and allocate servers depending on the current traffic. [9]




Climate Change (3.3)
Climate change is at a critical point globally, as we use more carbon emissions the worse this problem becomes. AWS uses both Solar and Wind power to create the energy needed for its services this defeats the fact of using other resources for power as Solar and Wind power doesn’t produce carbon emissions.
Typically, a large cloud server that would be in use achieves an estimated 65% utilisation rate, which compared to an on-site 15% utilisation, which means when companies move to the cloud they can typically create ¼ of the servers that would be used on premises.
A cloud server is also 29% more efficient than an on-site large-scale server because of the world-class facility designs, cooling systems and workload optimisation. Adding these together creates the fact that companies only need 16% of the power usage they would need compared to an on-site infrastructure. This would represent an 84% reduction in energy use and carbon emissions produced.

Legal Expansion (3.4)
Furthermore, the second issue would have to be looked at carefully from a legal perspective as the project deals with a lot of personal data from users that are all using the software. The personal details are essential for the project to work correctly and in the most efficient way possible. 
To allow the correction of the second issue the company would have to investigate legal and illegal actions within certain countries. This would make it safe so that the company wouldn’t run into any legal issues and save the company a lot of money.

Ethical and Legal Issues (4)
Privacy (4.1)
Privacy to a user’s information is very important especially personal data, images that can be uploaded can normally be legal property of the website which allows us to discontinue the look into personal images. Personal data on the other hand would have to be securely stored and encrypted to make sure no data would be lost or stolen. [8]

Data Protection (4.2)
Data protection is taken very seriously around the globe and can be very heavy on fines if data is not taken seriously. First the company would have to look at which parts of data can be accessed by authorised individuals. This would allow important data to be securely stored and encrypted with only access from the authorised user/s
The second issue with data protection would be how accurate and valid is the data being used by the company. Having in-accurate and invalid data can cause invalid results of findings if research was to be done either within in the company or for further technological research. [8] 

Brexit Legal and Ethical Issues (5)
Brexit is short for “British Exit”, it’s the word used to talk about the United Kingdom’s decision to leave the EU (European Union). A vote was taken on Thursday 23rd of June 2016, when voters were asked one question – whether the United Kingdom was to leave the EU.
Data flows are important for the UK and the EU economies and for wider cooperation, including on law enforcement matters. To ensure that individuals have control over and transparency as to how their personal data is being used, and that their personal data is protected from misappropriation and misuse, robust safeguards are needed. [6] [10]
After the United Kingdom leaves the European Union, new laws would need to be created to allow free flow of personal data between both unions. I believe that if this is not created then there would be trouble with who has the authority of this data, leaving British citizens data in the hands of the European Union and vice versa this could lead to huge penalties for third party companies. [6] [10]
Many third parties could be affected by the United Kingdom leaving as companies might be spread not just in the UK but around the globe, once the United Kingdom has left the European Union, laws could possibly get stricter leading to companies having to change how their data is being managed leading to possible fines and less technological growth. [7] [10]


Quality Assurance Issues (6) 
Quality allows a third party in a software-based environment to make sure that their product is at an excellent quality standard and performs to it’s correct standard in a data integrity way. [5]

Ensure Quality (6.1)
The third sector project had issues with overall quality when it was being built but there was a well-planned time-schedule that was put in place so that once all features were developed and implemented the project could start being worked on from a quality point of view. [5]

Meeting Specific Requirements (6.2)
In early development the third party set out to create a list of items that would be needed for the project to meet its specific requirements. They had issues with choosing features that would be needed and features would be chosen as optional this overall slowed development down, costing the third-party development time. [5]

Malfunctioning Code (6.3)
Malfunctioning code was a problem from the start for the third party as they would always have to debug their code to make sure there was nothing wrong or make sure something wouldn’t break in the coming. An example of malfunctioning code in the middle stages was that some of the details of a user would not show whilst trying to search for a certain individual. 
[image: ]


Conclusion (7)
Overall the third party seemed to have thoroughly thought about each decision that was taken before going through with it. This allowed the third party to waste minimal time on research and evaluate issues, this allowed them more time to work on developing the project.
Additionally, the third party considered solutions with the ongoing Brexit deal considering both Legal and Ethical issues that would come with that deal if it was to go ahead soon. 
Finally, the third party looked at Quality Assurance issues and how they could stop them from happening if they were to work on another project in the forthcoming, they also analysed the current Quality Assurance issues that were still needed to be looked at and fixed in the upcoming.
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