Worksheet 2

· See screenshots from worksheet 1 for Static IP, No DNS and Firewall turned off

Server 1 computer name configuration

I changed the name from the default to DC1-NWT so that it is easy to find in Active Directory which is good for managing devices on the network.
[image: ]










[image: ]











[bookmark: _GoBack]Server manager overview 
I created the domain nwtraders.msft in server manager and installed Active Directory Domain Services so that I can manage devices on the domain.
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Server active directory Users and computers 
I moved DC1-NWT (server 1) into domain controllers making this server a domain controller server that is responsible for allowing host access to domain resources which authenticates users, stores user account information and enforces security policy for the domain.
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I added the administrator account to the domain admins group so that is can make any changes on the domain necessary without having to enter any credentials as it has the highest level of access. I also added a second account in the domain admins in case the password for the main administrator account is lost.
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New user – default group

When creating new accounts the default group which they go into is domain users which has basic user permissions. They cannot make any changes that require administrative privileges or they cannot sign into any domain controller servers.
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Account tab in active directory 
I changed the logon hours for a user so that they can only log into devices on the domain from 8 am to 5 pm Monday to Thursday and they must take an hour lunch from 1 pm to 2 pm. 

[image: ][image: ]











I changed the account settings so that the user cannot change their network password for security reasons they must go through the IT service desk to change their password.
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DNS settings on client 1

I set the DNS address for client 1 to enable me to be able to join it to the domain.
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Joining client 1 to NWTraders domain
I changed the name of the computer name to WS1-NWT so it is easier to manage in Active Directory.

I was having trouble connecting client 1 to the domain, even though I could ping the server I could not connect but after some troubleshooting, I had to change the promiscuous mode in the VM settings to allow all which then allowed me to join client 1 to the domain. 
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Non-administrative account log onto client 1
I logged into client 1 with a standard account that was created in Active Directory just to show the account was working.
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Non-administrative account log onto domain controller server
I attempted to log into the domain controller server with a basic privileges account to test if the security settings worked correctly which they did as I got the following message.
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Worksheet 2 questions
1. DNS - explain what it is, how it works (illustrations) and its significance within Active Directory Domain Services.
Domain Name System is a name resolution method that is used to resolve hostnames to IP addresses. It is used on TCP/IP networks and across the internet. Active Directory is built on DNS. DNS namespace is used internet-wide while the Active Directory namespace is used across a private network. The reason behind the choice of DNS is that it is highly scalable and is an internet standard [14].
In Active Directory, DNS maintains a database of services that are running on the network, the list of services running are maintained in the form of service records. These service records allow a client in Active Directory to locate any service it needs such as a printer. Service records are also used to identify domain controllers [14].
More than one DNS server is required to resolve a resource record, several DNS servers are used as each DNS server queries its own database to find an address corresponding to a record. If the request was not found then it will forward the request onto the next DNS server until it is found or comes back unsuccessful after checking all of the DNS servers [14].

When a computers IP address changes it would be very time consuming to manually log changes into the DNS database so Dynamic DNS is required to automatically update these changes. Newer servers can also automatically register its own IP address and service records with the DNS server [14].
DNS works as the phonebook of the Internet, when user’s type domain names such as BBC.co.uk into a web browser DNS is responsible for finding the correct IP address for that website. Browsers then use that address to communicate with an origin server or CDN edge server to access the website information [14]. 
DNS servers work by having four servers working together to deliver an IP address to a client. These are recursive resolvers, root nameservers, TLD nameservers and authoritative nameservers. The DNS resolver receives the query from the DNS client, which then interacts with other DNS servers to find the correct IP address, once the resolver receives the request from the client the resolver then behaves as a client querying the other three types of DNS servers to find the correct IP. The resolver queries the root nameserver which translates the domain names into IP addresses, the root server then responds to the address of a Top-Level Domain DNS server that stores the information for its domains. Then the resolver queries the TLD server which responds with the IP address of the domain’s authoritative nameserver which then queries the authoritative nameserver which responds with an IP address of the origin server. Lastly, the resolver passes the origin server IP address back to the client then the client can initiate a query directly to the origin server which will respond by sending the website data that will be displayed in the web browser [15].


2. AD is one critical ‘Role or Feature-based installation’ as part of an enterprise network, identify and provide a brief overview of 2 other critical roles?

Active Directory is one critical Role or Feature-based installation, another is Windows Server Update Services. This allows system administrators to deploy the latest Windows updates to servers and clients on the network. WSUS can be used to fully manage distribution rather than devices on the network individually having to manage which updates they install. A WSUS server provides features to manage and distribute updates to all device through a management console. A WSUS server can connect to the Microsoft Update store and download the updates that are wanted for its devices and then categorise them into severity such as critical so it can sort which updates to install first. It can also create separate groups for updates such as getting updates installed on a certain day or to leave out some updates for certain groups that have been created [16]. 
Update management is the process of controlling the development and maintenance of the interim software releases into productive environments. It helps to maintain operational efficiency, overcome security vulnerabilities and maintain a stable production environment [16]. 

Another critical Role or Feature-based installation is DHCP. Dynamic Host Configuration Protocol is a client or server protocol that automatically provides an Internet Protocol Host with its IP address and other related configuration information such as the subnet mask and default gateway. DHCP allows hosts to obtain required TCP/IP configuration information from a DHCP server [17].
Windows Server includes DHCP Server which is an optional networking server role that can be deployed to lease IP addresses and other information to devices on the network instead of manually configuring each device. Although this is an optional role it is critical especially for a large network as it would take too much time to individually configure the IP address settings on each device on the network to static addresses. With DHCP this process is completely automated and managed centrally. The DHCP server maintains a pool of IP addresses and leases an address to any DHCP-enabled client when it starts up on the network. As the IP addresses are dynamically leased rather than static, addresses that are no longer being used are automatically returned to the address pool for reallocation [17].

3. Explain why it is important to have different levels of access/roles within the ‘Built in’ Network User Account groups (e.g. Domain Admins, DHCP Admins, etc).
Having different levels of access set in Active Directory is extremely important to the domain as it makes it more secure. If every user on the domain was in a group with administrative privileges and they were not properly trained they would have access to do anything on the network so they could break systems by accident or if an account with this level of access was breached by a hacker then this would be detrimental as they could essentially take down the entire network compared to if an account with a basic level of access was breached. As shown in the worksheet an account with a basic level of access cannot sign in to the domain server. Only users that are in the domain admins have access to sign in to the domain server for security purposes. The only accounts with domain admin access should be IT staff who have been trained, have a good understanding of cybertrsecurity risks and are trusted. 
Although some members of the IT department should be allowed this level of access it is also important to have different levels of access among administrative roles. Domain admins are responsible for top-level service administration across the domain and could only contain a small number of trusted administrators in the IT department as this is the highest level of access. The next level is data administrators which includes staff such as the service desk or the support team. This level of access allows them to make changes such as reset users network passwords, add users to groups, enable and disable user accounts, etc. This level of access must still be monitored who has access as it should still only be the IT department who has access to this level. Below this level is just the basic domain users who do not have access to make any changes within Active Directory or do any administrative tasks on any devices on the domain [18]. 
Setting these levels of access are vital to a secure domain and must be done when creating a domain.

4. Share your ideas in-detail on Microsoft’s recommendations on AGDLP and AGUDLP for assigning permissions. How do you view them in the perspective of a System Administrator in strategizing and implementing within your network?

Permissions in AD
AGDLP which stands for Accounts, Global group, Domain Local groups, Permissions is a nest group strategy to help with the setup of users and groups in Active Directory. Accounts are the member of a global group that is a member of a domain local group which holds the specific permission to resources the global group is set to have access to such as files and printers. By using AGDLP nesting principles is easy to see role-specific permissions which can be easy to copy to other role groups which makes it easier to set up [19].
AGDLP refers to Microsoft’s recommended procedure for implementing role-based access control within a Windows domain. Computer and user accounts must be members of global groups that represent business roles. The global role groups are members of domain local groups which are maintained for access control and have permissions to certain resources [20].
I believe AGDLP is good for a system administrator to implement this strategy into their network as it makes it straightforward to implement users and group authorisations through being in groups in the domain local group. Also, permissions to the group which will affect all users in that group can be easily changed in Active Directory. Implementing this strategy also reduces the chances of having active AD accounts for people who have left the organisation which is a security flaw [20].
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