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Abstract

The aim of this project was to replicate the work of a novice Cloud developer in both the development process and their initial Serverless application, then test the application’s resilience against basic security attacks. This was undertaken by studying Serverless as a topic then building a representative Serverless application before researching attacks and performing them on the application as well as checking the security of its components and calculating potential losses in the event of denial of service attacks. The results showed that a denial of service attack would cost  per hour, indicating a need for an alarm system and the Lambda functions were overprivileged but the application itself was resilient to injection attacks and could not be broken into. From these results it was concluded that the null hypothesis, that a Serverless application would not be susceptible to basic security attacks even if it were not specifically secured against them, was supported by the evidence provided by this project.
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[bookmark: _Toc31263037]1. Introduction

This project will focus on ‘Function-as-a-service’ technologies (FaaS) which comprises a stateless system i.e. one that executes logic and does not carry information which persists. This is a part of a new generation of software development known as ‘Serverless’. This moniker is potentially misleading. It would be reasonable for a layperson to expect that ‘Serverless’ technology refers to applications which run without the use of servers. This is not, however, the case. Serverless applications do in fact run on servers but not local to the user, instead user-built functions are provisioned and run from servers which are managed by the service provider. The advantage of this is that the user does not need to anticipate their application’s hardware load requirements. Instead, space on Cloud-based servers is allocated based on demand which allows the user to scale up and down depending on their needs which can result in a significant saving in costs. [1]

When developing for Serverless, developers tend to use a more ‘Microservice-oriented’ approach, i.e. a large number of small modules that cooperate to produce a solution, as opposed to the ‘Monolithic approach’ where a single, highly-coupled entity is able to independently service all requests. [2] Serverless development necessarily takes place within ‘stateless’ containers, which refers to the property of all memory of the container being volatile. The containers are instantiated to meet demand and then destroyed when no longer required. As a result of this, it is not wise to assume that data persists natively between runs of a function. [3]


With Serverless, the developer writes functions which are fired by ‘triggers’, which can be defined as some form of event that can cause a Serverless function to run. Some trigger types, or ‘sources’, invoke the function directly. Other sources place the data into a queue and invoke Serverless functions at the top of the queue. This arrangement means that Cloud-based storage can be used with the same functionality as a locally-run application, since any data stored within the Lambda function itself is volatile and may not be retrievable once the function completes.

Serverless applications have been shown to offer cost and convenience benefits but as it is a new field, it is important to keep track of how to maintain the security of these systems. Many types of attack on applications are no longer a concern when using Serverless infrastructure thanks to a combination of the stateless nature of containers and the vested interest of Cloud service providers in protecting their own hardware from being broken into. This does not mean that the developer can completely ignore security. For example, for Amazon Web Services (AWS), the security of Lambda functions and Serverless applications is a shared responsibility between themselves and the developer. [4]

Security companies are starting to take notice of these vulnerabilities and offer recommendations and services to help combat them. [5] Additionally, the providers themselves are tightening their own systems to force certain levels of security on a developer as they work, such as policy documents having a default-deny functionality. [6] Serverless may have matured since the first papers on its security vulnerabilities were written and there is a possibility that the field is now resilient enough that new applications are not in significant danger.

The aim of this project is to replicate the work of a novice Cloud developer in both the development process and their initial Serverless application, then test the application’s resilience. This is in order to test the null hypothesis which is that a Serverless application will not be susceptible to basic security attacks even if it is not specifically secured against them. The alternative hypothesis is that a Serverless application will be susceptible to basic security attacks if it is not specifically secured against them.

In order to fulfil the aim of this project, the following objectives will need to be met:

· Research common properties of Serverless applications to inform the design of the test application

This is an information gathering exercise to determine the most appropriate provider and services that the Serverless application (app) should employ. This is also the chance to investigate the use cases of Serverless apps to attempt to create an application that could have a realistic function as opposed to an arbitrary selection of services tied together.

· Design and build a realistic first attempt at a Serverless application

Using the information gathered in the research section, this involves drawing up the infrastructure of the application such that it has a large enough attack surface to be open to multiple different malicious tests while remaining simple enough that a novice Serverless developer would be able to build and maintain it. This also includes implementing the design and then testing its functionality.

It is important that this application is developed without a view to either secure it beyond the levels that are enforced by the provider or render it especially vulnerable to attacks, as this would skew the results. This is a simulation of a real-world development process and should be as honest as possible.

· Research and attempt common attacks that are applicable to the Serverless system

With the application constructed, attacks can be sculpted to be relevant to the application, avoiding attempts to compromise resources that do not exist. If the application is somewhat representative of a common new app, the resulting testing framework should be of use for securing new applications. At the same time, observing which attacks are successful will be informative as to the level of mindfulness necessary when starting out in Serverless development.


[bookmark: _Toc31263038]2. Literature Review

To begin research on the topic of Serverless as a whole, a general definition is needed. To this end, an O’Reilly paper on Serverless was studied [7]. The paper discusses the basic advantages and disadvantages of Serverless as well as some possible research topics. Most of these topics are more aimed at service providers than consumers as they pertain to hardware and software environment problems which are out of the scope of this project. Examples include:
Optimising languages to make Lambdas run faster, though Lambda functions are hard to profile because they are so short-lived
Finding ways to mitigate cold starts, a classic optimisation problem for Serverless
Speeding up runtimes on functions that need packages, since they need to copy across package contents on every run. A possible solution could be a pool of packages which functions can all quickly pull from
Giving Lambdas a means with which to see cookies for web-apps. Lambdas’ statelessness is a weakness for many applications since there is no guarantee that a Lambda function that a user interacts with is the same one that they were using a few minutes ago.
Next, a number of papers on Serverless were read to get a diverse pool of information on the topic, such as Chatley et al [8]. 

This paper reinforces the stateless disadvantage of Serverless functions and it discusses the cost savings. It observes that with Serverless, developers can give users direct access to the backend as each component can be secured separately as opposed to traditional backend which carried with it an inherent risk to allow people to directly hit resources. However, the need for each component to have separate authentication can add complexity and make systems run slower.

The paper also states that the turnaround on adding new features is smaller. It defines a process known as ‘bundling’ where multiple services are fused into one service. This creates a vulnerability where a memory leak in one service could cause all the other related services to crash, causing a domino effect where all instances of the application would crash.
The paper’s focus is on two case studies of apps that were migrated over to Serverless infrastructures from more traditional setups such as monolithic (on-premises large function blocks). Both saw cost savings and obsolescence of previous boilerplate/piping code but closed down for other reasons.

The paper points out that Lambda is a good environment for updating existing features, since one can simply have both versions running at once during the handover period. This is no more expensive than having one version running because Lambdas charge by request.
In comparison to the O’Reilly book, this article agrees with the start-up of Serverless though as it is an academic paper, it places emphasis on different topics. The O’Reilly book places more emphasis on the advantages of Serverless while the paper is briefer. The book asserts that Serverless architectures can be cheaper than other methods, a statement that the paper reinforces as it is a case study on the deployment of Serverless. On the strengths and weaknesses of the platform that are covered, the two resources agree though the book goes into more detail.

With regard to more general information on Serverless, the next resource to be examined was the Martin Fowler blog post [9].

Fowler defines Functions-as-a-Service (FaaS) as “running backend code without managing your own server systems or your own long-lived applications”, the second half being the differentiator from other services like platform-as-a-service (PaaS).

He defines the function-trigger structure of Serverless. Fowler also agrees with the persistence problem and goes into detail about how some applications are warped by this lack of memory and how usage of memory caches can make the application less efficient. He points out the flexibility of language selection is an advantage of microservices in general since each component is independent of other components. 

Fowler gives a rundown of API gateways and their function. He defines them as “Backend-as-a-Service”. He mentions that there has been a growth in tooling for Serverless development recently but that more monitoring systems were required. It must be remembered that this article was written two years ago and some of its content may be out of date.

He describes the Serverless framework; one can use containerisation to gain aspects of grouping features while remaining Serverless. Services such as Kubernetes can be used for this.

Fowler lists his own advantages and disadvantages to Serverless. In comparison to the previous two texts, he provides more detail on the different forms of cost savings. He lists many factors that have already been covered previously, but also notes that the resource limits are account-wide, not application-wide, leading to possible Denials of Service in production environments. He also notes the ‘stateless’ weakness as discussed previously [8].

He mentions the convenience of ready-built services that can be used in Serverless, such as Authentication packages like Amazon Cognito. He also mentions potential for being environmentally friendly as a benefit, an approach that did not feature in the other sources.

Fowler asks whether one should have multiple parallel solutions running in tandem in case of failure. Since all sources at this point emphasise the resilience of the Serverless platform, with benefits such as Availability Zones generally protecting the developer from hardware failure, the multiple parallel solutions question would appear to be less critical. This is likely to combat the weakness of an account’s Lambda execution limit – if one Lambda is invoked too frequently, it can take out an entire account’s pool of Lambda functions, which can kill multiple environments. This can also be tempered using reserved concurrency to place a hard limit on the number of instances of the Lambda that can be running at once.

One of the weaknesses of Serverless that Fowler describes is a lack of monitoring tools with which to keep track of what your Lambdas are doing. This is a weakness that can make Resource Denial attacks more dangerous, as a developer may not realise that their software is being attacked.

At this point, scientific papers started to follow a certain pattern: of more detail being placed on using Cloud computing to accomplish a goal rather than papers on the Cloud service itself. An article that is more focused on using Serverless technology to secure RFID tags is Secure Serverless Search Protocols for RFID by Ahamed et al [10].

The article, while not particularly relevant to the area of Serverless that is pertinent to the project, is detailed in its descriptions of protocols and briefly mentions the benefits of a Serverless system being decentralised. Since this article was not found to be highly relevant, another Serverless paper, Feasibility of a Serverless Distributed File System Deployed on an Existing Set of Desktop PCs by Bolosky et al was examined [11].

This paper discusses the concept of a “distributed file system” in Serverless. Specifically, this paper looks at a file system that is not mutually trusting – this has not been seen in the project yet and is somewhat out of its scope. While the paper is interesting it more focuses on design of file storage systems and therefore does not lend much to the project – the main takeaway is that it would be difficult for an attacker to compromise a structure such as the one given owing to its decentralised nature.

Along a similar vein is Doceur et al’s work [12]. Once again, the focus of this paper is more on distributed file storage than building Serverless applications. A problem that was described, as can be seen in Bolosky et al [11] and Ahamed et al [10] is that Serverless is such a broad topic that there exists many papers that may not be relevant to a particular project. Investigating these papers suggests that a distributed file system is desirable. They also demonstrate the potential power of the platform, in that these file systems are resilient and fast.

Yan et al’s paper [13] entails building a Serverless chatbot, an existing example of which would be Amazon Alexa. The brief summary of Serverless functions correlates with previously seen descriptions. The paper gives an example of Serverless architecture and how it handles inputs – this provides valuable context for seeing how real Serverless applications work. 

The paper lists the challenges faced during development which correlates with the disadvantages of the platform from previous sources [8] [9]. They state that debugging can be difficult as no tools exist yet to help track errors. The distributed nature of a Serverless application makes it more difficult to find errors, since the section of the application that fails may not be where the error began and functions have no knowledge of each other’s implementation.

The paper also states that it can be difficult to guarantee quality of service when an application borrows elements from outside of the platform. Self-reporting must be manually built in order to get a QoS guarantee. They also echo the monitoring concerns of other sources.

The paper has a section on security. The vulnerabilities that they discuss are fairly low-level, such as compromised functions breaking out of their Docker containers and accessing unauthorised data. They state that they have three distinct, required security tokens for a user to use their chatbot – this may be a consequence of the many services involved in Serverless. The paper also warns against developers leaving accidental leaks which could be a likely point of entry.

At this point in the review, the research’s direction starts to move more towards the security aspect, as the areas of growth and demands for research in Serverless that have been found thus far are beyond the scope of a Masters’ degree. 

With security in mind, the AWS whitepaper on the topic was investigated [14].
This paper was published by Amazon as a suggestion of replacements for normal best practises in software development, since much of the implementation of Serverless applications is handled on behalf of, and hidden from, the user. The whitepaper offers its own advantages to Serverless. While these could potentially be accused of bias, since they are describing their own service, they do line up with previously observed advantages.

An important discovery from this whitepaper is the “Shared Responsibility Model”, which states that the security of a Serverless application is handled both by the service provider and the developer. The model specifies which elements of an application are maintained by the platform or the user. This model influences the research’s direction, since AWS-responsible entities are by their nature secure – hunting for exploits in anything that they manage would be more appropriate for white hat hackers. However, the model indicates which entities the developer is responsible for. These elements, such as authentication, customer data and data encryption are areas that could contain errors, courtesy of developer error.

The whitepaper also details the structure of the runtime environment of Lambda functions, detailing how Amazon attempts to create isolation between functions (to prevent data leak). It states that functions run on execution environments, hosted on microVMs which are managed by a Lambda worker, a type of EC2 instance. It specifies that two execution environments can run on the same microVM, but microVMs are never shared between accounts. Even so, this may allow leakage between functions on the same account, a potential method to exacerbate a security breach though not a weakness in itself.

The whitepaper also mentions the state of Lambda functions, echoing previous sources that while an environment can be reused, there is no guarantee that it will be. Each execution environment includes a writeable file system at /tmp, though the contents of this file are lost with the environment. Lambda does not scrub this memory between subsequent invocations on the same environment for the same function, meaning there is a degree of persistence.

The paper shows how invocations are handled, giving which additional services are called without the customer’s knowledge to facilitate function calls. It lists possible runtimes, including the ability to designate custom runtimes which then must be maintained manually.

Lambda functions are monitored by CloudWatch and can be mapped to alarms. This seems at odds with previous articles giving a need for more monitoring – this may be that CloudWatch lacks desirable features or responsiveness, it is certainly true that this paper was written after the previously discussed articles. CloudTrail can be used for auditing, a feature which could potentially help protect a developer from their own programming errors.

After being shown the features that AWS handles security for, the next document to examine was one produced by a private security company called PureSec listing their top ten vulnerabilities in Serverless [15].

This paper also features a copy of the shared responsibility model, reinforcing what the AWS whitepaper had stated. It lists security disadvantages of the Serverless platform that were not covered in different sources, such as the increased attack surface owing to Serverless apps’ distributed nature as well as the complexity of said attack surface. The paper states that Serverless applications are more difficult to perform security tests on owing to their increased complexity. The paper also describes another problem: lack of access to the physical operating system that the application is running in results in the developer not being able to set up their own firewalls, endpoint protection etc.

The paper’s top ten weaknesses will be briefly summarised here.

The first is Function Event-Data Injection or code injection, defined in the paper as “when untrusted input is passed directly to an interpreter and eventually gets executed or evaluated” [15]p6. By default, an input is inserted into a function’s code as it runs. This allows a user to strategically structure an input to run commands instead, potentially allowing access to anything in the system.

The second is broken authentication, where structural resources can be accessed directly and unintentionally, bypassing gateways and login requirements. Functions can also be triggered in unintended ways to produce malicious effects.

The third is insecure Serverless deployment configuration. This is where, to accommodate for the stateless nature of Serverless functions, a Cloud repository is used to retain state which is then broken into.

The fourth is over-privileged function permissions and roles. Entities in AWS have a role-policy model where they are given access to which resources they can affect. The risk with this model is that a function is given more privileges than it needs to operate. While an overprivileged function itself is not a vulnerability, a compromised one immediately compromises anything that that function had privileges to access, potentially opening up an entire account.

The fifth is inadequate function monitoring and logging, echoing many sources up to this point. Real-time logs are needed to be able to identify if an attacker is scanning a system for vulnerabilities. Audit trails are also needed to track down vulnerabilities before they are exploited.

The sixth is insecure 3rd party dependencies, where languages such as ode.js, Java and Python have weaknesses that can be exploited by a Serverless function that consumes them.

The seventh is insecure application secrets storage. Any application will require more and more secrets to authenticate its components as it grows and Serverless applications are no exception. Care must then be taken to store these secrets securely. If held as plain text, they can be leaked. 

The eighth is a fairly unavoidable vulnerability, Denial of Service attacks, though in Serverless they have an extra dimension. If a resource has a default limit on the number of instances it can provision, memory it can allocate or similar, hitting that resource with an untenable number of requests will cause latency issues with extreme cases resulting in a failure of functionality of the resource.

As Serverless functions charge per invocation, an attack can also overtax an application for a long time period, resulting in a heavy bill for the owner. Applications with a higher memory limit are more susceptible to these attacks, which are known as financial resource exhaustion or denial of wallet attacks.

The ninth is manipulating application flow, as Serverless applications have more accessible components, they contain many small services. An attacker can call a function out of order, potentially causing authentication to be “missed”.

The tenth is related to debugging. The difficulties of tracking errors in functions in code that is running externally, on machines that the developer cannot access, can lead developers to enable verbose error messages. If this is left on when the application goes live, the verbose stack traces can be used to glean information about the internal structure of the application.

It is notable that of PureSec’s ten security vulnerabilities, seven of them are due to configuration decisions made by the developer. After this article, more threats to Serverless applications were searched for to provide a balanced opinion which resulted in studying Protego’s quick security guide. [16]

The article ranks threats differently from the previous paper, though they share many of the same concerns. It also gives names to some of the attack types, such as “poisoning the well” referring to gaining access to a system via its third-party dependencies to work around the persistence problem. This article took reference from the OWASP top ten security vulnerabilities whitepaper [17] which was examined next.
The 2017 OWASP security report is an in-depth review of attack surfaces that many other articles may have been based on. With that in mind, there is some overlap, though some weaknesses are new. In fact, Protego sponsored the report. The ones that differ from already covered weaknesses, or build upon them, will be focused on first.

Weakness three, insecure Serverless deployment configuration, is more generally sensitive data exposure. This accounts for Cloud repositories being broken into to capture secrets and access the system, but also the leaking of secrets on public repositories. OWASP further add that writing data to the /tmp directory can result in leakage if the assumption is that the container will be shut down.

A new, fourth weakness is XML External Entities. A potential vulnerability in any XML processor, it allows environment items and function code to be leaked. It is a minor weakness, however, as it cannot break out of a closed environment like a VPC. In addition, XXE attacks can be planned for, so long as the developer makes sure their XML is safe.

A number of weaknesses are collated into a Security Misconfiguration weakness. This includes the dangers of low concurrency limit functions allowing denial of service attacks as well as long timeouts giving attackers more time to use their exploits or simply making them last longer.

A new weakness is Cross-Site Scripting. As these hit browsers, the vulnerability remains despite the very different architecture, though the stateless nature of Serverless means that it is less likely that there are any session cookies to steal. Privacy-related attacks are just as dangerous, however.

Insecure deserialization is a weakness related to JSON where certain methods of deserialising the data can result in malicious payloads being used to gain access to the environment, potentially sending the authentication credentials to the attacker.

The term “poisoning the well” used by Protego seems to have been used in the ninth weakness, using components with known vulnerabilities. This has been mentioned before but bears repeating as it has featured in a lot of other weaknesses here. The “poisoning” in particular refers to contaminating a new version before it releases, then waiting to exploit a vulnerability that they placed there. Dependency management is therefore important.

The other points identified by OWASP echo those in the PureSec paper, though this lends to their authenticity as real threats. It contains examples of attacks as well which could be invaluable for recreating some of them, since they can be as simple as a Java payload and an HTTP request.

The next step was to investigate what services that the dummy system should have in order to represent a common Serverless application. Norris’s The 7 Most Popular AWS APIs provides some insight on this [18].

The most popular is EC2 (Elastic Compute Cloud), a Cloud computing service that is similar to virtual machines. With EC2 a user can spin up instances which operate as independent machines and can run anything that is required. They currently support a REST or Query API. It is unsurprising to see that EC2 would be so high, as its nature as a virtual machine-like environment leads to it forming the backbone of databases and complicated logic beyond the scope of a Lambda function.

Next is the S3 (Simple Storage Service) API. This is the “bucket storage” service that AWS offers, that can store an unlimited number of files and can be wired to talk to an application’s other components, making it useful for capturing logs or any other output. It uses a Rest API. Generally, requests made to the S3 API will be authenticated, either via credentials in AWSCLI or with a signature generated by other components.

Third is the RDS (Relational Database Service) API. This is the database service that AWS offers. It features convenience such as triggering snapshots from the CLI, but as it is a Cloud-based database service it is asynchronous, meaning that one would need to check whether a command has executed. Fourth is the DynamoDB API. This is the NoSQL service that AWS offers, so a project will probably not need both, but likely one of these APIs. It uses a low-level API that both accepts and transmits JSON, though that is not how its data is stored.

Fifth is the KMS (Key Management Service) API. This is the AWS-provided store for encryption keys, a valuable tool for protecting one’s Serverless application. KMS supports CloudTrail, allowing a user to track what API calls are made to it which could be very useful for spotting attackers, judging by previous sources. KMS requests require a signature due to their potential vulnerability. 

Sixth is the SQS (Simple Query Service) API. This is a service that sends messages to given recipients when a trigger is met, which can be handy for controlling application flow by feeding data from one function to another. SQS supports the Query API and accepts GET and POST.

Seventh is the SNS (Simple Notification Service) API. As opposed to SQS which sends short messages, SNS sends notifications to subscribers via different channels, such as email or mobile. It has its own API due to this functionality and CloudTrail is compatible with it, allowing recording of API calls.

The services here group into four categories. EC2 serves as a computational component. S3, RDS and Dynamo are all forms of storage, though S3 is very different in usage. SNS and SQS are used for logic flow and outputs, effectively to attach components together while KMS provides extra security. This implies that a representative system could be relatively simple.

Next came the research into Serverless development itself, starting with an introductory tutorial [19].

This tutorial was a useful introduction to Serverless applications if the developer had a strong grounding in CloudFormation. Other tutorials exist that operate via the user interface which could be friendlier for someone unused to development. Ideally, a Serverless developer should learn a templating language at some point to allow for more application security. This tutorial also gives an introduction to policy documents which are an important part of AWS Serverless applications, since AWS has a default-deny policy.

There was a need to choose a Serverless development framework during implementation. Knape’s Comparing AWS SAM with the Serverless Framework [20] was examined to help inform this decision. The article provides an example Serverless application and implements it using both the Serverless Framework and AWS SAM. It then compares the resulting templates and the steps used to deploy them. The application is complex enough in scope to necessitate multiple different permission types to allow functionality.

The article finds that both frameworks have much in common with their syntax. SAM has a unique benefit that it can extend IAM permissions per function owing to its nature of being an extension of CloudFormation, AWS’s provider-specific Cloud provisioning framework, while Serverless Framework needs to create a new role for each function that has different permission requirements. Conversely, SAM requires that a bucket be created first for its code to be stored between packaging and running, plus it has two distinct commands that need to be run to Serverless Framework’s one. The Serverless Framework also gives much more information on CLI calls while SAM does not. 

The implementation featured exploratory research to guide the construction of the database connection. This led to Amazon’s official documentation on database connectivity [21]. This is an example of the useful documentation available to Cloud developers in AWS, though sample templates can be somewhat vague in the actual impact of the example stacks.

Another source used by the project to develop the test application is from a blog written by Nick Van Hoof [22]. When compared to the AWS documentation, full tutorials such as this one can be more informative though there is no guarantee that such a tutorial will be programmatic or use the interface instead. A combination of tutorials and documentation can be useful during development.

During research into common attacks on Serverless applications, a series of blogs by Protego was found [23]. This security company is lent authority on the subject due to it being the sponsor of the Serverless OWASP whitepaper. This particular entry details the potentially ruinous impact of event injection on a Serverless application in a novel way, via a collaboration hub, Slack. The rest of the series was also used as a source for planning the attacks.

The second blog [24] details the impact and implementation of a Broken Authentication attack by accessing an s3 bucket to bypass authentication and alter application flow. This is an attack that could not be tested in the project’s application though it is certainly an interesting attack vector for future work. The third [25] provides insight as to the internal state of the container that runs a Serverless function. This allows for more impactful injection attacks as the security token can be stolen to grant the attacker access to that application’s permissions. The function’s code itself can also be stolen; this can inform further attacks on the system.

The fourth blog [26] pertains to XML external entity attacks which was not relevant to this project owing to there being no XML used anywhere in the system, though the article was still read for a more complete coverage of Serverless vulnerabilities. The fifth [27] discusses the dangers of overprivileged functions and roles which can be used to potentially escalate the damage dealt by an attack. It emphasises the importance of the least-privilege principle which is a vulnerability that is specific to role-based access controls (RBAC) and is common for Cloud applications. The sixth [28] refers to Denial of Service attacks and request throttling, important concepts when dealing with Serverless security especially as an independent Cloud developer. 

A valuable construct to use while studying security of Serverless applications is a deliberately vulnerable application. This can inform a user as to what kinds of attack exist and the consequences of being unprepared for them with a hands-on approach. The OWASP vulnerable application is known as ServerlessGOAT. The section of this which is relevant to this project is the lessons sheet that is featured in the GOAT’s repository [29]. These attacks are used to demonstrate a weakness in the GOAT but also detail a process that an attacker could follow in order to probe for weaknesses before launching attacks.

A possible avenue of attack is compromising the database layer by entering malicious commands via the API gateway. This application does not use SQL, the more well-known form of injection attacks but MongoDB and Amazon’s proprietary version, DynamoDB are still susceptible to injection attacks [30] [31]. 

The scope of these attacks is more limited than an SQL injection, which can potentially execute other database commands by nesting them within a query while a DynamoDB injection can only alter the scope of a command using comparison operators. Still, such an attack could be useful for accessing records unintentionally or even altering them depending on the design of the application.

When discussing Lambda and potential costs it is logical to be aware of how costs are calculated [32]. For AWS Lambda, Amazon provides a cost calculator for a monthly request count and compute time total. However, this calculation takes into account the free tier which makes it unsuitable for determining price gradients, or financial damage per unit time.
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One system that could be built is an image processing service. A user authenticates via an API gateway and uploads an image, which is then sent to a bucket. This triggers a Lambda to pick up the image and add a watermark from a second watermark repository bucket. The image is then returned to the user or left in a third bucket for them to collect. A record of the image file name and transaction time is inserted into a Dynamo NoSQL database.
This system has the application flow required to test many of the vulnerabilities covered in the OWASP paper. A potential issue with this system is that developing a watermarking function could become time consuming. This, ultimately, is not the purpose of the project so significant time spent on image processing is not useful.

A second system could be a booking system. A user authenticates as before then requests a booking time slot. A Lambda checks the database to see if that slot is taken then adds their booking to the database and stores the transaction. This system is very simple as it is effectively processing JSON and HTTP requests. There is a concern that it may be too simple, however. The system effectively only processing one item at a time could unintentionally secure it against certain attacks.

A third system could be a shopping cart. A user can authenticate with an API gateway that can then handle their session. The user can select some dummy options from an irregularly updated list as their purchases to add to their cart – this would need to be stored, possibly in a database as the Lambdas themselves are stateless. This model has the option of spoofing payment authorisation.

This system has the advantage of using a data structure to circumvent the stateless nature of Serverless and attacking that structure could be beneficial. However, it adds extra complexity in the form of possible session management problems with the gateway.

A fourth option could be some kind of fake betting network. This would be similar to the booking system except the user would require constant updates as to the current active bets – the website frontend would need to be making repeated requests to the API gateway to keep updating itself. This would also necessitate rapid authentication for payments (or spoofing of such).

This model would have the benefits of scalability as the nature of the application is that it is under heavy load. This make it more suitable for testing Denial of Service attacks and concurrency limits. Such a system would be outside the scope of this project but could be a useful means to investigate the damage that Denial of Service attacks can do. 

From the options listed above, the shopping cart was selected for its dependence on additional storage. Covering the topic in more detail, the experiment was defined as successfully inducing unintended behaviour in the test system via specific methods. The test system’s intended behaviour was fully stated and unintended behaviour defined as any action that did not follow this intended path. 

This project took elements of feature-driven development for its software development methodology. The requirement to split a task up into distinct features, then work to complete each feature was a natural complement for a project with an inextensible deadline. Additionally, the distributed nature of features was a good fit for Serverless applications that consisted of many discrete components and were naturally extensible. 
The development methodology was also needed to guide the creation of the attacks which were readily extensible since they simply acted upon the test system. With this in mind, the feature definition phase was useful for preparing the attacks ahead of time and allowing delivery of completed attacks and analysis even when the project did not fully complete.

The project also used elements of Kanban to assist project management. Given that the planned strategy was to handle small units of work to complete incremental features, a Kanban board was an appropriate way to track progress on each section and prevent multiple features from being half-finished.
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To explore the requirements of the system, the MOSCOW method [33] was used. 

“Must have” requirements:
1.1 The project must produce a simple shopping cart system using AWS as the service provider.
1.2 It must have an API gateway that serves HTTP requests and triggers Lambdas.
1.3 It must use Lambda functions to service requests and compose responses.
1.4 It must use DynamoDB to persist data where required.
1.5 The project must produce at least one attack to use on the system.
1.6 The project must create an isolated environment in which to perform the attacks.
1.7 The project must report on the attack and detail defence against it.

 “Should have” requirements:
2.1 The system should have a webpage front end which will create HTTP requests.
2.2 It should use an S3 bucket for logging.
2.3 The project should create a code injection attack by creating a payload that, when run by a processing Lambda, will hijack it and induce unintended behaviour.
2.4 The project should create an unintentional application design attack by attempting to directly access the logging bucket and overload it.
2.5 The project should create an attack which directly accesses the DynamoDB instances in an attempt to maliciously access the persisted data.

“Could have” requirements:
3.1 The project could employ Amazon Cognito for additional security and incorporate an authentication system.
3.2 The project could use another exploit that grants access to the user’s AWS account, like compromised authentication, to provision additional resources.
3.3 The system could use an insecure JSON deserialization library, then create an attack that exploits said library.
3.4 The system could store each full transaction in a second DynamoDB instance.

“Will not” requirements:
4.1 The project will not examine vendors other than AWS for building the system and attacking it.
4.2 The project will not use EC2 or other forms of virtual machine to construct the dummy system except where other services, such as Dynamo, provision them in order to perform their functions.
4.3 The project will not perform any Denial of Service or Financial Resource Exhaustion Attacks.

To discuss some of these requirements, requirement 4.1 is due to the sponsor of this project being tied to using AWS as their vendor. This leads the project to focus on AWS as it will produce more applicable results for the sponsor.

4.2 is required to ensure that the resulting application is Serverless. An application can be built and maintained using EC2 instances, but such an app would be more similar to a traditional Cloud-hosted system which is outside the scope of this project.

4.3 is due to the drawbacks of such an attack. A developer must warn AWS before making a DoS attack to prevent them from shutting down the instances that are being targeted. Additionally, a DoS attack made against a system with a high concurrency limit will become a Financial Resource Exhaustion attack and this project does not have sufficient resources to be expending them on such a demonstration.
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In this section, features were designed as per Feature-Driven Development (FDD) [34]. These were organised in priority order with reference to the requirements list.

· Create an isolated test environment VPC 
· Set up the request behaviour of the API gateway
· Construct the Lambda function that outputs choices to be stored
· Construct the Lambda function that will empty the basket
· Build the DynamoDB instance for storing choices
· Create and perform a “Hello world” payload to inject into the system
· Create the webpage frame to contain buttons
· Create the “Add to cart” button
· Create a “Checkout” button to purge the contents of the basket
· Modify the bucket emptying Lambda to also write a text file on the contents of the basket and send it to a logging bucket
· Create the logging bucket
· Create and perform an attack to directly access the bucket and overfill it
· Create and perform an attack to directly access the Dynamo basket and place a custom record there
· Create and set up an Amazon Cognito identity
· Access the system using ‘leaked’ credentials to provision an EC2 instance

A diagram of the MVP system:
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A more advanced design:
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The first development cycle was to construct an insulating VPC to force an authorisation requirement to access the dummy system. The intent was to protect the application from more serious digital threats while it was being tested as the weaknesses born of its simplicity would make it just as vulnerable to attacks from crawlers as from investigative attacks. 

Research into options for internal VPCs via CloudFormation led to building a full suite of components for an EC2 application such as load balancers, security groups as well as link resources to connect the false API gateway. The CloudFormation was never completed owing to the complications of other attempted features being incompatible with the application so the feature was removed. Instead, the application was only activated to run a test before shutting it down again. 

The second cycle was to construct the API gateway and map a simple Hello World Lambda to an endpoint to test its functionality following a tutorial online [19]. Initial development used CloudFormation to provision the gateway, which was successful. Adding the Lambda function, however, was clumsy with the code of the Lambda being entered directly into the template via an overloaded intrinsic Join function. 

The CloudFormation template was tested by launching it and manually checking the application’s behaviour using AWS’s user interface. While primitive, this method was the simplest means of testing as the template contained several intrinsic functions that would need to run on deployment that were necessary for functionality. This could be a high-risk strategy as the previously untested system was made to be accessible on a public endpoint while it was still vulnerable. It is not advisable to do this for a conventional Serverless application but as this application was already built to showcase the dangers of Serverless security, attacks made on it are intended behaviour. 

The end product of the second cycle was a Hello World application that would not run from CloudFormation alone due to difficulties in sending from the API gateway to the Lambda function. Manually entering the gateway settings via the UI and setting the destination to the target Lambda resulted in intended behaviour however due to the nature of this project, the testing app needed to be rapidly deployable and destroyable to aid in restarts upon successful attacks. The third cycle was therefore to repeat the previous example except using a framework to manage all the connections automatically and avoid the gateway problems.

At this point, a decision had to be made as to which framework would be used, aided by the blog https://sanderknape.com [20]. The Serverless Framework has the advantage of being platform agnostic while AWS SAM is an extension of CloudFormation and therefore inherits all conveniences of that development tool. SAM was chosen for this project as it would allow all intrinsic functions to be retained as well as obviating the need to create roles and permissions to allow each component to interact with each other. The drawback listed in the blog, that AWS SAM’s invocations are more awkward and multi-line were taken into account and some one-line scripts were written to make the commands faster to execute.
The selection of a framework immediately made a Hello World example trivial as SAM has a prebuilt example which can be downloaded. After reading through the logic of this example, cycle three began with the intent to build a database connection.

Development of the DynamoDB connection was hindered by initially following an incorrect path. Amazon’s website features some helpful templates for SAM that can be used to build certain objects, but the documentation can be somewhat sparse. Work was done to build a DynamoDB stream connection to a Lambda for a full cycle as in Amazon’s official documentation [21] before it became apparent that said connection was designed to trigger a Lambda whenever a change was made to the table, not to write to a table when triggered by an external entity. Care must be taken that a function performs the task that is desired as multiple functions can appear similar on the surface.

Cycle four had the same goal but via a different tutorial, written with the UI in mind but that could be converted to SAM. When following tutorials for Serverless development, it may be necessary to alter previous examples when converting to a different format as some solutions become easier than others. For example, during this cycle the tutorial [22] recommended altering the API gateway’s behaviour to grant the Lambda its variables which in SAM prevents access to the implicit API feature. One can instead rewrite the Lambda to accept the variables as per Lambda passthrough behaviour.
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The final application that was tested contains features 1-6 and has the following structure;
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After building the application, the most common vulnerabilities were tested against it. Some vulnerabilities were not compatible with this version of the service which will be mentioned here when relevant.
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If an attacker were to come across the endpoint for this simple erverless app, they would not immediately know what it was running on. Leaving settings as default can give away various properties of the app, however. For example, following the cheat sheet of the OWASP Serverless-GOAT, the endpoint of this app is “https://3e7s6z73fd.execute-api.eu-west-1.amazonaws.com/Stage/” (at time of writing) due to it running on the default API gateway URL, identifiable by its format of “https://{string}.execute-api.{region}.amazonaws.com/{stage}/”. Furthermore, if the app is hit with an intended request, x-Amzn custom headers can be seen in the response. This indicates that the app is running on API gateway and could be a Cloud application running on EC2 or a Serverless application. An attacker that recognises this can sculpt their attacks around attacking Cloud services.

Further information gathering can be performed by obtaining stack traces unless they have already been suppressed. Code location, runtime environment and more can be learned from an error being returned to the attacker. The illustration below shows this test being attempted on the dummy app:
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An empty body returns no data. This is due to the Lambda being constructed to successfully run a write operation with default values in the event of a null request. Even with a failing query, as is shown below:
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The stack traces still exist and are present in the logs but they are not forwarded to the user, preventing them from learning any more about the target.
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This can be the most valuable attack. If a user’s input parameter is not adequately secured or sanitised then a malicious user can insert code to be run into it. This can allow access to the container upon which the Lambda function is running which can yield a number of benefits. 

One can acquire the environment variables of the container which will contain the AWS security token then store the token in their own terminal to perform any action that the Lambda function was authorised for using the AWS CLI. This can have various effects depending on how privileged the Lambda function is, with worst case scenarios allowing arbitrary account takeover.

The function code and any other files that were uploaded with the Lambda will be available from the container. The exact location differs between provider and language. For this project, the code should appear in the home directory (./). Stealing the code for a function can allow for learning more specific exploits and guided attacks.

If an attacker has OS access and has stolen the function code, that allows them to start potentially rewriting the service that they are attacking. This can be done from any input method  – an example on Protego’s blog involves compromising a Slack chatbot via Slack [23]. 

Using the Serverless-GOAT cheat sheet as a guide, OS injection was attempted with a sleep attack:

[image: ]Had the attack been successful, some kind of garbled response or internal server error would have been expected due to the function failing.

Altering one of the strings to be stored in the DB command simply results in storing that attack in the database as can be seen from the resulting record:
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Next, one should attempt placing the command after the JSON record, in the hopes that it will be executed while the JSON is being parsed:
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Had the attack been successful, some kind of garbled response or internal server error would have been expected due to the function failing.

This result has promise but it was returned immediately, not what would be expected from a sleep command. AWS SAM automatically attaches its Lambda functions to CloudWatch logs, so checking the logs for the function to track the reason for the error and presenting the log result below:
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We can see that the malicious OS command never ran, the parsing function instead failing to read the input as it was not presented in JSON. Sure enough, if a cat command is now attempted, as shown below
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The same problem kills the function and in such a way that the attacker is not given any useful information.

There is another function that can be attacked, the selection function, which is shown below:

[image: ]
This collapses in the same way as the post function.
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Injection attacks are well-known in SQL-based database solutions, where an unsanitised request can access and manipulate records in any way that the user chooses, with some finesse in building the request. NoSQL databases are harder to compromise in the same way but there are minor breaches that one can perform using MongoDB commands.

An example of a MongoDB Injection attack is where a user is querying for a specific record, but instead asks for the string “{ “$gte”: “” }”, as in this blog post [31]. This is the “greater than or equal to” function, which will return all records with value higher than the parameter. When querying strings this will return all string values with more characters than “”, i.e. all of them. 

While such an attack would not be useful against the dummy app as it has an endpoint that serves a scan of the database already, demonstrating its effectiveness would imply a potential security breach in similar applications that decided not to expose all of their records.

Attempting to inject into the select endpoint produces the following result:
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The query has run successfully but it has not returned any records. Checking the logs to see the impact gives the following:
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This log shows that the payload has successfully entered the Lambda. Looking at the get function itself:
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The get request is handled by the documentClient class supplied by AWS for use with DynamoDB. Using Amazon’s documentation [35], it appears that the marshalling of the input data before forwarding it to Dynamo may have sanitised the attack, leading the get function to search for an author with the same name as the payload. 
Attempting a similar attack but with syntax more closely resembling a second source [30] gives the following:
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Without access to code injection it becomes extremely difficult to break into the app. Consequently, there are vulnerabilities which require access to be gained via other means that cannot be examined since the application itself has been, so far, secure.
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One of the most dangerous entities for an attacker to obtain from a Serverless app is the AWS security token. This allows the attacker to assume the role of the function and in doing so, gain access to everything that the function has access to. This creates an additional security concern in Serverless apps of ensuring that your functions can only perform the actions that they strictly need to in order to run. 

To examine this application’s susceptibility to access control vulnerability, the get function’s policies are composed of a pre-packaged inline policy that allows DynamoDB connectivity and a basic execution role that allows the function to write to CloudWatch. The former is listed below;
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This shows that the get function is, in fact, overprivileged – the only dynamodb action that the Lambda makes is GetItem via the documentClient’s get() function. However, the vulnerability is limited in scope. The function only has permissions to perform operations on the table linked to the application. This means that an attacker could take over the database entirely by compromising the get function, but they cannot access other resources on the account, preventing total account takeover. The post and scanning functions have the same IAM role.

[bookmark: _Toc31263049]5.5 Denial of Service attacks

It has already been defined that DoS was never an intended attack to perform as part of this project due to impractical costs. However, the impact of a DoS attack can be predicted based on the concurrency limits of the Lambda and whether the API gateway throttles inputs. 

Looking at the settings on the gateway;
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The theoretical cost of a financial resource exhaustion attack against one Lambda function can be calculated using Amazon’s pricing model for Lambda [32] as

,                                                  (1)
where  is the cost per request,  the average invocation time in seconds,  is the cost per second of compute time for the Lambda’s memory allocation bracket,  is the concurrency limit of the function and  is the duration of the attack in seconds. This does not take into account the costs incurred by any other service that the Lambdas connect to. Furthermore, the first run of any Lambda function will take extra time and cost extra due to the cold start problem – this invocation should be exempt from average calculations to avoid skewing the results.

As an example, this project’s functions were invoked ten times each to find an average value for , coming to values of ,  and . Without configuration, Lambdas use the default account concurrency limit for the region of 1000. This means that if multiple endpoints were to be attacked, they would all throttle each other so the most expensive function will be the optimal attack vector for maximum cost. Using the AWS values of  and , the incurred costs for an hour of attacks on each endpoint are ,  and .

This calculation does not account for Amazon’s free tier which provides the first one million requests and four hundred thousand GB-seconds of compute time for free, or $0.20 worth of requests and $6.67 of compute time. The effect of the free tier will be a delay before actual financial damage is done. It also slightly overestimates as the formula assumes that the DoS attack will result in 100% uptime on every instance of the function which is unrealistic. There will exist a release and acquisition time that has not been taken into account.

The impact of an hour of financial resource exhaustion attacks is fairly minor with the default Lambda concurrency limit. The weakness of the current system is that there is no indication that a DoS attack is being attempted unless the developer happens to be tracking the logs at the time. CloudWatch alarms would be needed to alert the developer to the attack so that they can shut down or throttle the requests as this attack could be persisted indefinitely, causing nontrivial damage to a personal account. Service providers also offer countermeasures for DoS such as Amazon’s AWS WAF and Shield.

XXE attacks were not attempted due to the application not featuring any way of inputting XML. Even so, Protego’s OWASP Serverless Top 10: XML  [26] claims that most SDKs have a default XML parser that is already secured, requiring the developer to tweak it before XXE attacks are possible. Even so, a successful attack can allow theft of the source code which can inform attacks as covered above.
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With the results obtained from this experiment, an answer to the hypothesis can be given. To explore the degree to which the aim has been met, each objective will be examined and discussed.

Objective 1: Research common properties of Serverless applications to inform the design of the test application

The research into Serverless applications was successful and gave a sufficiently comprehensive understanding of the field to be able to design an application using it. Researching some of the background applications helped with seeing where applications could be weak, though none of that information could be used during development of the application to guard against bias.

Objective 2: Design and build a realistic first Serverless application

As a novice Cloud engineer, the author was part of this experiment which lends some authenticity to this goal. The literature review perhaps lent more experience than a novice should have had going into their first deployment, however the techniques and procedures behind launching and maintaining a Serverless application were all new.

Working with the problems of Serverless development without a framework to guide it was informative. Having to handle permissions personally could have resulted in more holes in the application’s security, if it could be made to run without post-deployment tweaking. Even so, there were multiple features that have been added, such as local invocation which can offer additional operational security.

The application runs and appears stable. Its endpoints have all been tested and it successfully persists data posted to it which implies that this objective was met.

Objective 3: Research and attempt common attacks that are applicable to the Serverless system

When building a simple application, naturally this will result in the attack surface becoming smaller. This means that some attack types cannot be used, so there was always going to be potential for missed tests for this objective. The mitigating factor is that since the application contains common components, the attacks that can hit it should also be common. This was largely true. 

There is one vulnerability that could not be tested which would be commonly used against basic apps which is related to there being an S3 bucket in the application. This will be discussed further in the conclusion.

Aside from this drawback, the vulnerability suite covered the most egregious attacks that were discovered in the research section. Injection in particular is a vulnerability that can be more dangerous in Serverless than in traditional applications, with a poorly secured security token granting total access to a Cloud account.

The null hypothesis of this project was that a Serverless application will not be susceptible to basic security attacks if it is not specifically secured against them. The evidence that this project supplies seems to indicate that this is mostly true. The application was not secured against attacks as it was specifically made in a naïve manner, to ignore specific loopholes while also not deliberately opening itself up to them. Regardless, none of the attacks could successfully damage or steal the application’s resources and a simulated Resource Exhaustion attack inflicted minimal damage except in long term exposure scenarios.
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In this project, an experiment on a new Cloud developer’s early application and the fragility of said application was completed. The introduction covered the basics of Serverless and Cloud Engineering, discussing key concepts such as the function-trigger structure of Serverless infrastructure and a potential view that developers may consider Serverless applications to be unbreakable, due to the stateless nature of their functions.

The aim was defined as testing the hypothesis a Serverless application will be susceptible to basic security attacks if it is not specifically secured against them. The objectives were then defined as research common properties of Serverless applications to inform the design of the test application, design and build a realistic first Serverless application and research and attempt common attacks that are applicable to the Serverless system.

In the literature review, research was done to investigate Serverless first as a generic topic to gain a grounding in the subject and understand some of the basic trade-offs of the service and known industry requirements and problems. This was also to meet the first objective of the project. The background covered examples of Serverless technology being used for advanced purposes such as chatbots and distributed file systems before focusing on security aspects of Serverless. A perusal of AWS’s Lambda security whitepaper gave the Shared Responsibility model which showed the areas where the developer was expected to proof their application against attackers. Further research led to the OWASP top ten Serverless vulnerability whitepaper. This reference provided information as to which attack surfaces were likely to exist for the planning section and a web article gave which services the application should use.

The methodology section compared multiple options of example Serverless applications to build that would have enough depth to be attacked by various different paths. The shopping cart application was selected for its mixture of diverse features and simplicity. During implementation, various blockers were encountered and bypassed by adopting a framework and following various tutorials. Development of the application met the second objective of the project.

Once the application was built, various attacks were then attempted, inspired by blogs and cheat sheets on the topic. This was to meet the third objective of the project. The app proved to be too resilient to break into, but its policies were overprivileged and it may have been susceptible to Denial of Service and Financial Resource Exhaustion attacks, if they had been within the scope of the project. As a result of this testing, the conclusion was reached that the null hypothesis had been proven with moderate certainty. 
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A common attack type which was missed is known as broken authentication. This involves a connection being made to components that are not intended for users to directly access. [24] This application was too simple to trial this attack as its components are the API gateway and the DynamoDB database which lacks an endpoint. S3 buckets, however, can have an active endpoint which could potentially allow an attacker to bypass authentication and damage the application. A useful addition to the app would be an S3 bucket that held files and a Lambda to store links in a DynamoDB database. This would allow for sharing files and inserting links to the files in the database and would also increase the attack plane.

Beyond this, using myself as a part of this experiment gives a limited sample size as well as a conflict of bias. An experiment should be conducted such that the author is removed from it. Consequently, a larger sample size of prospective engineers, potentially in sync with an apprenticeship program, would be a good way to more scientifically collect data on the durability of new Serverless applications.

This experiment was only able to test the basic vulnerabilities of a novice Serverless application. A more experienced tester would be better suited to constructing a rigorous testing framework that can fully explore known vulnerabilities of applications. The tests that were run during this experiment were unable to break into the system so it would be useful to know the statistical spread behind how many apps fail against specific attacks.

Due to previously defined constraints this project only focussed on one provider, AWS. This adds a level of uncertainty to the hypothesis answer as other platforms such as Google Functions and Microsoft Azure were left untested. The experiment could be repeated with a wider spread of services used to test whether certain attacks are more likely to be a concern to new developers than others, depending which provider was selected. 

[bookmark: _Toc31263053]6.2 Reflection

Personally, I am mostly happy with the direction that the project has taken. While there were certainly issues with timings, overall, I found the project to be an opportunity for growth.

The project’s focus on emulating a beginner’s learning experience in adopting Serverless technologies meant that I spent a lot of time learning how to build and deploy Serverless applications. I am now in a position where I could build or maintain other AWS Serverless apps with minimal training time which is a boon considering the current move in computer science towards Cloud technology.

It would have helped to focus entirely on this project for its entire duration, but there would be no way of knowing what impact that would have had on my position at work. The balance I struck of learning my company’s systems and my own project was an acceptable one. It is a shame that I couldn’t get S3 buckets integrated into the app. 

Had I known now what I knew before about Serverless technology I could have put more time into PEN testing tools. There exist many scripts that one can run on an endpoint to perform many attacks and output a document report on vulnerability. I was hesitant to use these tools without understanding them, since there is not much scientific value in blindly employing testing tools but spending time to acquire one of these tools then learn the functionality behind each attack could make for an informative section.

I was not expecting the libraries that I was using to automatically sanitise against injection attacks, which in hindsight was a mistake. It seems that the easiest way to break an app is to have the developer use exec() on unsanitised inputs but I felt like this was not something that most developers would do, since exec() is known to be powerful (this could be an overestimate on my part and the suggestion of running this experiment with many novice Cloud developers could reveal some poor practises).

Additionally, the DynamoDB injection attack should have worked going by what the source suggested but my attempt failed. This is probably due to the required setup of using the scan() function and filtering over it as opposed to using the get() function to collect one item. I could not develop a feature with the express intention of breaking into it, meaning I could not use the exact method as presented in the article, meaning I accidentally missed the injection attack.
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