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Following this order ensures that the domain exists before DNS, DNS before DHCP, VPN before DHCP. Nothing therefore will fail for lack of dependencies 
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1.1 PRAS Installed:
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1.1 Firewall allowing ICMP traffic
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1.2 CServer VPN Connected
[image: ]
1.2 Connection set to persistent
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Test ping to CServer
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1.3 Forest set up Andrew.acca
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1.4 A-Records Forward Lookup Zone
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1.5 Reverse lookup zones
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1.6 User Accounts
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1.8 DHCP Scope
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1.9/1.10 Clinet S1 joined domain + DHCP Address
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2.1 IP Forwarding 
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2.2 PPTPD running on CServer
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PPTPD config on CServer
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Route showing any traffic destined for SServer is forwarded through VPN link
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2.3 Joined Cardiff devices to Andrew.acca + 2.5 join ClientC1
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A-Records in DNS Manager
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The Cardiff devices were joined directly to Andrew.acca to simplify the administration. One set of ground policy objects can cover both sites, and the network is small enough that separate domains aren’t needed. You’d need a child domain if you needed to delegate administration. For example, if Cardiff had its own IT team, you could give them full control without touching the parent domain. 
Reverse lookup pointer configured:
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2.4 DHCP
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3. Test connectivity
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PS C:\Users\Administrator> ping 16.1.1.1 ~
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PS C:\Users\Administrator> ping 10.6.6.1

Pinging 16.6.6.1 with 32 bytes of data:

Reply from 16.6.0.1: bytes=32 time=lms TTL-64
Reply from 16.6.0.1: bytes=32 time=lms TTL-64
Reply from 16.6.0.1: bytes=32 time=lms TTL-64
Reply from 16.8.6.1: bytes=32 time=lms TTL-64

Ping statistics for 16.0.6.1:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = ims, Maximum = ims, Average = ims
PS C:\Users\Administrator> _
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rootec-server:“# ping 18.0.9.2
PING 10.0.0.2 (10.0.0.2) S6(84) butes of data.

64 bytes from 10.0.6.2: icmp_sef
64 bytes from 10.0.0.2: icmp_sel
64 bytes from 10.0.0.2: icmp_sel
64 bytes from 10.0.0.2: icmp_sel
64 butes from 10.010.2: icnp seq=5 tt1=126 tine=1.35

t

--- 10.0.0.2 ping statistics ---

5 packets transmitted, 5 received, 8% packet loss, time 4007ms
rtt min/avg/max/mdev = 1.158/1.479/1.655/0.194 ns
root@c-server: ¥
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PS C:\Users\Administrator> Import-Module ActiveDirectory ~
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PS C:\Users\Adninistrator> Inport-Hodule Dhcpserver
PS C:\Users\Administrator>
PS C:\Users\Administrator> # Shou scope

PS C:\Users\Adninistrator> Get-DhcpServervaScope | Select-Object Scopeld, Name, StartRange, EndRange

Scopeld 172.16.1.6
Name Suanseascope
StartRange : 172.16.1.16
EndRange  : 172.16.1.26

SubnetMask : 255.255.255.0

PS C:\Users\Administrator>
PS C:\Users\Administrator> # Shou op

ions for

cope

PS C:\Users\Administrator> Get-DhcpServervaoptionvalue 172.16.1.6

>>  select-Object OptionId, Name, Value

OptionTd Name Vvalue

51 Lease {691206}
3 Router {172.16.1.254}
6 DNS Servers  {172.16.1.254}

15 DNS Domain Name {andrew.acca}

PS C:\Users\Administrator>

O m o ¥R e

SubnetMask

s
AT ey B
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¥ Administrator: Wind

Windons PowerShell

Copyright (C) Microsoft Corporation. ALl rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscores

:\Users\administrator> systeminfo | findstr /B /C:"Domain
andrew.acca

Users\administrator> ipconfig /all

Windows 1P Configuration

Host Name . . . . .
Primary Dns SuFfix
Node Type . . . . .
1P Routing Enabled.
WINS Proxy Enabled.
DNS Suffix Search List.

Ethernet adapter Vinet2:

Connection-specific DNS SuFfix

Description -

Physical Address.

DHCP Enabled. N

Autoconfiguration Enabled .

Link-local IPv6 Address .

Ipva Address. .

Subnet Mask .

Lease Obtained.

Lease Expires .

Default Gateway .

DHCP Server .

DHCPVG TAID . . . .

DHCPV6 Client DUID.

DNS Servers . . . .

NetBIOS over Tcpip. . . . .
Users\administrator> o

s-client

: andrew.acca

andrew.acca

andrew.acca
Intel(R) 825741 Gigabit Network Connection
00-0C-29-1C-D4-CF.

: Yes

Yes
F280: :9185:4943: 864
172.16.1.26(Preferred)
255.255.255.0

11 May 2625 19:54:54
19 May 2625 19:54:54

93c%13 (Preferred)

: 172.16.1.254

172.16.1.254
100666409

: 172.16.1.254.

Enabled 59 Administrator: Windows P..
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# setcssysctl.conf - Configuration file for setting system variables
# See setc/sysctl.d/ for additional system variables.

# See sysctl.conf (5) for information

#

#kernel.domainname = example.cam

# Uncomment the following to stop lou-level messages on console
#kernel.printk = 3 4 13

R R R R AR AR AR AR RN
# Functions previously found in netbase
#

# Uncomment the next tuo lines to enable Spoof protection (reverse-path filter
# Turn on Source Address Verification in all interfaces to

# prevent some spoofing attacks

#net. ipvd.conf.default.rp_filter=1

#net. ipvd.conf.all.rp_filter=1

# Uncomment the next line to enable TCP/IP SYN cookies
# See http://lun.net/Articles/277146/

# Note: This may impact IPv6 TCP sessions too

#net. ipvd. top_suncook ies=1

# Uncomment the next line to enable packet forwarding for IPvd
net. ipvé. ip_foruard=1

# Uncomment the next line o enable packet forwarding for IPve

# Enabling this option disables Stateless Address Autoconfiguration
# based on Router Advertisements for this host

#net. ipve.conf.all. foruarding=1

Help
Exit

Hrite Out Hhere Is cut Execute Location
Read File Replace Paste Justify 6o To Line

[ Undo
Redo
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rootec-server:“# iptables -L INPUT -v
Chain INPUT (policy ACCEPT 0 packets, @ bytes)

pkts bytes target prot opt in out source destination
root@c-server:“#
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Chain INPUT (policy ACCEFT @ packets, 0 bytes)

pkts bytes target prot opt in out source destination
rootec-server:™® ping -c 4 10.0.0.2

PING 10.0.6.2 (18.0.0.2) 56(84) butes of data.

64 bytes from 10.

64 bytes from
64 bytes from
64 bytes from

--- 10.0.0.2 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3006ms
rit min/avg/max/miev = 1.522/1.684/2.081/0.230 ms
rO0t@C-Server: “E
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ropt@c-server:™# systenctl status pptpd
« potpd.service - POPTOP Point to Point Tunneling Server
Loaded: loaded (/1ib/systemd/systen/optpd.service; enabled; preset: enabled
Active: active (running) since Sun 2025-05-11 10:26:17 BST; 1h domin ago
Docs: man:pptd (8)
man: pptpctr1(8)
man:pptpd. conf (5)
Main PID: 637 (pptpd)
Tasks: 3 (linit: 2274)
Hemory: ¢.6H
CPU: 322ns
Croup: /system.slice/pptpd.service
637 /usr/shin/pptpd --fg
664 "pptpd [192.168.19.129:9A53 - 0000] "
665 /usr/shin/pppd local file /etc/ppp/pptpd-options 115200 10.0.0.1:10.0.0.2 ipparall

c-server pppd[665] : pppd 2.4.9 started by root, uid @

c-server pppd(665]: Using interface popo

c-server ppnd[665]: Connect: pppe <--> /dev/pts/o

c-server pppd[665] : peer from calling number 192.168.19.129 authorized
c-server pppd[665]: MPPE 128-bit stateless compression enahled
c-server ppod(665]: local LL address feso::ddd6:ble2:a0f8:ag04
c-server ppnd(665] ¢ remote LL address feso::2edb:274c:dag9: 7036
c-server pppd[665]: Cannot determine ethernet address for proxy ARP
c-server pppd[665] : local IP address 16.0.0.

E 11 10:26:20 c-server pppd [665] : remote IP address 10.6.9.2
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routing. But if you want to use MS-Windows networking, you should
use IP addresses out of the LAN address space and use the proxyarp
option in the pppd options file, or run berelay.

You can specify single IP addresses seperated by commas or you can
specify ranges, or both. For example

192.168.0.234,192. 168.0.245-249, 192, 168.0.25¢

IMPORTANT RESTRICTIONS:

1. No spaces are pernmitted betueen commas or within addresses.

2. If you give more IF addresses than the value of connections
it will start at the beginning of the list and go until it

gets connections IPs. Others will be ignored

3. No shortcuts in ranges! ie. 234-8 does not mean 234 to 238
you must type 234-238 if you mean this

4. If you give a single locallP, that's ok - all local IPs will
be set to the given one. You MUST still give at least one remote
IF for each similtaneous client.

# (Recommended)

#localip 192.168.0.1

#renoteip 192.168.0.234-238,192.168.9.245
# ar

#localip 192.168.0.234-238,192. 168.0.245
#renoteip 192.168.1.234-238,192.168.1.245
localip 10.6.0.1

remoteip 10.6.0.2

Hrite Out Hhere Is cut Execute Location
Read File Replace Paste Justify 6o To Line

Help
Exit
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rootec-server:“# ip addr show pppe
5: popo: <POINTOPDINT,MULTICAST,NOARF,UP,LOWER_UP> mtu 1396 odisc fo_codel state UNKNDWN group defau
1t glen 3
Link/ppp
inet 10.0.6.1 peer 10.0.6.2/32 scope global ppps
valid_Lft forever preferred_lft forever
inet6 ::ddde:b102:a0f5:a804/64 scope global dynamic mngtmpaddr
valid_Lft 2591732sec preferred_lft 604532sec
inet6 fed0::dd4d6:h102:a018:a804 peer feso::2odb:274c:dagd: 70a6/128 scope link
valid_Lft forever preferred_lft forever
root@c-server: ¥
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root@c-server:"# 1p route

default via 210.103.5.1 dev ens33 proto static

10.6.6.2 dev pppd proto kernel scope link src 18.6.9.1
10.1.1.0/24 dev ens37 proto kernel scope link src 10.1.1.1
172.16.1.0/24 dev pppo scope link

210.103.5.0/30 dev ens33 proto kernel scope link src 210.103.5.2
root@c-server: ¥
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root@c-server:“# realm list

andrew.acca
type: kerberos
realn-name: ANDREM.ACCH
domain-name: andrew.acca
configured: kerberos-member
server-softuare: active-directary
client-softuare: sssd
required-package: sssd-tools
required-package: sssd
required-package: 1ibnss-sss
required-package: libpam-sss
required-package: adcli
required-package: samba-common-bin
login-formats: %Ueandrew.acca
login-policy: allow-realn-logins

rootc-server:™# id administrator@andrew.acca
Uid=321000500 (administratoreandrew.acca) gi

21000513 (domain users@andrew.acca) groups=321000513(do

main users@andrew.acca),321000512 (domain admins@andrew.acca) 321080519 (enterprise adminseandrew.acca
),321000572 (denied rodc password replication group@andrew.acca),321000518 (schema admins@andrew.acca)
,321600520 (group policy creator owners@andrew.acca)

rootac-server: ¥
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Activities £ Terminal 8May 20:52

administrator@C-Client: ~

administrator@c-cClient:~$ id administrator@andrew.acca

uid=321000500 (administrator) gid=321000513(domain users) groups=321000513(domain users)
,321000519 (enterprise admins),3210@0512(domain admins),321000572(denied rodc password T
leplication group),321000518(schema admins),321000520(group policy creator owners)
administratorec-client:~$ ||
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root@C-Client:~# cat /etc/sssd/sssd.conf
[sssd]

domains = andrew.acca
config_file_version = 2

services = nss, pam

[domain/andrew.acca]

ad_domain = andrew.acca

krb5_realm = ANDREW.ACCA

realmd_tags = manages-system joined-with-adcli
cache_credentials = True

id_provider = ad
krbs_store_password_if_offline = True
default_shell = /bin/bash

1dap_id_mapping = True

fallback_homedir = /home/%uekd

access_provider = ad
debug_level = 9
rootec-client:~# ||
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C:\Users\Administrator>nslookup 172.16.1.254
DNS request timed out.
timeout was 2 seconds.
Server:  UnKnown
Address: ::1

Name:  sserver.andrew.acca
Address: 172.16.1.254

Users\Administrator>

I
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you want, please write a subnet declaration
in your dhcpd.conf file for the network segment
to which interface ens3g is attached. s

Listening on LPF/ens37/00:0c:29 38/10.1.1.0/24
Sending on  LPF/ens37/00:0c:29:c1:d4:38/10.1.1.0/24

No subnet declaration for ens33 (216.103.5.2).

wi Ignoring requests on ens33. If this is not what
uyou want, please write a subnet declaration
in your dhcpd.conf file for the network segment
to which interface ens33 is attached. s

Sending on  Socket/fallback/fallback-net
Server starting service.

“LIAT LA CIA (8™ [[8" [[8” (18" [[8" [[8" [[8"[[6" [[8" [[8"[[6"[[B"C

root@c-server:“# systemctl restart isc-dhcp-server

root@c-server:“# systemctl status isc-dhcp-server.service

o isc-dhcp-server. service - LSB: DHCP server

loaded (/etc/init.d/isc-dhcp-server; generated

active (running) since Tue 2025-85-06 15:05:26 BST; 8s ago

man: systend-sysy-generator (8)

: 1682 ExecStart=/etc/init.d/isc-dhcp-server start (codesexited, status=e/SUCCESS)
s 1 (Limit: 2274)

i 4.5M

sems

: /system.slice/isc-dhcp-server.service

-1695 susrssbinsdhepd -4 -g -cf setcsdhep/dhepd.conf ens3?

124 c-server systemd[1]: Starting isc-ohcp-server.service - LSB: DHCP server...

124 c-server isc-ohcp-server [1682] : Launching IPv4 server only.

:24 c-server isc-ohcp-server [1682]: Starting ISC DHCPvé server: dhcpdingore stale pid 8
:24 c-server dhcpd[1695] ¢ Hrote @ leases to leases file.

24 c-server dhcpd [1695) @ Server starting service.

26 c-server isc-dhcp-server [1662] :

E 06 15:05:26 c-server systemd[1]: Started isc-dhcp-server.service - LSB: DHCP server.
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rootec-server:“# ping -c 4 172.16.1.25¢
PING 172.16.1.254 (172.16.1.254) 56(84) bytes of data

64 bytes from 172.16.1.254: icmp_seq=1 ttl=127 time=1.74 ms
64 bytes from 172.16.1.254: icmp_seq=2 tt
64 bytes from 172.16.1.254: icmp_seq=3 tt
64 bytes from 172.16.1.254: icmp_seq=4 tt

--- 172.16.1.254 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3034ms
rtt min/avg/max/mdev = 1.165/7.265/24.969/10.223 ms
root@c-server: ¥




image36.png
Pinging 16.1.1.1 with 32 bytes of data:

Reply from
Reply from
Reply from
Reply from

1: bytes=32 time-ims

10.1.1.
10.1.1.
10.1.1.
10.1.1

Ping statistics for 16.1.1.1
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-second
Minimum = ims, Maximum - Sms, Average = 2ms
PS C:\Users\Administrator> o
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Task13: New-ADForest..  Mar 1 -

Tesk 11 (Swansea): Inst..  Mar2 [ ]

Task 21 (Cardiff): Install..  Mar3 [ ]

Task14: Create forwar.. ~ Mar4. [ ]

Task15: Create reverse..  Mar5 [ ]

Task12: Demand-dial".. ~ Mar6 [ ]

Task22: Ensurepppdc..  Mar7 [ ]

Task17:Mount second .. Mar 8 (]

Task18:0nS-DC,scop.. ~ Mar9 -

Task24: On Debian, su.. ~ Mar 10 [ ]

Tesk 16: Bulk-import us..  Mar 11 [ ]

Task 19-1.10: Join Clien..  Mar 12 [ ]

Task23B: Create/join..  Mar13 [ ]
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Install the latest Powershell for new features and improvements! https://aka.ms/PShindous
PS C:\Users\Administrator> Get-Service RemoteAccess
status  Name DisplayName

Running Remoteaccess Routing and Remote Access

PS C:\Users\Administrator>
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