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[bookmark: _Toc215771678]Task 1
[bookmark: _Toc215771679]Introduction
[bookmark: _Toc215771680]virtualization
Virtualization is a technology that enable to creation of the virtual environment from a single physical machine. The concept is process of creating virtual server, storage device and network or operating system.it allows each virtual machine to run simultaneously on a single physical machine.
How does it work?
A piece of software called hypervisor creates an abstraction layer between the physical hardware and the physical machine.
The hypervisor then divided the physical machine resources (processor, memory, and storage) and allocated then to different virtual machines (VM).
Each virtual machine runs its own operating system and application separate from one another.
[bookmark: _Toc215771681]Hypervisor
A hypervisor is a tool that enables one or more operating system to run on the same physical hardware, it enables virtualization. It is called virtual machine monitor, by abstracting hardware resource and creating isolated virtual environment, data center virtualizes called server consolidation, and modern IT infrastructure. Its primary responsibility is monitoring the virtual machine (VM) that is running on the top of it.

[bookmark: _Toc215771682]Types of hypervisors
[bookmark: _Toc215771683]Type 1 virtualization (Bare-Metal)
Type 1 virtualization known as Bare-metal virtualization that allows the hypervisor to manage the hardware resource and allocate them directly to the VM, which means running directly on the physical hardware eliminating for the needs of host operating system. Resulting in high efficiency and performance, strong security due to minimal software layers.[1]
Examples of type 1 hypervisor or virtualization
· Microsoft Hyper-V (server version)
· KVM (Linux kernel -based virtual machine)
· Xmen and Citrix XenServer
[image: Virtualization – TecAdmin]

[bookmark: _Toc215771684]Type 2 virtualization (Hosted Virtualization)
It is the virtualization model which the hypervisor runs on the top of Operating System.
It works by installing Type 2 hypervisor as an application on the physical machine operating system.
Example
· Oracle VirtualBox
· VMware workstation
· Parallels desktop
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[bookmark: _Toc215771685]SWANSEA.ACCA 
SWANSEA.ACCA domain, using NAT and Internal Networks ensures reliable communication between Windows and Debian clients while isolating traffic for security. Static IPs support domain services like Active Directory and DNS, ensuring consistent connectivity. This topology optimizes limited hardware resources in a virtualized environment and enforces network segmentation, maintaining both security and interoperability across heterogeneous clients.
[bookmark: _Toc215771686]IP Addressing/Internet Protocol
[bookmark: _Toc215771687]What is IP Address?
IP Address is a numerical label which assigns for each computer participating in the network using the internet protocol and uniquely identifies a device in the network. This protocol works at the network layer of OSI model and the internet layer of TCP/IP model. [1]

How does data get from one computer to another on the Internet: -
Data travel from one computer to another by being broken into smaller packets, then routed to their destination by using TCP/IP protocols. Each packets contains destination
Address, sequence number allow them to take different path. And packets are reassembled.
The role of IP addresses in the transmission of data on the Internet: -
The IP address is used as postal address for the devices on the network, when we send something online for example an email or website request or a video stream the data is not send as block. Instead, it broken into smaller packets,

How IP Addressing contributes to the functionality and effectiveness of the network.
[bookmark: _Toc215771688]IPv4(Internet Protocol Version 4)
IPV4 is one of core protocol which enable communication over the internet, responsible for identifying device and routing traffic.it use 32 bits addressing. How ever it is not guarantee nor does it assure proper sequencing and avoidance of duplicate delivery and other limitation Leeds to development of IPV6.
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[bookmark: _Toc215771689]IPv6(internet Protocol Version 6)
IPV6 was created to replace ipv4, offering large address space (128 bits)
[bookmark: _Toc215771690]Subnetting
Subnetting a process of dividing one large network into smaller more manageable subnetwork. A subnet divides a host address space into smaller preservation of address space , reduction of traffic congestion in the network and enhancement of security.
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[bookmark: _Toc215771691]Routing
Routing is a process of selecting a path for traffic to travel across interconnected network. For routing we need the device called Routers, the routers use routing tables and routing protocol to determine the best path for packets to reach their destination. Routing take place in the third layer of network layer of OSI model. typically network employ combination of static and dynamic routing. Static routing is preferable for small network and dynamic routing is for large network.
Differences between static and dynamic routing
Static Routing
· Manually configured routes
· Simple and predictable
· Not scalable, co automatic failover
Dynamic routing
· Automatically learn and update routes
· Scalable and fault-tolerant
· Uses routing protocol

[bookmark: _Toc215771692]Routing protocol
Set of rules that router used to communicate and determine the best path for data packets to travel across the network and build and maintain routing tables and facilitate effective and efficient communication between computer networks.
· Routing information protocol (RIP)
· Open shortest path first (OSPF)
· Interior gateway routing protocol (IGRP)
· Enhance Interior gateway routing protocol (EIGRP)
· Exterior gateway protocol (EGP)
· Border gateway protocol (BGP)
· Intermediate system-intermediate system (IS-IS)

[bookmark: _Toc214625617][image: A diagram of a computer network
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· Considering Debian Server’s role as a DHCP Relay and the Windows Server’s connectivity
For this to work, the Debian relay must always be able to reach the windows DHCP server via normal layer 3 routing, window DHCP server requires no special routing as long as it reach the relay and client networks.
· I recommended static/default gateway routing is stable and simple for small environment.


[bookmark: _Toc215771693]Network Services
VPN, DHCP, Active Directory Domain Services (AD DS), and Certificate Authorities
[bookmark: _Toc215771694]VPN
VPN is a private network constructed between a public network infrastructure like internet.it works in access controlled to permit peer connections only within defined network,
Why VPN
Make some portion of communication invisible for external observer while taking advantage of efficiencies of a common communication infrastructure’s
[bookmark: _Toc215771695]DHCP
Is stands for Dynamic Host Configuration Protocol .it is a network protocol used to assign automatically IP address in addition to network addressing DHCP can provide subnet mask, default getaway, DNS server addresses,
DHCP request
DHCP client receive these parameters through DHCP message option. The subnet mask option carries a single 32-bit value that the DHCP client uses as its subnet mask. The option code is 1, and the length is 4. In the example network described earlier, desktop would be configured with a subnet mask of 255.255.255.0. The router option specifies an IP address list of routers on the client’s subnet that the client should use as default routers.[2]
[bookmark: _Toc215771696]Active Directory Domain (AD DS)
Is a directory service within Microsoft Active Directory that store all information about user, computer, group and other in windows domain network authentication, authorization, centralized management, directory-based service for enterprise environment.[3]
[bookmark: _Toc215771697]Certificate authorities (CA)
Are trusted organization that validate digital identities and issues digital certificate to confirm them, enable secure trustworthy online interaction like website(http) and encrypted communication.
CA is fundamental for validating identity, issuing digital certificate, revoking certificate (certificate revocation list /CRL and online certificate status protocol/OCSP   ), maintaining certificate status information.
[bookmark: _Toc215771698]Task 2
[bookmark: _Toc215771699]Type 2 Hypervisor? Oracle VirtualBox
VirtualBox is Type 2 hypervisor, general purpose full virtualization software for x86_64 hardware (with version 7.1 additionally for macOS/Arm and with version 7.2 also for windows/Arm version 7.2) targeted laptop, desktop, server and embedded use. It has many components such as the hypervisor for the host platform, an API and SDK for managing guest virtual machine, and a command line tool GUI that can manage VM guests, and some built features such as Remote Desktop Protocol (RDP) that can access VM remotely graphical tool that can manage VM guest as well.[4]
· Lower operation costs by reducing the number of required desktop and server configurations
· Simplify development environments by running the same solution on any x86 laptop
· Automate deployments to the cloud
· Fast track application development, quality assurance and testing
· Easily create secure and encrypted workspaces
· Enable remote workers to access restricted applications securely Simplify software distribution by embedding applications inside a VirtualBox VM
· Run almost any type of application on existing machines
· Build a multi-tier demonstration system on a single portable machine
· Extend the lifetime and usefulness of existing computers
· Run legacy platforms and applications on modern hardware.[5]

[bookmark: _Toc215771700]Creation of Virtual machine on windows
To create a virtual machine, we use hypervisor like VirtualBox,
· Download and install, get it from Oracle VirtualBox website.
· Download window ISO
· Create a new virtual machine
· Configure the VM
· Give the VM name
· Choose a storage location select window ISO file
· Allocate hardware resource set the amount of memory
· Setup virtual hard disk
· Finish and install
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[bookmark: _Toc215771701]Installation of windows on a virtual machine (oracle VirtualBox)
· Start the virtual machine
· Choose the language, time and keyboard install now
· Select window edition and accept licence agreement
· Install window select virtual hard disk
· VM reboot then create username and password
The window desktop appears inside VirtualBox, we can use window like normal computer
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[bookmark: _Toc215771702]Creation of Virtual machine Linux Debien
Download Debian ISO
Use VirtualBox, create new virtual machine, Debien
Choose generation 1(Linux 64 bit) VirtualBox
· Create Debian server VM
New virtual name Debian server, storage Debian ISO
Start VMInstall Debian servercreate root/userenable SSH optional
· Creating Debian client VM
New virtual name Debian Clientstorage Debian ISO
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[bookmark: _Toc215771703]Installation of Linux OS on a virtual machine (oracle VirtualBox)
· Start virtual machine Linux installer begins
· Select language and keyboard
· Partition disk
· Create username and password
· Install system package
· Reboot VM
· Linux login screen start
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[bookmark: _Toc215771704]Creation of Network with NAT Network1/client for windows VM
It is important to configure its networking setting When creating virtual machine in oracle VirtualBox so the virtual machine can communicate with another device or
internet. After creating the VM, go to setting and go network section there are option such as NAT, Bridge adapter, Host-only adapter or internal network. NAT allows the virtual machine to access the internet through the host, Bridge adapter connect VM direct to physical network as if it were another real device,
[bookmark: _Toc215771705]Networking selects virtual switch
Create NAT Network “Network1/Client ” in VirtualBox (Windows)
NAT network allows the virtual machine to internet while isolating them from your host and LAN, the NAT network supports multiple VMs, DHCP and VM-VM.
The steps are the following
· open VirtualBox
· open file toolnetwork manager
· go to NAT network
· create NAT network, name /window server/ as screenshot
· configure the NAT network enable the network
· IPV4 network /choose a private subnet, enable DHCP
And the VM receives IP from the NAT network DHCP, it can reach the internet using VirtualBox NAT engine, communicate with other VM in /window server/ that we created as below, then it stays isolated from the host and real LAN.
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[bookmark: _Toc215771706]Creation of Network with NAT Network 2 for Linux
The steps are the same regardless with the creation of network like windows put the name different
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[bookmark: _Toc215771707]Evidence of 2 Windows PCs relate to NAT Network
Two virtual machine client and the server relate to NAT Network in VirtualBox by operating with in the same isolated virtual subnet that is managed by VM. When both attached to the NAT Network, they receive IP address from the same network rang, which allows them to communicate with each other as they were on small private LAN.
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[bookmark: _Toc215771709]Linux PCs relate to NAT Network2
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[bookmark: _Toc215771710]IP addresses to configuration
The IP address configuration on the Windows virtual machine/server was verified using the ipconfig command. The output confirms that the VM is correctly assigned a static IP address within the VirtualBox NAT Network. The Ethernet adapter displays the assigned IP address IPv4 address: 192.168.1.10, which falls within the configured subnet. The subnet mask: 255.255.255.0 ensures proper communication within the local network, while the default gateway: provides access to external networks through the NAT environment. This confirms that the Windows VM is properly configured for network connectivity, communication with other VMs, and internet access.
[image: A screenshot of a computer
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This is the second VM window /client shown in the below screenshot
The second Windows client virtual machine/ client in our case was configured with a static IP address to ensure reliable communication within the VirtualBox NAT Network. Using the ipconfig command, the configuration was verified and displayed correctly. This VM was assigned the IP address 192.168.1.1, which lies within the chosen static range for the network. The subnet mask: 255.255.255.0 allows proper communication across the local subnet, while the default gateway: ensures the VM can access external networks and communicate with other virtual machines. This setup confirms that the second Windows VM is fully functional, network-ready, and properly integrated into the virtual lab environment
[image: A screenshot of a computer
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In VirtualBox, an Internal Network allows VMs to communicate with each other in an isolated virtual network without any access to the host or the internet. For Windows VMs connected to Internal Network1, you must assign a network IP address within a chosen subnet to enable communication.
Network IP address from Internal Network1 for windows
In VirtualBox, an Internal Network allows Windows virtual machines to communicate with each other in a completely isolated environment without access to the host machine or the internet. For Internal Network1, you need to assign a network IP address within a defined subnet to enable communication. A common configuration uses the network address 192.168.10.0 with a subnet mask of 255.255.255.0 (/24). This provides a usable IP range of 192.168.10.1 to 192.168.1.1,
For example, Windows VM1 can be assigned 192.168.10.10 and Windows VM2 192.168.10.1, both with a default gateway. Assign the IPs via the network adapter properties in Control Panel, then verify connectivity using ipconfig and ping. This setup ensures isolated network communication between Windows VMs.
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Network IP address from NAT Network 2 for Linux
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[bookmark: _Toc215771711]Task 3 
[bookmark: _Toc215771712]Connectivity test
Connectivity test between VM Client and VM server is important to insure both machines are correctly configured in the same NAT network. For assigned Ip address 192.168.1.10 and 192.168.1.1 we can verify by using ping command.
As shown in the screenshot below
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Unsuccessful connectivity between Linux and windows networks
Usually occurs when the two virtual machines are not on the same network or due to firewall and routing issue the other issue is network adapter type, example NAT instead of NAT Network.
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[bookmark: _Toc215771713]Conclusion
In conclusion, using virtual machines (VMs) provides a flexible, secure, and cost-effective environment for testing, development, and network experimentation. VMs allow multiple operating systems, such as Windows and Debian, to coexist on a single physical host, enabling configuration of complex network topologies like NAT and Internal Networks without additional hardware. They support critical services like Active Directory, DHCP, and DNS while maintaining isolation to protect the host system. Configuring static IP addresses and proper network settings ensures reliable connectivity between VMs. Overall, VMs offer a scalable, controlled, and efficient platform for both learning and professional network deployment scenarios.
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C:\Users\Administrator>ping 192.168.1.10

Pinging 192.168.1.16 with 32 bytes of dat:
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.

Ping statistics for 192.168.1.10
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),

C:\Users\Administrator>ping 192.168.1.10

Pinging 192.168.1.16 with 32 bytes of data:
Reply from 192.168.1.16; 2 time-14ms TTL-128
Reply from 192.168.1.16; i

Reply from 192.168.1.16:
Reply from 192.168.1.16:

bytes=32 time=ims TTL-128
bytes-32 time=3ms TTL-128

Ping statistics for 192.168.1.16:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = ims, Maximum - 14ms, Average = 7ms
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C:\Users\Administrator>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 time=2ms
Reply from 192.168.1.1: byte:
Reply from 192.168.1.1: byte:
Reply from 192.168.1.1: byte:

Ping statistics for 192.168.1.1
Packets: Sent = 4, Received = 4, Lost K @ (8% loss),
Approximate round trip times in milli-second
Minimum = 2ms, Maximum - 6ms, Average = 3ms
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