Task 1: CNSS Model McCumber Cube Analysis
1. Information characteristics
[bookmark: _GoBack]Confidentiality:- Making sure only the right people can access the information. In MedData, raw patient data was stolen by the attacker.
1. Integrity:- Keeping the information correct and making sure it isn't altered by anyone was essential. That situation was at risk. The case does not state that the information was changed. It could have been done by an attacker with such control.
2. Availability:- I made sure the information could actually be used when it was needed. When the databases were encrypted, the company couldn't access its records, so this was lost.
2. Information states
1. Storage:- Data that is stored somewhere and is waiting there, like in a database. Due to the encryption on the server's local databases, this situation occurred.
2. Processing:- My analysis excludes data the computer is currently using because the MedData attack only targeted saved files and data moving across the network.
3. Transmission:- During the transfer of patient data over unencrypted internal channels, the patient data was stolen.
3. Security countermeasures
1. Policy:- Security rules outlined the main one is the Enterprise Information Security Policy. MedData lacked one, so nobody knew about the risk of the old server.
2. Education:- A Security Education, Training, and Awareness program (SETA) is usually used to educate staff and managers on security issues. There was no SETA, so staff and managers did not really know about security risks.
3. Technology:- It was an old and unpatched server that sent data without encryption, and the tools to protect information, like updates and encryption, were missing.
Task 2: Governance vs. Management and Communities of Interest
1. Governance and management
1. Governance:- The board of MedData treated cybersecurity as an IT issue, so there was no policy or training, and the top executives decided what direction to take and how much risk to take.
2. Management:- IT was denied the money executives requested, and the InfoSec manager did not have a training program or policy to work with.
2. The three communities of interest
1. Communities of Interest:- Three groups within a company that care about security in their own way.
2. InfoSec:- The group responsible for protecting information. They had no policy behind them, so they had very little power to make anyone listen.
3. IT:- A group that manages technology and systems asked for funding to fix their old server.
4. Non-technical management:- They merely considered the cost and declined the request for financial and commercial purposes.
Task 3: Strategic Remediation Using the Six Ps
1. Planning:- Establishing what actions need to be executed and preparation for that. MedData should develop a security plan through the board’s approval. Other than that it has to identify which systems store patient information and how susceptible they are to risk, beginning with the legacy server and studying what actions should be undertaken for potential attacks.
2. Policy:- the written rules that guide security. The company needs a proper EISP that says who is responsible for what, with clear rules such as keeping systems updated and encrypting sensitive data.
3. Programs:- ongoing activities that put the plan into practice, like training. A SETA program should be set up for everyone, including the executives, along with regular checks for weaknesses.
4. Protection:- the actual tools and controls that defend the systems. Replace the old server, encrypt patient data when it is stored and when it is sent, and add monitoring and secure backups.
5. People:- the staff and leaders who make security work. One senior person should be in charge of security and report to the board. InfoSec, IT and management should also meet regularly so they make decisions together.
6. Project Management:- Organizing work to be done on time with necessary resources. Every task must be assigned to a person and require a budget and a deadline. Urgent ones will be done in a priority order starting with protecting the old server and writing the policy, followed by other matters, with progress reported to the board.
