  TEAM B: DATA COLLECTION REPORT
SELECTED THEME: SOCIAL MEDIA INVESTIGATIONS 
DRAFTED SCENARIO: Cyberbullying 
A high school student finds herself targeted by suspected cyberbullies on various social media platforms. The suspects assume different personalities, making it difficult for the victim to know who is behind the attack. These suspects employ various patterns of attack through SMS, call logs, WhatsApp chats, email accounts, social media, etc, to tarnish the victim’s reputation. The victim tries to evade the conversation by blocking the suspects and reporting to the appropriate authorities, but the suspects persist in the attacks, making the victim's online life a constant source of distress.  
From the information gathered, the victim is not sure who is behind these attacks, as several accounts were used to converse with her. However, we believe that one of the suspects is behind this attack.
The other team has been handed a hard disk drive containing evidence from a victim's device. As a digital forensics team, they have been assigned the task of unraveling the mystery behind the cyberbullying, illicit activities, and harassment camp. 
They are not to assume anything, but to prove their points based on the evidence at your disposal.


DATA COLLECTION
Since our scenario is based on cyberbullying, we generated data between a user(victim) and different suspects engaging her on different social media platforms like Facebook, Twitter which is now called 'X'., and WhatsApp messaging app. The data collected includes screenshots of the different social media platforms used between the victims of cyberbullying and suspects. Each suspect assumes different identities while some assume dual or multiple identities just to avoid been known.
We also collected evidence of a police report indicating a report of cyberbullying, and a document containing a call log to reveal who used a private number to harass the victim. Another important data collected was pictures of the victim's family being trailed by the suspect, these pictures contain timestamps, the date it was taken, and GPS locations where the images were taken by the suspects. The police will analyze the surveillance camera feed within that location and the suspect will be identified.
TEAM DISCUSSION
From our team discussions, we deliberated on how to generate the necessary data needed for this scenario. We wanted the data to be real data and that data from the internet, the essence of this was to relate the given tasks to how real-life evidence data will look like. Our team took it upon itself to recreate this scenario amongst ourselves. One person played the role of the victim, and 3 persons played the role of the suspects, one suspect had a dual identity acting as a friend and a bully on different accounts. 
We achieve this by setting up different social media accounts for each user.
Roles played by each team member during the collection of data.
Number of team members: Our team was made up of 5 persons. (David, Ayush, Sravanthi, Jenish, Wei, and Talwinder)
Our team collaborated effectively on a multifaceted project, with each member contributing significantly to its success.
We wanted to create a more realistic case scenario, so we thought of ways to achieve this. We engaged collectively in open communication, fostering idea exchange and ensuring a cohesive approach to the project.
· Steghide Implementation (Jenish and Ayush):
Jenish and Ayush demonstrated technical expertise in concealing information using Steghide. Their collaboration successfully integrated Steghide, adding a layer of security through covert data embedding.
· Encryption and Decryption (Wei):
Wei's contribution to encryption and decryption files enhanced the project's security measures. His expertise in cryptographic techniques significantly strengthened the overall integrity of our solution.
· Planning and developing of Chats/Report writing
David played a major role in strategizing the flow and tone of the chats to suit the nature of the scenario. After developing the conversation flow, ChatGPT was used to generate these chats. After generating the chats, each member used an actual social media account with a fake name to start a conversation.
David is also responsible for compiling this report.
· Chatting Engagement 
All team members participated in the chatting exercise.
Sravanthi participated by acting as the victim in the scenario on Facebook. She assumed the name Emmy James, and Jenish assumed the name Musta Seur on Facebook as the suspect. 
Talwinder also participated by playing the role of the victim (Emmy James) on WhatsApp and Instagram. The suspects also tried to bully the victim on WhatsApp, Instagram and X(Twitter).

Total Size of HDD: 400GB
Total size of files in HDD: 38.7MB Each file contains timestamps and the necessary metadata.
Filesystem: exFAT 
We chose the exFAT file system because of its ability to store huge files, a lot higher than the 4GB limit imposed by FAT32. It is Compatible with a lot of different devices and operating systems, and it can restore deleted files after unintentional deletion from the exFAT file system.


Data collected and Techniques employed

We employ a steganography technique called “steghide” to hide a file inside another file. Steghide can support any file format.
Example: we have two files with the names “pictures.jpg, and lecture.txt”, with staghide, we can hide pictures.jpg in lecture.txt.
The following steps were used to achieve this result
We installed steghide in Kali virtual machine
-sudo apt install staghide -y
-ls 
-image.jpg  document.txt
-steghide embed -cf  image.jpg -ef document.txt
-password (assign a password)
-ls
[image: ][image: ]-document.txt
-ls
-xdg.open image.jpg
-steghide extract -sf
-ls (to view file)

Encrypted file hidden inside the image using steghide commands. 





We employed some basic encryption techniques to encrypt some of the files from being visible on the HDD, the other team will have to research on what particular technique was used in the encryption before they try to decrypt it. 
Substitution encryption is a method of encryption based on the principle of substitution. In this method, each byte of data is represented by two hexadecimal digits. Based on a cipher table, each of these hexadecimal digits is then substituted with another hexadecimal digit, resulting in an encrypted byte of data. The process of encrypting a file using substitution encryption involves the following steps: 


Establish a cipher table where each hexadecimal digit is paired with another hexadecimal digit.
Read the file to be encrypted using C++ and substitute each byte of data according to the cipher table. 
Write the encrypted data to a new file, resulting in an encrypted file. 


To decrypt a file encrypted with this method, a decryption table is created based on the cipher table. The encrypted file is then read, decrypted using the decryption table, and written to a new file to obtain the decrypted file.

Here is an example:
an example cipher table:
0 -> 2 1 -> 8 2 -> 5 3 -> 0 4 -> b 5 -> d 6 -> f 7 -> 9 8 -> 6 9 -> c a -> 1 b -> 7 c -> 3 d -> 4 e -> a f -> e

an example decryption table:
2 -> 0 8 -> 1 5 -> 2 0 -> 3 b -> 4 d -> 5 f -> 6 9 -> 7 6 -> 8 c -> 9 1 -> a 7 -> b 3 -> c 4 -> d a -> e e -> f

The original data is 0x12, 0x2b, 0xfa. After encryption, the data becomes 0x85, 0x57, 0xe1. Upon decrypting, the original data of 0x12, 0x2b, 0xfa is retrieved.
[image: ]
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The above screenshot shows the encrypted files, using substitution encryption.

Location of evidence
The screenshots below are files containing evidence of the scenario we created. Each file contains metadata.
There’s a total of 39 files
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Call log from the victim’s phone and
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Police report documents saved in a zip folder





[image: ]This is the police report documents inside the zip folder
 This is the police report documents inside the zip folder
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