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During this report, I aim to investigate several different aspects of cyber security and Batman Textiles. I initially will be looking at the recent breach to understand the possible breach vectors and highlighting how this could have happened.
Once the breach vectors have been identified, I aim to provide Batman Textiles with information to understand what a threat is, what are vulnerabilities and the types of attacks that could occur. By providing this information I believe it will allow Batman Textiles to fully understand the necessity of good cyber security practices and hopefully give them enough information to make informed security decisions in the future.
I will provide an overview of the network setup of which should help them implement change in their network architecture and provide guidance on additional security measures they can put in place to overcome some of the identified issues.
I will provide updated guidelines for both staff and visitors to the restaurant to help with security awareness and in doing so, make the business more secure in its operations.
Throughout the report I will reference appropriate literature that will help embed a clear understanding of the importance of this information and I will provide a conclusion following my report.
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[bookmark: _Toc92449742]Potential Breach Type: Insider Threat
Reason: Rosenthal[1] explains there are two types of insider threats, one of which is classed as a malicious insider and can be someone who has been recently fired from their job. If security credentials are not revoked upon employment termination it can give a disgruntled ex-employee access to the systems and they may have the ability to retrieve, amend, delete, or insert malicious tools into the business network. This example is particularly relevant in the case of the recently fired sales head. It isn’t however always a disgruntled employee you need to look out for. The infamous case of Edward Snowden who leaking NSA documents took the world by storm. An online article[2] discusses how he did it and the behaviours he displayed at the time of acquiring the material. The author at the end references an article by John Herrman[3] where he had explained it isn’t about hacktivism nor a grand cause that led him there. Your employees are your greatest asset, yet they can be your biggest threat. Security clearance is a great first step depending on the job role, but adequate system monitoring is essential to keep an eye on your employees.

[bookmark: _Toc92449743]Potential Breach Type: Misconfiguration
Reason: In a journal article by Marketwired[4], they highlight how only 54% of large organisations automate misconfigurations with their servers in cloud-based systems. Although Batman Textiles isn’t cloud based, the potential breach point of incorrectly set up complimentary wi-fi is viable. Add in the potential lack of automated or even manual updates to security patches and correct configurations of the servers can leave a large breach point.

[bookmark: _Toc92449744]Potential Breach Type: Broken Access Control
Reason: With all employees having full access to all the business applications, it allows the employees to act outside the intended permissions level for their job role. The Principle of Least Privilege (POLP) here would help to minimize the attack surface. OWASP[5] has stated in their 2021 report, Broken Access Control has topped the Web Application Security Risks Top 10. 

[bookmark: _Toc92449745]Potential Breach Type: Phishing
Reason: Phishing has been around since the 1990’s and according to Phishing.org[6], the first lawsuit filed was in 2004. It is the act of acquiring sensitive information from a target through means of email, telephone, or text messages by posing as a legitimate person or business. Once personal information such as banking details or user login credentials have been acquired, it leaves the target vulnerable to attack. In respect to Batman textiles, if an employee has been targeted and falls for the scam, this would open a huge breach vector for an attacker to exploit due to the high levels of system permissions users currently have. 

[bookmark: _Toc92449746]Potential Breach Type: Malware
Reason: Malware or Malicious Software is far too common these days. Software that is illegally installed and usually unknown to the victim is installed and can be designed to do several things, none of which good. Viruses, spyware, ransomware and even worms are such things an attacker can install on the systems and can have the potential to disrupt or destroy these systems. Batman Textiles provides complementary wi-fi and is provided on the same network as the business-critical infrastructure. There are many drawbacks to this such as network performance, potential for illegal downloads to be acquired leading directly back to your business, but the bottom line is you are openly letting an attacker onto your business network making it easy for them to install malicious software of which could destroy the company.
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[bookmark: _Toc92449748]What is a threat
In an article by the University of North Dakota[7], they describe a threat as any kind of malicious attack that is set to access information that is not intended for sight or use by any unauthorised person, but also those who then intend to disrupt operations or damage/amend the information by means that are not lawful. These threats can come from literally anywhere and can include hacktivists, nation-state actors, script kiddies, criminal or terrorist organisations and not to mention the insider threats we discussed in “Task 1 – Potential Breach Type: Insider Threat”.
Organisations around the world big and small are responsible for ensuring the information they store is safe, secure, and used within the reason the information was acquired. If you look at the UK Data Protection Act, General Data Protection Regulations(GDPR)[8] for example, there are several principles that must be followed to meet compliance and there have been countless well known public data breaches where the Information Commissioner’s Office have enforced penalty actions[9].

[bookmark: _Toc92449749]What is a vulnerability
A vulnerability refers to a flaw or weakness that could be found in a system, piece of software or network for example. These aren’t specifically threats as they aren’t designed as a malicious attack however, the flaw in the configuration or code can lead to that system or software becoming vulnerable to an attacker and allow it to be exploited in a way it was never designed to be.
In an article by Dosal[10], he highlights ways of which you can audit your systems and monitor assets to try mitigate any vulnerabilities. In doing so you can reduce the risk of being exploited by a vulnerability.
“Zero Day Exploits” are vulnerabilities of which the creators are unaware that an issue/exploit exists. These Zero Day’s also attract the likes of governments and large criminal organisations. In a podcast called “Zero Day Brokers” by Darknet Diaries[11], the guest Nicole explains how these actors look to acquire these types of exploits to stockpile them for offensive cyber-espionage tools they can use at a later day. These are the types of vulnerabilities that pose the most risk as there will be no patching or update that can be done until the issue is brought to light.







[bookmark: _Toc92449750]What are the attacks
Having discussed the possible threats and vulnerabilities, here you will find the types of attacks that are commonly used to exploit those vulnerabilities and threats.
· DDoS – Distributed Denial of Service attack is where the use of a group of computers floors the target computer or network to prevent it from being able to respond to users, often slowing down the target network or taking it offline.
· Man in the middle – These types of attacks are where an attack will insert themselves between two computers so all requests go through them, and data can be filtered or stolen before forwarding information to the original destination computer.
· Malware – Malicious software as highlighted in “What is a Threat”
· SQL Injection – A simple yet affective way to manipulate a server to release information they never intended to by inserted malicious structured query language (SQL) into a vulnerable website search box as an example
· Zero days – Exploits unknown to the creator, no fixes available for distribution to the public
· Cross Site Scripting – Injecting client-side scripts into websites viewed by other users
· Social Engineering – the art of manipulation and psychology to get someone to divulge information or do something they shouldn’t do.

[bookmark: _Toc92449751].rekt files
A ‘.rekt’ file is a RektLocker ransomware affected file. Once the ransomware is installed on the target machine, it uses an asymmetric algorithm to encrypt various files. These files are then changed to have the ‘.rekt’ extension so it is easy to determine what files have been affected. An article by Meskauskas[12] further highlights how the ransomware will then manipulate the users wallpaper and add a ‘readme.txt’ file to the desktop of which explains what has happened. Due to the type of encryption, asymmetric, the user will have no chance of decrypting their files without use of the private key. This will be kept by the attacker and will be used as the motivator to encourage victims to pay the ransom to get it.
When it comes to recovery, there is some good and bad news. Meskauskas[12] also provides information on how you can retrieve your data in the event it has been encrypted like this. Some poorly developed ransomware reuses the private key and therefore once it has been acquired by someone paying the ransom for example, it can then be used to decrypt all over victim’s files. The bad news, however, is that a well-developed ransomware will not reuse its private key and essentially make it impossible to decrypt the data without this or the assistance of the original developer(s).
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	Device
	IP Address
	Subnet Mask
	Other Info

	BatmanTextilesRouter
	192.168.0.1
	255.255.255.0
	Router Password: B4tmanAd1n
SSID Broadcast:
Disabled on 2.4Ghz/5Ghz -1/5Ghz -2
Wifi Password:
B4tman123
Guest Profile:
Enabled on 2.4Ghz
Guest SSID:
BTRestaurant
Guest Wifi Password:
FreeWIFI123
Wifi Enabled Times:
07:00 – 23:00
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	Device
	Interface
	IP Address
	Subnet Mask
	Gateway IP

	Sales1
	NIC
	192.168.0.100
	255.255.255.0
	192.168.0.1

	Sales2
	NIC
	192.168.0.101
	255.255.255.0
	192.168.0.1

	Sales3
	NIC
	192.168.0.102
	255.255.255.0
	192.168.0.1

	Sales4
	NIC
	192.168.0.103
	255.255.255.0
	192.168.0.1

	Sales5
	NIC
	192.168.0.104
	255.255.255.0
	192.168.0.1

	Sales6
	NIC
	192.168.0.105
	255.255.255.0
	192.168.0.1

	Sales7
	NIC
	192.168.0.106
	255.255.255.0
	192.168.0.1

	Sales8
	NIC
	192.168.0.107
	255.255.255.0
	192.168.0.1

	Sales9
	NIC
	192.168.0.108
	255.255.255.0
	192.168.0.1

	Sales10
	NIC
	192.168.0.109
	255.255.255.0
	192.168.0.1

	Sales11
	NIC
	192.168.0.110
	255.255.255.0
	192.168.0.1

	Sales12
	NIC
	192.168.0.111
	255.255.255.0
	192.168.0.1

	CEO
	NIC
	192.168.0.240
	255.255.255.0
	192.168.0.1

	Head of Marketing
	NIC
	192.168.0.241
	255.255.255.0
	192.168.0.1

	Head of Sales
	NIC
	192.168.0.242
	255.255.255.0
	192.168.0.1

	Accounts
	NIC
	192.168.0.243
	255.255.255.0
	192.168.0.1

	Operations Server
	NIC
	192.168.0.222
	255.255.255.0
	192.168.0.1

	Management Server
	NIC
	192.168.0.200
	255.255.255.0
	192.168.0.1
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[bookmark: _Toc92449756]Proposed Security Devices To Add To Network
· Firewalls
· Allow access to the internet via whitelist
· Honey Pot
· Anyone who gains access to the network will find a dummy server where any access can trigger a notification/alarm
· Network Access Control (NAC)
· Control network access to the Management Server. Only allowing specific IPs to establish a connection

















[bookmark: _Toc92449757]Task 4: Guidelines of use in the digital space

[bookmark: _Toc92449758]Guidelines for Staff to adhere to
It is vital every member of staff is aware of how to best conduct themselves in their digital space at work. The do’s and don’ts of what you can and cannot do.
Before we go over some simple guidelines, it is best that we start with one single rule that will always apply:
· If you are unsure, always seek advice from your manager. If they are unable to provide an answer, they will escalate the issue and respond to you as soon as possible.
Please remember there are no stupid questions when it comes to good cyber security awareness and never feel like you can’t ask a question.
Guidelines:
· Keep passwords safe, do not share these and look to use a password manager
· Do not leave your computer unattended even if it is for a few minutes
· Always wear your work ID, clearly visible above waist height
· If you see someone not wearing ID, challenge them and if needs be contact management to assist
· Do not allow any unauthorised visitors into the office. Please raise a request with management prior to their visit. When on site they must wear a visitors’ badge and be always accompanied by you
· The internet is for work use only and therefore you should not be downloading unauthorised content or visiting illegal website. Please refer to the single rule if unsure
· Be conscious of people looking over your shoulder
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To ensure the safety of all our customers and staff we ask you to follow our guidelines when using the free Wi-Fi provided at the restaurant.
· Please remember, the service is provided in good faith and any users not adhering to our guidelines will be blocked from using it in the future
Guidelines:
· Do not use the internet provided for any illegal activities
· Please where possible use a Virtual Private Network (VPN) when on our public Wi-Fi
· Please be mindful of people around you that may try to oversee personal credentials being entered. If you observe any odd behaviour, please call a member of staff immediately
· Do not download large files over the network as this may impact the performance for other uses
· Please remember that this restaurant is family friendly and therefore we respectfully ask you do not play any video or audio that could be deemed inappropriate for all audiences. If in doubt do not play it
· As this is a family restaurant, we do accept some customers will use mobiles or tablets to entertain their kids and to stop them attempting to run around. Whilst we appreciate this, not all customers want to listen to Peppa Pig eating their food. Please use a low volume or provide your children with headphones
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I believe there are substantial changes required to ensure the safety of Batman Textiles, along with its staff and customers alike. I have outlined key factors that could have contributed towards the recent breach and given information that will stress the importance of good cyber security practices.
If Batman Textiles takes onboard the information set to strengthen their network infrastructure, I believe they will be a less desirable target to attackers and be able to protect themselves better should they be targeted.
There are future investments that can be made to strengthen the network better and either a cloud based, or hybrid cloud approach would be beneficial in making their applications highly durable and be configured for high availability. With the right investment or guidance, they will be able to have a secure business network and provide free Wi-Fi to their customers as they wanted through use of the guest network feature.
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POLP - Principle of Least Privilege is the notion that any user, application, or process should have the least possible privilege to undertake their task/job role. Where there is a use case to increase their permissions, this can be done.  
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