Tutorial Questions

Please research on the following and then answer the questions as best as you can, your lecture notes, text book, library databases and/or the Internet can be used to answer the questions. – 30 mins 
Be prepared to discuss and even present your findings to the rest of the class, upon the lecturer’s choice – 25 mins . You can choose 2/3 people to do the presentation and the rest can help in answering questions directed to the group.

Group 1 should prepare about 3 Questions to ask group 5
Group 2 should prepare about 3 Questions to ask group 1
Group 3 should prepare about 3 Questions to ask group 2
Group 4 should prepare about 3 Questions to ask group 3
Group 5 should prepare about 3 Questions to ask group 4



Group 1

1.	What are the three general categories of unethical and illegal behaviour? 
2.	What is the best method for preventing illegal or unethical behaviour? 
3. What is the stated purpose of the SANS organization? In what ways is it involved in professional certification for InfoSec professionals? 

Group 2
1.What is the difference between criminal law and civil law? 
2.	What is tort law and what does it permit an individual to do? 
3.	What are the three primary types of public law? 
  4.If you work for a financial service organization (such as a bank or credit union), which law from 1999 affects your use of customer data? What other effects does it have? 
  5. Which 1997 law provides guidance on the use of encryption? 


Group 3
1.What is due care? Why would an organization want to make sure it exercises due care in its usual course of operations? 
2..	What should an organization do to deter someone from violating policy or committing a crime? 
3..	What is digital forensics, and when is it used in a business setting?
4..	What is evidentiary material?

Group 4 
1.What is InfoSec governance? 
2.	What should a board of directors recommend as an organization’s InfoSec objectives? 

3.	What are the five basic outcomes that should be achieved through InfoSec governance? 

4.	Describe top-down strategic planning. How does it differ from bottom-up strategic planning? Which is usually more effective in implementing security in a large, diverse organization? 

Goup 5
1.What is a systems development life cycle methodology?
2.How does the SecSDLC differ from the more general SDLC? 
3.What is the primary objective of the SecSDLC? What are its major steps, and what are the major objectives of each step? 
4.What is a managerial control? 

