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1. Introduction

The idea of the project is based on a
realistic ongoing issue within the network
security sector. A Network Vulnerability
Scanner will highlight the importance of
network security and is worth an
investigation into as security plays a
crucial part within networks today.

2. Aims and Objectives
The aim of the project is to design a
syntax prototype network scanner that
helps users successfully run basic scans
to uncover network vulnerabilities
Objectives:

Conduct a literature review on network
vulnerability scanners.

Design the prototype based on a syntax

code that’s discovers vulnerabilities.
Testing within a configured simulation
where the results of different programs
are produced.

Evaluation of what the users will benefit
from the vulnerability scanner.

Investigate, Analyse and Demonstrate the Importance of
Network Security and Penetration Testing
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3. Research

The key points of the research can
be seen below:
An in-depth understanding of
Vulnerability Scanners
Different scans that can be completed [1]
Protection against recent attacks [2]
- Adware
- Backdoor
- Botnet
Configuring a Scanner
- Researched Content contributed to
the development process
- Resolve Mistakes Made

4, Design and Implementation
A syntax code prototype was designed
and implemented to produce the results
for the vulnerability scan. The
Implementation included the following.
* VirtualBox

* Kali Linux operating system

* Metasploitable operating system

* Python

5. Results

The results can be seen within figures 1-4. Figure 1
identifies open ports within the tested device. Figure 2
discovers specified port with coloured results.

Figure 3 identifies the vulnerable content contained
from a specified file. Figure 4 discovers any
vulnerabilities contained on a specified open port.

6. Conclusion

Clearer understanding of Vulnerability Scanners has been
achieved from the Literature Review Section
Improved development skills when creating the programs
- Structuring the code
Improved understanding of Python and the use of Virtual
Environments
Understand where this project can be taken further for
future work.
- Further Development
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