


Contents
Introduction	2
History of Cybercrime	2
Definition of cybercrime	3
Aims	3
Objectives	3
Literature Review	4
UK legislation (Policies)	4
Canada legislation (Policies)	4
Methodology	5
Research Onion	5
Philosophies	5
Choices	6
Secondary Research	6
Data Collection	7
Time horizons	7
Resources and planning	7
Importance of the topic from academic point of view	8
Interest in the topic from a business perspective	8
Benefits to academic and business environments	8
Ethical considerations and limitations	9
Glossary	10
References	11
Bibliography	13




[bookmark: _Toc48903492]Introduction
[bookmark: _Hlk47014647]The UK & Canada are now both at the height of the digital age like many other nations. Although the digital age is effective with communication and other online services, there is a negative aspect in a digital environment where terrorist groups or activist organisations will recruit vulnerable people for their own gain (Lakmoy, 2017). Or where vulnerable people are being groomed online (Internet Matters, 2020).  This dissertation will be evaluating United Kingdom (UK) & Canada’s Cybercrime Policies, whether they protect vulnerable people and whether they are relevant in today’s society.
In 2018 the Dutch government alongside the Dutch police conducted research which discovered that young people were more likely to become a victim to cybercrime (CBS, 2019). This age group involving young people was 18- 24 years olds which found that 12.7% are likely to be victims due to the fact that many people in this age group use technology devices for work or personal reasons compared to an older adult who is unlikely to use technology in their spare time. It also revealed that the most common type of cybercrime was property crime which in Dutch law relates to money or property only shown at 4.6%, also within property cybercrime the additional factor found in the data was that young people were scammed via online shopping totalling 2.7%, however in the report only one-quarter of shopping fraud crimes are reported to the police (CBS , 2019). This suggest banks in the Netherlands could have solve the issue before any illegal action is taken by the victim. The report from the Dutch government lists who is likely to be vulnerable to cybercrime. These are adolescents and young adults who are the main group to be targeted with this type of crime however other age groups can be victims too, which should be kept in mind. The Dutch government will now carry out more research on how they will combat the issue and what support they can offer to help young adults in the future.
The purpose of the research is to assess the UK & Canada Cybercrime Policies to protect vulnerable people and are the strategies effective in today society? With cybercrime, many people become a victim of it.
[bookmark: _Toc48903493]History of Cybercrime 
Cybercrime first became known during the 1970s when computer technology was widely available for families to operate at home during their leisure time (Moore, 2005). 


[bookmark: _Toc48903494]Definition of cybercrime 
[bookmark: _Hlk47184839]The Crown Prosecution Service (CPS) defines cybercrime as an umbrella of mixed crimes where there are two distinct categories. The first category of cybercrime is known as “Cyber-dependent crimes” – A crime has to be committed through Information and Communication Technology (ICT) using devices such as mobile phones, laptops, computers, or other devices. The second category is known as “Cyber-enabled crimes”. This is where a conventional offence can be used on a wider scale where the offender uses technology to assist them to expand and widen the scale of the offence. An example of this could be cyber-enabled fraud and data theft (CPS, 2020). 
The Canadian Government define cybercrime as cybercriminals who aim to target vulnerabilities in computer software, computer hardware and vulnerable people’s online behaviour. The goal of the criminals is to use technologies to steal personal and commercial information by fraud or extortion; cybercriminals who target Canadians also operate around the world and tend to be out of reach for the Canadian law enforcement (Government of Canada, 2020). Because many of offenders are located outside of Canada it does make it difficult to bring the offender to justice and Canadian law enforcement may need work with other police servicers to track down the offender.  Research into the Topic 

[bookmark: _Toc48903495]Aims

[bookmark: _Hlk48121560]To assess whether the UK & Canada Cybercrime Policies can protect vulnerable people and if these strategies are relevant today.
[bookmark: _Toc48903496]Objectives
The following goals have been recognised for the investigation applying the SMART theory for target to be achieved (Day & Tosey, 2011, p 518):
· To study the age ranges of vulnerable people
· To research which policies the UK and the Canadian governments have in place for vulnerable people
· To identify charities that exist to help vulnerable people in UK & Canada
· To examine different types of cybercrime that exist
· To review Equality legislation in the UK and Canada
· To analyse responses on the vulnerability of people from cybercrime
· To evaluate how UK & Canadian Governments are looking to protect vulnerable people who may become the victims of cybercrime.
· To recommend any changes that are deemed necessary to the cybercrime strategies in the UK & Canada.

[bookmark: _Toc48903497]Literature Review

[bookmark: _Toc48903498][bookmark: _Hlk45368164]UK legislation (Policies)
The UK currently has no legislation for dealing with cybercrime specifically as of yet, however, the UK law enforcement tends to merge with other legislation, for example, someone who may troll someone online via social media platforms such as Facebook will be prosecuted under the “Malicious Communication Act 1988 and the Communications Act 2003” (CPS, 2020).  Although this does make it easier for law enforcement to arrest offenders because they placed the Cybercrime with the crime they have committed with another piece of legislation. 
Any victim of cybercrime can access victim support charities to help them through their trauma, the main charity being Victim Support who offers a wide range of support including cybercrime support to victims who are affected by it (Victim Support, 2020). Another charity that offers support for cybercrime victims is Why Me which aims to offer services to victims by setting up a meeting for both victim and offender to talk about the incident (Why Me, 2020), although it is highly unlikely that cybercrime victims do meet the person behind the crime. Why me is valuable tool to use as it aims to give the victim justice; however, there is limitations to the service as offender may not want to speak to the victim or offender has not been caught. 
[bookmark: _Toc48903499]Canada legislation (Policies)
In 2014 the Canadian government introduced the “Protecting Canadians from Online Crime Act” (Government of Canada, 2020). The act is there to protect Canadian citizens from crimes that may involve the supply of personal pictures of themselves or other people. The police can demand and order the preservation of electronic evidence. From 2014 any Canadian citizens who are linked to cybercrime fraud can be protected by the police as officers are now trained to locate any transactions from the victim’s cards or communications from the offender (Government of Canada, 2020). 
The UK needs to follow in the footsteps of Canada by ensuring citizens especially vulnerable ones are protected by their online actions. An example of this could be young children and teenagers who are just started using the internet may not be aware of their actions could lead them into danger situation. The UK government should be held responsible for not having legislation in place. 
[bookmark: _Toc48903500]Methodology
[image: Research Onion - Made easy to understand and follow]
[bookmark: _Toc48903501]Research Onion 

The Research Onion was published by Saunders and he believed when a researcher was undertaking their investigation, there would be layers to research like an onion; Saunders found that there are six areas when conducting research. the six are Philosophies, Approaches, Strategies, Choices, time zones and Techniques and procedures (Sahay, 2020). Figure 1 shows a diagram of the research onion.Figure 1 Saunders' Research Onion source: https://journals.sagepub.com/doi/pdf/10.5772/60429 


[bookmark: _Toc48903502]Philosophies
 
[bookmark: _Hlk47688835]Positivism involves research that uses scientific evidence by examining statistics and by approaching people in communities and to carry out an investigation; the term came from the 19th century from Auguste Comte (Feigl, 2020).  A positivism approach will be needed to carry out the research as this research will be reviewing statistics for example how can governments protect vulnerable people online. 
Interpretivism is a form of human involvement in an investigation (O'Reilly, 2012). Interpretivism is an important methodology tool to use during any research as it gains people’s views on a subject area (Williams, 2000).  In this case, an online survey will be used. According to (Lin, 2005) the problem of interpretivism at master level is interpretivism become biased overtime this may affect the researcher work. 




Approaches
A deductive approach involves gathering information that is from a specific area (Warwick, 2020). A deductive approach will be employed in the dissertation because there is current data on the topic that can be gained then reviewed by the researcher during the dissertation. 

Strategies
[bookmark: _Hlk47346079]Strategies to undertake the research include surveys - online surveys are defined as questionnaires that people can undertake via the internet (Andrews, et al , 2010). An online survey will be a useful tool for this research as it will offer a wide range of opinions from different people and because it is online (why). The disadvantage of online surveys is that participants may not understand the question given to them or they may give a short answer (Nayak, et al, 2019). 
Case studies will also be included which can be defined as a record of a group or person within a situation (Ebneyamini.et al, 2018). The investigator will use a case study to highlight good or bad examples of issues involving vulnerable people. A weakness of case studies is that it becomes time-consuming for the researcher (Vannoni, 2014).  
 
[bookmark: _Toc48903503]Choices 
[bookmark: _Hlk46059326]The study will consist of mixed methods research (MMR) as there will be primary and secondary research in the course of this dissertation. MMR is identified when researchers use both qualitative and quantitative enquiry (Clark, et al, 2008). The advantages of this allows the researcher to use two choices at the same time during the study (Johnson, et al, 2007). A disadvantage of MMR it can become complex overtime for the researcher as they will need to understand multiple of methods to use MMR effectively (Mary, et al, 2011). 
[bookmark: _Toc48903504]Secondary Research 
Secondary research is defined as examining existing studies and analysing the findings from each investigation to answer the researcher’s question. When researchers examine another individual’s piece of work, they can offer new views on the subject area (Heaton, 2008). For example, when analysing the research regarding UK & Canada cybercrime policies to protect vulnerable people, this could be a new area that both governments could review. 



[bookmark: _Toc48903505]Data Collection 
Primary research is described as an independent study during the dissertation; it may include questionnaires, interviews or focus groups (Lowe, et al, 2011).  Interviews and an online survey will be used as this will offer a wider range of views. The advantage of primary research is that new data is collected, and the researcher can get specific results. The disadvantage is that it becomes time consuming for the researcher (Shidur, 2017).

[bookmark: _Toc48903506]Time horizons
[bookmark: _Hlk48038820]A cross-sectional view will be employed for the dissertation.  A cross-section is where the researcher asks the participants their opinions at a given time (Dermatol, 2016). The investigator will not employ a longitudinal method because the approach would need to be used over a period of time (Dis , 2015).  

Techniques and procedures
[bookmark: _Hlk48907336]Statistical Package for the Social Sciences (SPSS) will be used for data analysis as it offers many benefits to the researcher when analysing their findings (Arkkelin, 2014). Online survey website that is going to be used to collect the data will be Survey Monkey as it is free trustworthy survey site for students to use when carrying out research (Survey Monkey, 2020). Microsoft Excel will also be to an analyse data as well. 

[bookmark: _Toc48903507]Resources and planning 

[bookmark: _Hlk47359470][image: ]A Gantt chart will be used to manage timeframe to show what the researcher will achieve each week (Wilson, 2003).  The advantage of Gantt charts is that the researcher will be able to keep on schedule and it also avoids resource overload (Geraldi, 2012). The disadvantage of the cha rt is that it will constantly need to be updated (Severina, 2019). 
[bookmark: _Toc48903508]
Importance of the topic from academic point of viewFigure 2 Elis Park (P149475) Dissertation Gantt Chart


It is importance look into the subject from academic viewpoint because both nations are currently at hight of the cyber world and with this we need to understand what the government doing to defend citizens from threat of the cyberworld.  
[bookmark: _Toc48903509]Interest in the topic from a business perspective 

From a business perspective who will have an interest in the topic are both government services such GCHQ and Ministry of Defences for the UK whilst for Canada it would be Canadian Security Intelligence Service. UK Police Services, Canadian Police Law Enforcement, Royal Canadian Mounted Police (RCMP).  The police also work with other services who will have an interested in the area are Social services as they have to deal with vulnerable people effected by the incident, numbers of charities to give advice to the people and also banks financial side.  The reason why the name services have been chosen is because they a business perspective in the topic as all them have to many towards the area as a business for example the police services will have budget towards combating the issues. 

[bookmark: _Toc48903510]Benefits to academic and business environments 

Academic benefits to studying the subject area it will allow the researcher and the public to understand subject matter see how both governments are doing their best to ensure vulnerable people do not come into risk. From the end of the research recommendations can be given on areas that can be improved on. Benefits to the business environments both government and public services from each nations can learn from each other and identify on areas that need improving on. 


[bookmark: _Toc48903511]Ethical considerations and limitations 

Due to COVID -19, all face to face interviews will not take place (University of Trinity Saint David, 2020). Before the online survey is brought out for the public to answer, there will be a test online survey to ensure that there are no issues before the full version is released. A tick box will be used to show consent in the online survey. This is to ensure participants have understood that their answers will be kept for research purposes however they will be kept anonymous (Walton, n.d.).  
The limitations for the researcher to consider is the fact due to COVID-19 all interviews will have to be done via zoom or teams, this means both the interviewer and person taking part will need access to the internet. Another limitation to the interview is some question given to the person may not be able to answerable.
The online survey restrictions are some individuals may not understand the question and would likely avoid the question or give a short answer.

[bookmark: _Toc48903512]Glossary

SMART
· Short Form for setting goals:
· Specific/Sensible
· Measurable
· Achievable 
· Relevant/Realistic
· Timely 
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