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Task 1: Pre-requisite tasks
Confirmed that the IP is statically assigned for server 1, no DNS is setup, and the firewall is disabled.

Computer name has been changed to DC1-MWT

&8 server! [Running] - Oracle VM VirtualBox — O =

File Machine View Input Devices Help

Settings
fmr Homg

nd asqd Qroanize =

General 1 i < Syste.. > Windows Defender Fire... ~

4~ L < MNetwork and Internet : MNetwork Connections ~ &

Nicakhls this netunrk deics Diannacse this cannsction Rename this connection

P Windows Defender Firewall — O =<

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings

E— "
st B Help protect your PC with Windows Defender Firewall
Windows Defender Firewall can help prevent hackers or malicious
software from gaining access to your PC through the Internet or a
network.

Allow an app or feature
() Obtain an IP address automatically through Windows Defender
(@ Use the following IP address: Firewall

Change notification settings

1P address: Update your Firewall settings

Turn Windows Defender

Subnet mask:

Default gateway:

Firewall on or off

Restore defaults

‘Windows Defender Firewall is
not using the recommended
settings to protect your

¥ Use recommended setting

computer.

ee @Q

Obstains DNS Advanced settings

wer addre:

at are the recommended
settings?

. 6 Private networks

B =3 cuestor public networks

Metworks in public places such as airports or coffes shops

(@) Use the following DNS server addresses: Troubleshoot my network

Preferred DNS server:
Alternate DNS server Not connected

Connected

[Jvalidate settings upon exit Advanced. ..

Security and Maintenance

OK. Cancel Metwork and Sharing Center

Windows Defender Firewall state: Off

2 items 1 itemn selected B== =

Ef servert [Running] - Oracle VM VirtualBox _ i :

File Machine View Input Devices Help

The Virtual Machine reports that the guest OS supports mouse pointer integration, This means that you do not need to capfore the mouss pointer o be ble o use itin your guest 05 —all mouse () [

A system

T B8« System and Security > System

Microsoft
Corporation
All rights
reserved.

Control Panel Home

%) Device Manager
%) Remote settings

System
&) Advanced system settings

Processor: AMD Ryzen 9 3800X 12-Core Processor

3.80 GHz
Installed memory (RAM): 2,00 GB

System type: B4-bit Operating System, x64-based
processor

Pen and Touch: Mo Pen or Touch Input is available for

this Display
Computer name, domain, and workgroup settings
DCI-NWT
DC1-NWT
DC1-NWT

Computer name: & Change settings

Full computer name:
Computer description:

Workgroup: WORKGROUP

Security and Maintenance
Windows activation

B @& S =i 8@ & rihtcul
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Task 2: Deploying Active Directory as a role or feature based

installation
Role or feature based installation selected.

B8 servert [Running] - Oracle VM VirtualBox — (] >

File Machine View Input Devices Help

The Virtual Machine reports that the guest OS supports mouse pointer integration. This means that you do not need to capfuse the mouse pointer to be able to use itin your guest OS5 — all mouse. (3] 050

Server Manager * Dashboard

[ Add Roles and Features Wizard — ] b4
Dashbx|
lecal 5t Select installation type
All Sery
File an Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

@ Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

! Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Hide

Performance Performance

BPA results BPA results

o i 5 || = i ) G ) Risht il

Active directory domain service enabled.

&

LERERE = Add Roles and Features Wizard

DESTINATION SERVER
DC1-NWT

Select one or more roles to install on the selected server.

Roles Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
Active Directory Lightweight Directory Servic iiiforaiation: suddable tn ey
Active Directory Rights Management Services A s
DHCP Server uses domain controllers to give
DNS Server network users access to permittad
resources anywhere on the network
through a single logon process.

Active Directary Federati

Fax Server

File and Storage Services (4 of 11 installed)
Hyper-V

Netwaork Palicy and Access Services
Print and Document Services
Remote Access

Remote Desktop Services

Volume Activation Services

Web Server {lIS)

Windows Deployment Services
Windows Server Update Services

I N

< Previous s Cancel

ROLES AND SERVER GROUPS

BoeE s =il 8@ @ rihtcr
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ADDS (Active Directory Domain Service) Installation Complete

&5 serverl [Running] - Oracle VM VirtualBox — [} >

File Machine View Input Devices Help

] = Add Roles and Features Wizard

DESTINATION
[

allation p
View instaliation progress

@ Fe=tureinstaliation

Active Directory Domain Services
Additional steps are required to make this machine a domain controllsr.
Pr erver to a domain controller
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-ins and Command-Line Tools

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

ROLES AND SERVER GROUPS

B ol o | B 8] @ richt cirl

Server promoted to a domain controller. Root Domain specified as ‘nwtraders.msft’.

[ Active Directory Domain Services Configuration Wizard ] X

TARGET SERVER
DCI-NWT

Select the deployment operation

O Add a domain controller to an existing domain
() Add a new domain to an existing forest
® Add a new forest

Specify the domain information for this operation

Root domain name: nwiraders.msft

figurations

Cancel

BONSS 5 Ee ke
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Deployment has been configured: forest and functional level set to windows server 2016. DNS and
global catalogue have been enabled and a secure password has been set.

4 server! [Running] - Oracle VM VirtualBox - O =

File Machine View Input Devices Help

T Active Directery Domain Services Configuration Wizard

- - TARGET SERVER
Domain Controller Options DCI-NWT

Deployment Configuration

Select functional level of the new forest and root domain
Domain Controller Options

B Forest functional level: | Windows Server 2016

AR Domain functional level: | Windows Server 2016

Specify domain controller capabilities

Domain Name System {DNS) server
| Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password:

Confirm password:

More about domain controller options

s g BB
B ok |EilR @ rntcr

The machine has successfully been set up as an active directory domain controller.

You're about to be signed out

The computer is being restarted because Active Directory Domain Services was installed or

removed.

@& 5 Bl gle@ ®rotcyl
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Confirmation of login for the networks domain ‘NWTRADERS'

NWTRADERS
\Administrator

¢ Welcome

B Ok  EiE @ Rrhtca
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Task 3: Creating user account objects using Active Directory Users and

Computers snap-in console
Server DC1-NWT is listed as the nwtraders.msft domain controller

- |

Recycle Bin

1 Active Directory Users and Computers
File Action View Help
| 2m 4 8| XE 5 | & i

] Active Directory Users and Com| Type Site Description
Saved Queries
nwtraders.msft

_| Builtin
| Computers
| Domain Controllers

Computer Default-First-5i...

7 ForeignSecurityPrincipal:
“| Managed Service Accour
1 Users

| ncal Disk (01 ¥ €
3Zitems 1 item selected 1.13 KB

; New Object - User

Createin:  nwtraders. msft/Users F
Type Description

Security Group.. Members in this group c...

|Adam Initials Security Group... Members of this group ..

Security Group.. Members in this group c...
Security Group.. DNS Administrators Gro..
Full name ‘Adam Vimpany Security Group...  Servers in this group can...
Security Group... Members of this group t...
User logon name Security Group... DNGS clients who are per...

Last name: ‘\flmpany

|NWT—A\.1 | P e Security Group... Designated administrato...

Security Group... All workstations and ser...
User logon name (pre-Windows 2000):

Security Group... All domain controllers i...
[nwTRADERS\ | [rwT-Av

Security Group... All domain guests

Security Group... All domain users
Security Group... Members in this group c...

Bach Cad Security Group... Members of this group ..

Security Group... Members of this group ...

H2 Read-only Domain Controllers Security Group... Members of this group ...
E&EnterprisEAdmins Security Group... Designated administrato..,
E&Enterprlse Key Admins Security Group...  Members of this group ..
&2 Enterprice Read-only Domain Controllers  Security Group... Members of this group ...
EgSchemaAdmms Security Group.. Designated administrato...
2, Administrator User Built-in account for ad...

local Disk (e ¥ %
32 items 1 item selected 1.13 KB
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4 server1 [Running] - Oracle VM VirtualBox — (] x

File Machine View Input Devices Help

- |

Recycle Bin

; Mew Object - User

1 Createin:  nwiraders.msft/Users =
Hid Type Drescription

Security Group... Members in this group c...
Security Group... Members of this group ...
Full name: Adam Vimpany Security Group... Members in this group c...
Security Group... DMNS Administrators Gro...
Security Group... Servers in this group can...
The password never expires. Security Group... Members of this group t...

When you click Finish, the following object will be created:

User logon name: NW T-AV@nwiraders msft

Security Group... DMNS clients who are per...
Security Group... Designated administrato...
Security Group.. All workstations and ser...
Security Group... All domain controllers i...

Security Group... All domain guests

Security Group... All domain users
Security Group... Members in this group c...

< Back Gl Security Group... Members of this group ...
Security Group... Members of this group ...

2, Read-only Damain Cantrollers Security Group... Members of this group ...
2 Enterprise Admins Security Group... Designated administrat
‘_E,Entarpnse Key Admins Security Group... Members of this group ...
%Enterprise Read-only Domain Controllers  Security Group.., Members of this group ..
2 Schema Admins Security Group... Designated administrat

&, Administrator User Built-in account for ad...

Lncal Dick (e ¥ €

32 items 1item selected 1.13 KB

17:38

T 9% gy0am B
1= 8 §] @ [#] right ctr

BokEss

Added the failsafe account to the domain admins group ‘nwtraders.msft’

kﬁ Serverl [Running] - Oracle VM VirtualBox — O >

File Machine View Input Devices Help

oY

ycle Bin

File Action View Help
| FE LB A

] Active Directory Users and C|

Select Users, Contacts, Computers, Service Accounts, or Groups

B -Saved Cueries S —

~ Fd nwiraders.msft
_| Builtin

“| Computers From this location

iUsers. Service Accounts, Groups, or Other objects | Object Types... cup can...

group t..

T
=] Domain Controllers |nwiraders msft Locations e

| ForeignSecurityPrinci
| Managed Service Acc
Users

inistrato...
Enter the object names to select {examplss) and ser...

Adam Wimpany (NWT-AV@nwiraders msft Check Mames rollers i..

fts

Advanced.., e group o

group
mbers of this group ...

mbers of this group ...

{gnated administrato...

inbers of this group ...

mbers of this group ..
ignated administrato...
t-in account for ad...

Remove

t-in account for gue...

2]

Local Bisk (s ¥ €
32 items 1item selected 1.13 KB

B @& & | =i 8@ @Rt
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Task 5: Adjoining the domain and testing user logins
Computer object account created in active directory.

& serverl [Running] - Oracle VM VirtualBox — O >

File Machine View Input Devices Help

MNew Object - Computer

i ™ Createin:  nwiraders,msft/Computers
= Type Description

Computer name: ms to show in this view.,
| WS 1NWT]

Computer name (pre-Windows 2000):
| WS1HNWT

The following user or group can join this computer to a domain.

User or group:
| Default: Domain Admins Change...

[] Assign this computer account as a pre-Windows 2000 computer

B |oealPick o M€
32 itermns 1 item selected 1.13 KB

Client1 has been renamed to WS1-NWT

2 Client1 [Running] - Oracle VM VirtualBox - O *

File Machine View Input Devices Help

Settings

About

Your PC is monitored and protected.

System See details in Windows Security

Display Device specifications

Device name WST-NWT
Sound
Processor

Motifications & actions Installed RAM

Device ID
Focus assist Product ID

System type it operating system, x64-based processor
Power & slesp - s

Pen and touch MNo pen or touch input is available for this display

Storage Capy

dbiet Rename this PC

Multitasking

Windows specifications

Projecting to this PC
Edition Windows 10 Home

fus [ = 1818
= £ Type here to search (3] (=t é - ﬁ a [] 3 A € &3 ) ENG 05/03/2021 %\,

B oy ﬂ@@RightCh’l‘
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Preferred DNS server set up on client 1

& client! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

<« MNetwork and Internet » MNetwork Connections » (<]

Micahls thic natuod dedcs Mizanacs thic connection Rename this connection

General

for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

Obtain DNS server address automatically

(@) Use the following DMS server addresses:

[ validate settings upon exit

H- AL Type here to search (@]

Internet Protocol Version 4 (TCP/IPv4) Properties

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

IF sddress: 192 .168 . 100 . 2
Subnet mask: 255 .255.255. 0

Preferred DMS server: 192.168 . 1 . 100

Advanced. ..

5 @ - A l £F =B ~e@ e 05,:0‘:/225921 B

B ok & | =i G @ Erohtcyl

(Note: had to rebuild clientl machine as Windows 10 pro edition as Windows 10 home edition is

unable to join domains.

Made a member of Nwtraders.msft domain.

& Client3 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Settings

You can change the name and the membership of this
computer. Changes might affect access to netwark resources

o S PTaT
Fimt | Computer Mame/Domain Changes
yst

Syste|

Computer name:

tmote i .
Software License Terms

Eomputer

i a few new settings

any's 1 Control Panel have moved here, and you can

‘WS1-NWT

io it's easier to share.

Fuil computer nams
WSTNWT

Member of
@) Domain:
|nwtraders misft]

O Workgroup:

WORKC

lettings

Rename this PC [advanced)

Multitasking

Pinjecting o this PG @

L Type here to search

Get help

£l ~ & &) NG

BeonFg @ 3 right cirl

10



STUDENT NUMBER: 1810613
ACCA5023: WORKSHEET 2, PRACTICAL TASKS

Confirmed that clientl has been added to the nwtraders.msft domain.

8 cClient2 [Running] - Oracle VM VirtualBox — [m] b

File Machine Wiew Input Devices Help

Recycle Bin

ﬂ% mputer Nag i Charigs | = t
7]

o ‘fou can change the name and the membership of this Eomputer
sibs computer. Changes might affect access to network resources. _ R
Edge Aicrosoft Software License Terms

Computer name lary's "

WS1-NWT ings
Computer Mame/Domain Changes 9

e. and you can

Full computer name: oved
WST-NWT o You must restart your computer to apply
these changes

Member of Before restarting, save any open files and close all

@) Domain: PERGERITS.
|nwlraders msft

iR

KGROUP

T
nager
isktop

ptection
Cancel Apply

Advanced system settings

L8 Tablet
Rename this PC (advanced)

t  Multitasking
@ Gethelp

=]  Projecting to this PC
-" Give feedback
T e

A2 Type here to search i T B8 A~ @ @) e swasz2021
BeokfFo EHiR @ Erionton

Option to log in to the NWTRADERS domain.

B4 Client3 [Running] - Oracle VM VirtualBox — O 3¢
File Machine View Input Devices Help

Other user

Sign in to: NWTRADERS

How do | sign in to another domain?

Sign-in options

e Adam Vimpany
e Other user

@ e 8 (B 8] & B rioht col
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Confirmation that the non admin account “NWT-AV” can successfully log in. (Note display name
“Adam Vimpany” in the below screenshot.

i Client3 [Running] - Oracle VM VirtualBox = [m] x

File Machine View Input Devices Help

Recycle Bin

START Productivity

a » =

Microsoft Edge Microsoft Store

Adam Vimpany
Documents
Pictures
Settings

Power

£ |iype here to search N ~ 88 2) e
QEF s 52V |[65]

12
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Task 6: Observational Tasks

6 a) DNS - explain what it is, how it works (illustrations) and its significance within
Active Directory Domain Services.

The Domain Name System (DNS) matches domain names to an IP address, a process known
as forward lookup. It allows a user to submit an easily memorable text-based query (i.e. a
web address), with the DNS then matching this to the IP address for them.

The DNS Recursor (also referred to as the Recursive Resolver) is the first step between the
client and a DNS name server. First, the client’s own DNS resolver will check the client’s
cache for the domain information and return the IP address if it is stored there. If
unsuccessful, the router nameserver will check its own cache (where this facility exists, not
all routers have a cache) for IP address and returns it. Where cached data does not exist, the
router nameserver refers the request on to the root nameserver (1). Commonly, the Internet
Service Provider DNS services are used, but other DNS services are available. The DNS
provider’s root nameserver does not resolve the name request itself, but it returns a file
known as the root zone file which contains all top-level domains (TLD, examples of which
include “.co.uk”, “.org” etc.) and the TLD server that is responsible for each (2). The root
nameserver then sends a further request to whichever TLD server that is responsible for the
requested TLD. The TLD server then informs the requesting server on which of the DNS
servers the domain name is stored (1). The ISP root nameserver finally makes a request of
the authoritative nameserver specific to the domain name and normally receives the IP
address (2). The IP address is stored in the DNS A Record, in which case it is sent back
again: from the ISP resolver, to the router and finally to the client resolver and browser.
Alternatively, it may have a CNAME Record, in which case an alias domain is returned to
the DNS resolver, and the process repeated in order to receive a DNS A Record IP address

(1)

The Active Directory holds information about network resources, and Active Directory
domains use DNS to allow PCs, servers etc. within a network to locate the domain
controller; domain controllers to locate each other; and map user/workstation names to IP
addresses (3). In the most common set up, the DNS servers are accessible to both the
external namespace (i.e. the domain registered for use as an internet client) and the internal
namespace (the AD domain) (4). Domain controllers run the domain server role for Active
Directory. Domain controllers with DNS installed have Active Directory zone types. These
zone types allow the Active Directory to maintain DNS records, such as A Records, CNAME
records, NS Records (nameserver records) etc., these therefore contain information on all of
the computers and other appliances that comprise the network (5). Zones can be integrated
into Active Directory (Active Directory Integrated Zones) so that domain servers can update
their own authorative zones (6), which means that all domain controllers on the network
will have the same information. This prevents the need for data transfer and increases
redundancy. Other zones include Primary and Secondary Zones: a primary zone may or not
be integrated, and a secondary zone will receive only a read-only copy of the data and so
cannot be integrated (6).
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6 b) AD is one critical ‘Role or Feature based installation” as part of an enterprise
network, identify and provide a brief overview of 2 other critical roles?

IS

Internet Information Services (IIS) is a software package that is used for hosting web services
on a web server (7). It is used to create, maintain and publish websites, as well as more
advanced options, such as optimising performance or security settings. It supports
webpages built with ASP.NET, PHP, HTML and other common scripting languages used in
web development (8). It is not automatically installed when using the default settings of
many Windows Server OSes, and so must be installed onto web servers by using either
PowerShell or the Server Manager (7).

Remote Desktop Services

Another feature of Microsoft Windows Server is Remote Desktop Services (RDS), which can
be installed using the “Role or Feature Based Installation” menu. It allows multiple users of
the network to access a single server that is hosting desktops, applications and devices (such
as printers) through the Remote Desktop Session Host (9). RD Connection Brokers is a role
that controls access to databases or remote desktops, by authenticating users and load
balancing of servers (10). RD Gateway allows users to access RDS features and network
resources from outside of the internal network (11), RD Licensing ensures that client access
licenses (CALs, used by the RD Session Host server to allow users to connect to it) are issued
and tracked (12) while the RD web client allows users to access the remote desktop services
through a web browser (13).

6 c) Explain why it is important to have different levels of access/roles within the ‘Built
in” Network User Account groups (e.g. Domain Admins, DHCP Admins, etc).

When Active Directory is installed, it creates “BuiltIn” user accounts and group accounts
automatically. Each of these groups have pre-set user rights settings, which limit the types of
tasks the user can perform depending on their access level. Examples of automatically
created groups include the “Account Operators”, members of which can add or remove user
accounts and perform group management; “BackUp Operators”, members of which can
perform back-ups or restore files; “Guest” accounts, who have minimal permissions; and
“Administrators”, members of which have overarching control (14). These roles can be
amended to work across the entire network, or be limited to a specific secondary domain
controller only.

The highest level of access for the BuiltIn user account groups is the “Administrators” (14).
These users must be carefully selected because of their access to the highest level of user
rights. Some examples of high-level user rights that must be strictly controlled include the
ability to add or remove user accounts, as setting up an account incorrectly may cause
security vulnerabilities (14), and incorrectly deleting or modifying an account may cause
operational problems. That said, the default “Account Operators” group is unable to make
changes to, add or delete administrators, which prevents them from modifying their own
accounts to increase their authority, or removing privileges from administrators
inappropriately (15). These privileges could be used as a security exploit, for example, by


Adamu
Highlight
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increasing their own privileges to an “Administrator” account, deleting genuine
Administrator accounts, and then accessing or modifying operations or sensitive data
maliciously.

Careful, correct configuration of user accounts is paramount for the secure functioning of the
entire network. Users must have sufficient rights and permissions in order to perform their
work duties, but must not be able to make changes to system-critical operations, for
example. User rights and permissions must be set to prevent unauthorised access or cause
security vulnerabilities. Having BuiltIn user account pre-sets simplifies the process of
adding and removing users, as they can be given a “role” with set user rights and
permissions that are appropriate for their job role, without having to configure individual
settings for each and every user (16). This is beneficial for administrators of the system, as
once these roles are configured, new users can be added quickly and efficiently with less
chance of oversights occurring that could lead to a security vulnerability. For large
enterprises, it is essential: where large numbers of employees join or leave the organisation
or change job roles, setting appropriate user rights for every user would quickly become
unwieldy leading to errors (16). Additionally, a single user can be assigned multiple roles
(16), for example, a senior member of staff may have the same roles as the other members of
their department, plus an additional role that grants them access to sensitive data, or the
ability to add or remove accounts on their domain local group.

Having a hierarchy of roles ensures that user groups automatically inherit lower ranking
user rights (for example, administrators will always be able to shut down the system or
restore files and so on) without these rights having to specifically be granted to them (16).
This streamlines the process of assigning user rights. Having all user accounts added to
groups allows this information to be easily audited.

6 d) Share your ideas in-detail on Microsoft’s recommendations on AGDLP and
AGUDLP for assigning permissions. How do you view them in the perspective of a
System Administrator in strategizing and implementing within your network?
AGDLP (Account, Global, Domain Local, Permission) and AGUDLP (Account, Global,
Universal, Domain Local, Permission) are recommendations made by Microsoft for
assigning permissions. AGDLP are the recommendations for RBAC (Role-Based Access
Controls), while AGUDLP are for Active Directory forests. Essentially, the acronym lists
how the users and groups are nested: that is, for AGDLP, Accounts are added to Global
Groups; the global groups are added to Domain Local Groups; these groups are then
assigned Permissions.

AGDLP

A system administrator will create a number of Global Groups for the various roles across
the organisation, for example, Role_IT_Helpdesk or Role_Sales_Associate (17). As a user can be
a member of multiple global groups (e.g. their departmental role, a senior management role,
and a location-based role) these should be succinct for ease of management. These global
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groups are then added to Domain Local Groups, which each contain the permissions
appropriate for members of that group, and grants them access to the relevant network
resources (18). This is advantageous for the system administrator, as once the various
groups have been created, it is simple to make changes and maintain permissions in the
tuture. For example, if a department (who are all members of a global group) implements a
new application, then it is simple to grant the entire global group access to it, without
having to amend permissions for every member of the department. When a user moves to a
different role within the same organisation, their account can be moved from one global
group to another, without needing to manually revoke irrelevant rights and implement new
ones.

When the system is first being created, using AGDLP is simpler than using AGUDLP.
However, if necessary AGDLP groups can be converted to AGUDLP groups in the future,
and combined with other AGDLP groups, assuming they use the same naming conventions
(17). Conversion from AGDLP to AGUDLP is simple, as global groups are added to a newly
created Universal Group, and the Universal Group is then added to the Domain Local

Group.

AGUDLP

AGUDLP is used to allow administrators to control different areas of the “forest” (18). This
may be where a large organisation is spread out geographically, with workplaces based in
different locales, each with its own administrators. These administrators will control the
Global Groups within their own domains. The next level is the Universal Group, or the
Resource Group. This can contain Global Groups, for example, all of the “Role_IT_Helpdesk”
Global Groups from every location in the organisation, but it can also contain other
Universal Groups or individual users. These universal groups are then added to the Domain
Local Group as described above. A centralised administrator(s) will control access levels
across the organisation, while allowing other domain administrators to control their own
domains (17), which is important in large organisations and enterprises. It is important
when implementing groups that they are carefully planned so as to prevent redundant
groups: if every Domain Local group on the system contains a single Universal group that in
turn contains a single global group, it is likely that there is a better method of delegation. For
example, a universal group might be created for financial resources, which senior
management, accounting and finance global groups are each added to rather than access to
the same resources being set separately for each individual global group. This means that
changes to financial resources permissions can be set in the universal group once, rather
than being amended redundantly across multiple domain local groups (which defeats the
intentions of AGDLP/AGUDLP somewhat).
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