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Task 1: Pre-requisite tasks 
Confirmed that the IP is statically assigned for server 1, no DNS is setup, and the firewall is disabled. 

Computer name has been changed to DC1-MWT 
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Task 2:  Deploying Active Directory as a role or feature based 
installation 
Role  or feature based installation selected. 

 

Active directory domain service enabled. 
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ADDS (Active Directory Domain Service) Installation Complete 

 

 

Server promoted to a domain controller. Root Domain specified as ‘nwtraders.msft’. 
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Deployment has been configured: forest and functional level set to windows server 2016. DNS and 
global catalogue have been enabled and a secure password has been set. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The machine has successfully been set up as an active directory domain controller. 
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Confirmation of login for the networks domain ‘NWTRADERS’  
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Task 3: Creating user account objects using Active Directory Users and 
Computers snap-in console 
Server DC1-NWT is listed as the nwtraders.msft domain controller 

 

Evidence of new user creation  
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Added the failsafe account to the domain admins group ‘nwtraders.msft’ 
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Task 5: Adjoining the domain and testing user logins 
Computer object account created in active directory. 

Client1 has been renamed to WS1-NWT 
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Preferred DNS server set up on client 1 

(Note: had to rebuild client1 machine as Windows 10 pro edition as Windows 10 home edition is 
unable to join domains. 

Made a member of Nwtraders.msft domain. 
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Confirmed that client1 has been added to the nwtraders.msft domain. 

 

Option to log in to the NWTRADERS domain. 
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Confirmation that the non admin account “NWT-AV” can successfully log in. (Note display name 
“Adam Vimpany” in the below screenshot. 
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Task 6: Observational Tasks  
6 a) DNS - explain what it is, how it works (illustrations) and its significance within 
Active Directory Domain Services.  
The Domain Name System (DNS) matches domain names to an IP address, a process known 
as forward lookup. It allows a user to submit an easily memorable text-based query (i.e. a 
web address), with the DNS then matching this to the IP address for them.  

The DNS Recursor (also referred to as the Recursive Resolver) is the first step between the 
client and a DNS name server. First, the client’s own DNS resolver will check the client’s 
cache for the domain information and return the IP address if it is stored there. If 
unsuccessful, the router nameserver will check its own cache (where this facility exists, not 
all routers have a cache) for IP address and returns it. Where cached data does not exist, the 
router nameserver refers the request on to the root nameserver (1).  Commonly, the Internet 
Service Provider DNS services are used, but other DNS services are available. The DNS 
provider’s root nameserver does not resolve the name request itself, but it returns a file 
known as the root zone file which contains all top-level domains (TLD, examples of which 
include “.co.uk”, “.org” etc.) and the TLD server that is responsible for each (2). The root 
nameserver then sends a further request to whichever TLD server that is responsible for the 
requested TLD. The TLD server then informs the requesting server on which of the DNS 
servers the domain name is stored (1). The ISP root nameserver finally makes a request of 
the authoritative nameserver specific to the domain name and normally receives the IP 
address (2).  The IP address is stored in the DNS A Record, in which case it is sent back 
again: from the ISP resolver, to the router and finally to the client resolver and browser. 
Alternatively, it may have a CNAME Record, in which case an alias domain is returned to 
the DNS resolver, and the process repeated in order to receive a DNS A Record IP address 
(1). 

The Active Directory holds information about network resources, and Active Directory 
domains use DNS to allow PCs, servers etc. within a network to locate the domain 
controller; domain controllers to locate each other; and map user/workstation names to IP 
addresses (3). In the most common set up, the DNS servers are accessible to both the 
external namespace (i.e. the domain registered for use as an internet client) and the internal 
namespace (the AD domain) (4). Domain controllers run the domain server role for Active 
Directory. Domain controllers with DNS installed have Active Directory zone types. These 
zone types allow the Active Directory to maintain DNS records, such as A Records, CNAME 
records, NS Records (nameserver records) etc., these therefore contain information on all of 
the computers and other appliances that comprise the network (5). Zones can be integrated 
into Active Directory (Active Directory Integrated Zones) so that domain servers can update 
their own authorative zones (6), which means that all domain controllers on the network 
will have the same information. This prevents the need for data transfer and increases 
redundancy. Other zones include Primary and Secondary Zones: a primary zone may or not 
be integrated, and a secondary zone will receive only a read-only copy of the data and so 
cannot be integrated (6).  
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6 b) AD is one critical ‘Role or Feature based installation’ as part of an enterprise 
network, identify and provide a brief overview of 2 other critical roles?  
IIS 
Internet Information Services (IIS) is a software package that is used for hosting web services 
on a web server (7). It is used to create, maintain and publish websites, as well as more 
advanced options, such as optimising performance or security settings. It supports 
webpages built with ASP.NET, PHP, HTML and other common scripting languages used in 
web development (8).  It is not automatically installed when using the default settings of 
many Windows Server OSes, and so must be installed onto web servers by using either 
PowerShell or the Server Manager (7).  

Remote Desktop Services 
Another feature of Microsoft Windows Server is Remote Desktop Services (RDS), which can 
be installed using the “Role or Feature Based Installation” menu. It allows multiple users of 
the network to access a single server that is hosting desktops, applications and devices (such 
as printers) through the Remote Desktop Session Host (9). RD Connection Brokers is a role 
that controls access to databases or remote desktops, by authenticating users and load 
balancing of servers (10). RD Gateway allows users to access RDS features and network 
resources from outside of the internal network (11), RD Licensing ensures that client access 
licenses (CALs, used by the RD Session Host server to allow users to connect to it) are issued 
and tracked (12) while the RD web client allows users to access the remote desktop services 
through a web browser (13). 

6 c) Explain why it is important to have different levels of access/roles within the ‘Built 
in’ Network User Account groups (e.g. Domain Admins, DHCP Admins, etc).  
When Active Directory is installed, it creates “BuiltIn” user accounts and group accounts 
automatically. Each of these groups have pre-set user rights settings, which limit the types of 
tasks the user can perform depending on their access level. Examples of automatically 
created groups include the “Account Operators”, members of which can add or remove user 
accounts and perform group management; “BackUp Operators”, members of which can 
perform back-ups or restore files; “Guest” accounts, who have minimal permissions; and 
“Administrators”, members of which have overarching control (14). These roles can be 
amended to work across the entire network, or be limited to a specific secondary domain 
controller only. 

The highest level of access for the BuiltIn user account groups is the “Administrators” (14). 
These users must be carefully selected because of their access to the highest level of user 
rights. Some examples of high-level user rights that must be strictly controlled include the 
ability to add or remove user accounts, as setting up an account incorrectly may cause 
security vulnerabilities (14), and incorrectly deleting or modifying an account may cause 
operational problems. That said, the default “Account Operators” group is unable to make 
changes to, add or delete administrators, which prevents them from modifying their own 
accounts to increase their authority, or removing privileges from administrators 
inappropriately (15). These privileges could be used as a security exploit, for example, by 

Adamu
Highlight
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increasing their own privileges to an “Administrator” account, deleting genuine 
Administrator accounts, and then accessing or modifying operations or sensitive data 
maliciously.  

Careful, correct configuration of user accounts is paramount for the secure functioning of the 
entire network. Users must have sufficient rights and permissions in order to perform their 
work duties, but must not be able to make changes to system-critical operations, for 
example. User rights and permissions must be set to prevent unauthorised access or cause 
security vulnerabilities. Having BuiltIn user account pre-sets simplifies the process of 
adding and removing users, as they can be given a “role” with set user rights and 
permissions that are appropriate for their job role, without having to configure individual 
settings for each and every user (16).  This is beneficial for administrators of the system, as 
once these roles are configured, new users can be added quickly and efficiently with less 
chance of oversights occurring that could lead to a security vulnerability. For large 
enterprises, it is essential: where large numbers of employees join or leave the organisation 
or change job roles, setting appropriate user rights for every user would quickly become 
unwieldy leading to errors (16). Additionally, a single user can be assigned multiple roles 
(16), for example, a senior member of staff may have the same roles as the other members of 
their department, plus an additional role that grants them access to sensitive data, or the 
ability to add or remove accounts on their domain local group. 

Having a hierarchy of roles ensures that user groups automatically inherit lower ranking 
user rights (for example, administrators will always be able to shut down the system or 
restore files and so on) without these rights having to specifically be granted to them (16). 
This streamlines the process of assigning user rights. Having all user accounts added to 
groups allows this information to be easily audited. 

 

6 d) Share your ideas in-detail on Microsoft’s recommendations on AGDLP and 
AGUDLP for assigning permissions. How do you view them in the perspective of a 
System Administrator in strategizing and implementing within your network? 
AGDLP (Account, Global, Domain Local, Permission) and AGUDLP (Account, Global, 
Universal, Domain Local, Permission) are recommendations made by Microsoft for 
assigning permissions. AGDLP are the recommendations for RBAC (Role-Based Access 
Controls), while AGUDLP are for Active Directory forests. Essentially, the acronym lists 
how the users and groups are nested: that is, for AGDLP, Accounts are added to Global 
Groups; the global groups are added to Domain Local Groups; these groups are then 
assigned Permissions. 

AGDLP 
A system administrator will create a number of Global Groups for the various roles across 
the organisation, for example, Role_IT_Helpdesk or Role_Sales_Associate (17). As a user can be 
a member of multiple global groups (e.g. their departmental role, a senior management role, 
and a location-based role) these should be succinct for ease of management. These global 
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groups are then added to Domain Local Groups, which each contain the permissions 
appropriate for members of that group, and grants them access to the relevant network 
resources (18). This is advantageous for the system administrator, as once the various 
groups have been created, it is simple to make changes and maintain permissions in the 
future. For example, if a department (who are all members of a global group) implements a 
new application, then it is simple to grant the entire global group access to it, without 
having to amend permissions for every member of the department. When a user moves to a 
different role within the same organisation, their account can be moved from one global 
group to another, without needing to manually revoke irrelevant rights and implement new 
ones. 

When the system is first being created, using AGDLP is simpler than using AGUDLP. 
However, if necessary AGDLP groups can be converted to AGUDLP groups in the future, 
and combined with other AGDLP groups, assuming they use the same naming conventions 
(17). Conversion from AGDLP to AGUDLP is simple, as global groups are added to a newly 
created Universal Group, and the Universal Group is then added to the Domain Local 
Group. 

AGUDLP 
AGUDLP is used to allow administrators to control different areas of the “forest” (18). This 
may be where a large organisation is spread out geographically, with workplaces based in 
different locales, each with its own administrators.  These administrators will control the 
Global Groups within their own domains. The next level is the Universal Group, or the 
Resource Group. This can contain Global Groups, for example, all of the “Role_IT_Helpdesk” 
Global Groups from every location in the organisation, but it can also contain other 
Universal Groups or individual users. These universal groups are then added to the Domain 
Local Group as described above. A centralised administrator(s) will control access levels 
across the organisation, while allowing other domain administrators to control their own 
domains (17), which is important in large organisations and enterprises. It is important 
when implementing groups that they are carefully planned so as to prevent redundant 
groups: if every Domain Local group on the system contains a single Universal group that in 
turn contains a single global group, it is likely that there is a better method of delegation. For 
example, a universal group might be created for financial resources, which senior 
management, accounting and finance global groups are each added to rather than access to 
the same resources being set separately for each individual global group. This means that 
changes to financial resources permissions can be set in the universal group once, rather 
than being amended redundantly across multiple domain local groups (which defeats the 
intentions of AGDLP/AGUDLP somewhat). 
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