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Tasks: Unlocking Secrets

Task 1: Discount Code
You are a security analyst tasked with auditing a small e-commerce company’s discount system.
The company encrypts discount codes using RSA and sends them to VIP customers. You intercepted a ciphertext of a VIP discount code. Investigation revealed that the plaintext always starts with a 2-character prefix followed by a 4-digit numeric code. The prefix is unknown, but you know it consists of 2 uppercase letters (A–Z).
Your goal is to recover the original discount code using the information available.
Source Files (on the shared drive in Lab08 folder)
· *_public_key.txt
· *_cipher.txt

Task 2: Smart Lock
Your company has recently installed smart electronic locks. Each lock encrypts a secret 6-digit unlock code before sending it to the door.
However, a security audit discovered that the locks respond slightly slower when more digits in your attempt match the correct code. This creates a subtle timing leak.
Your task: recover the secret 6-digit unlock code using the timing differences.
Source Files (on the shared drive in Lab08 folder)
· *.hex
· lock_simulator.py

Task 3: Broken Vault
Your cybersecurity investigation team has intercepted encrypted communications from a covert group. According to a trusted informant, the group built its own “vault” software to safeguard their messages.
The informant also revealed a critical weakness:
· Every vault key always begins with the same sequence of bytes.
· The rest of the key varies, but it follows a limited and predictable pattern.
Before disappearing, the informant left you one final clue:
“No matter the message, the vault key always starts with this pattern: Universe48295017”
Alongside the intercepted message, you also recovered a strange file that seems to contain multiple fragments of data. Its significance is unknown.
Source Files (on the shared drive in Lab08 folder)
· The encrypted message
· The initialization vector (IV)
· A suspicious file labelled dict.txt

Task 4: Token
You are given a JWT token. Your goal is to forge a new token that escalates your privileges by changing your role to admin.
Source Files (on the shared drive in Lab08 folder)
· token.txt
· dictionary.txt

Task 5: Messenger 
Your red team has intercepted a corporate messenger transmission. The company is using a “hybrid encryption” scheme: a random AES session key encrypts the message, and that AES key itself is protected using RSA encryption.
On the surface, everything looks secure. But your intelligence suggests that one of the RSA primes was generated using a flawed process, making the modulus weak.
If you can crack the RSA, you can recover the AES key… and from there, the secret message.
Source Files (on the shared drive in Lab08 folder)
· public.pem
· encrypted_key.bin
· iv.bin
· encrypted_message.bin

Task 6: Report 
Once you have done all tasks, write a full report of your outcomes/findings.
a. For additional information and report writing, use lecture 7-8 to aid with this.
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