Academic Assignment DHEP 04/2021
Name: Lloyd Williams
Student Number: 211767

Essay 1 - Evaluate the effectiveness of crime prevention strategies (e.g., problem-oriented policing, predictive policing, intelligence-led policing, reactive policing) in relation to a specific type of crime of your own choosing.

One crime prevention strategy used with Police forces across the world is the problem-oriented policing strategy (POPS).  This was originally created by Herman Goldstein and basically works by identifying problems more than actual offences.  It focuses on an area whereby multiple incidents occur, for example a lot of anti-social behaviour in a location which result in criminal damage.  Once the area is identified as a problematic area and then researched as to what the root of the problem is.  Therefore, by highlighting and addressing the root of the problem by means of education or community engagement this leads to a reduced incidents with the hope of eradicating it in its entirety (Hinkle et al, 2020).  
A number of studies have researched the effectiveness of POPS with one study in particular showing a significant decrease in anti-social behaviour at a location following this strategy (Weisburd et al, 2011).  Their control location continued with response policing instead and it illustrated that reactive response to ASB was not effective in stopping re-occurrences.  Cordner and Biebel, 2005 also found similar findings, whereby they explain how POPS hugely reduces the demand of reactive police response but not just for ASB.  This again is corroborated by Scott, 2010, stating that POPS was successful at reducing problems within an area and having more community engagement due to the increase of patrols and interaction between the public and police officers.  However, POPS requires significant resources which as we know isn’t a luxury many forces in the UK have currently (Stevelink et al., 2020).  It is worth noting that reactive response is the main source of policing due to the reduced police officers across forces resulting in POPS not being deployed across the country as much as it would be hoped (Braga et al., 1999).  
Another controversial strategy which is highly researched in relation to its effectiveness is predictive policing.  Predictive policing strategy involves using advanced software which analyses and scrutinises past historical data for specific types of crimes, it then ‘predicts’ in what area is there a chance of an increased criminal activity solely for the crime specified (Meijer & Wessels, 2019). This is no means a replacement of other policing strategies such as POPS, however, using advanced technology tries to assist police in targeting and preventing crimes in an area such as ASB (Ratcliffe, 2008).    The controversy arises from studies such as Norton, 2013, whereby they have investigated into this strategy and find no to little evidence of the benefits from this. This subsequently raises questions in terms of the cost invested into this technology.   Innes et al, 2004 states that during their studies they found a serious negative effect, where they found that the reliance on statistical data alone alters the way Police see society.  The data does not take into consideration the context of why anti-social behaviour occurs, such as lack of opportunities in an area which results in boredom.  Findings also show that if anything this strategy is less effective and resulting in biases and discriminatory behaviour from officers, thus creating tension and worsening relationships between public and police (Andrejevic, 2017).  
 However, other studies have collated data and found to be some benefits with this, such as a reduced anti-social behaviour such as criminal damage by identifying the area and preventing the crimes from happening (Pearsall, 2010).  Again, it needs to note that this strategy is not a replacement and that community interaction and engagement and educating people still require to be ongoing.  

A third policy strategy used to reduce crimes such as anti-social behaviour and criminal damage is intelligence-led policing.  Intelligence-led policing was introduced to the UK as a mean of increasing effectiveness of the police force and do so in a cost-effective way (Ratcliffe, 2012).  This strategy is evaluated by studies, and it appears to be a mixed method of both POPS and predictive policing, intelligence-led policing works by using a intelligence team to gather information about offenders (via both covert and overt methods), managing criminal hotspot areas, look at any potential links between offences, highlighting any similar modus operandi and finally secure ways to prevent crimes such as criminal damage from occurring (Darroch & Mazerolle, 2012).  This strategy has recently been adopted over the world due to the effectiveness a number of studies have shown.  However, there are drawbacks with using this and one main issue is the technology.  Maguire, 2000 explains that for this strategy to be successful, we require a lot of intelligence, and this quantity of intelligence is needed to be stored on computer systems.  As we know, technology is not always reliable and it is costly to ensure security, capacity and to avoid any technical issues.  Therefore, extremely expensive on that basis alone.  However, all intelligence collected needs to be collated, analysed, and disseminated and thus requiring more staff / officers to do so (Ratcliffe, 2002).  What more is that analysing the data is extremely time consuming and it is imperative that the intelligence that has been collected is reliable, accurate and used / shared correctly.  This leads us to question, what intelligence do we need to record for the purpose of this strategy to be successful?  Studies have shown that in the UK, overall, there appears to be an agreement on the types of intelligence collected to allow this strategy to work at its optimum, however, this needs to be kept in mind for other forces across the world that may adopt this strategy (Carter et al., 2014) 
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Essay 2 – Assess the role of specialist units investigating cybercrime.

Technology has advanced massively since the 2000’s, whereby social media, emails, texts, and phone calls are allowing people to contact each other across the world instantly (Wall and Williams, 2013).  Technology has assisted humanity greatly such as modern advanced medical practice, whereby an increased use of virtual and augmented reality to allow complex procedures being planned prior to operation on a victim (Sutherland et al., 2018)  However, with the positives of the advantages from ever developing technology comes the negativity of online crimes, cybercrime.
Cybercrime is a very large and complex issue; it is also the same when trying to define ‘cybercrime’ as many researchers are conflicted into what actually comes under cybercrime (Moon et al, 2010).  There is a severe lack of agreement on defining cybercrime.  However, generally, cybercrime is separated into two categories.  This creates it easier for experts and researchers to study and evaluate the way we police cybercrimes.  One category explains cybercrime as being similar to traditional crime whereby technology is used to assist a crime taking place. For example, stalking and harassment incident which continues through the use of technology or is conducted solely via a mobile phone (Helms & Gutierrez, 2007).
The other category is viewed as crimes that are now in existence solely due to the presence of technology, thus creating a new type of offence in essence.  For example, hacking or company espionage whereby offenders use malware (trojan) which access other peoples’/companies’ computers and from there hack into their data (Rege‐Patwardhan, 2009).  However, there are other researchers that argue to the contrary, stating cybercrime is difficult to categorise as there are some offences which do not fit into either of those categories.  An example here is online radicalisation, this extreme offence can and often cause catastrophic consequences should individuals be radicalised into committing terrorist attacks (Marcum et al., 2010).  
This highlights the difficult task officers and specialist units have when investigating all types of cybercrime as which will be discussed throughout this essay.

In their 2021 research paper, Collier et al examined and evaluated the way the police carry out criminal investigations into cybercrime and similarly to the previous categories, separated their investigations into two strategies: first being infrastructural policing, second being influencing policing.  Infrastructural policing was focusing more on infrastructure of the internet which allowed criminals ‘further up the chain’ to conduct criminal activities.  Influencing policing focused more on the online radicalisation and global terrorism offences.  They found that both strategies were successful investigating cybercrime and were suitable adapted for each type of cybercrime.  However, it remains largely under researched and again due to the complexity requires more academic evaluation into broader types of cybercrime and this study was largely focused on two types of cybercrime (Marcum et al., 2010).  

Willits and Nowacki (2016), investigated the use of specialised cyber units within police forces to tackle cybercrime.  They based their studies on the definition of cybercrime being categorised into three groups (Furnell, 2008).  Furnell states that the first category is where crime is collected electronically, however, without technology the crime would still exist.  Secondly, he describes ‘true’ cybercrime whereby this only exists with technology, and without it there would be no crime.  Thirdly are the hybrid offences which basically uses technology to aid or ease the crime to be committed.  Willits and Nowacki evaluated the use of specialised units and found that the police were far better investigating these three categories by using focussed teams.  The technology alone to allow officers to investigate the criminal activities, thus allowing them to gather sufficient evidence to produce for court.  They also noted that larger more extreme cases such as child exploitation and organised drug gangs required multiple specialised teams, which when used assisted in the criminal investigation significantly.    

Similarly, Akdemir et al, (2020) researched into policing cybercrime in the UK and found mainly that police officers were significantly lack the technical skills required to investigate criminal activities online.  They stated that few officers were confident in investigating these types of crimes, however, the confident officers were more inclined to reach out to external agencies for their assistance and expertise in gathering the evidence needed for court.  It was also apparent that another issue with investigating cybercrime was due to the under-reporting (Lee et al., 2019).  Therefore, officers were less often investigating cybercrime offences and not gaining skill or knowledge for doing so as is the case with ‘normal’ criminal activities.  Lee et al (2019) findings criticised police response to dealing with cybercrime, stating it was significantly slower responding time compared to other offences.  However, this was all due to officers feeling completely out of depth and not having the adequate training or expertise in dealing with these complex activities.  As per many of the studies already discussed, it appeared only when a specialised team was assisting in the investigations were there relatively good outcomes at court.  
Many of the studies highlight the complexity of cybercrime, starting with the basic definition disputes up to the technological aspect and information sharing from other private companies (Cross, 2015).  It appears that police officers alone cannot tackle and investigate cybercrime alone, therefore highlighting the importance of multiagency approach for all cybercrime offences.  Further discussions and research are required so that a standardised network is adapted to assist victims of cybercrimes as there is a low standard of victim satisfaction, thus also resulting in further under-reporting of cybercrimes (Harkin et al., 2018). 
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Essay 3  - Critically evaluate methods used to communicate information and intelligence both within individual police forces and more widely.  Are current methods effective and how might they be improved?

Due to an increase of serious and organised crime groups operating in the UK, UK police forces has adopted a strategy of policing known as Intelligence Led Policing (ILP).  Studies show that the method of ILP can and has reduced certain criminal activity from taking place due to actively gathering intelligence and information (Ratcliffe, 2012).  This highlights the importance of intelligence and information gather to allow decision makers to analyse and scrutinise what has been collected and to then disseminate accordingly so that ILP can work effectively (Carter et al., 2014).  Unlike many other European countries, the UK has fragmented the forces into a total of 43 (Lumsden, 2016) and therefore, it has been identified there are several issues amongst intelligence and information sharing within forces and further afield.  For example, in the tragic case of Soham Murders, catastrophic consequences occurred due to a severe failure in information sharing across forces (BBC, 2022).  Therefore, it is paramount that the key information we collate is shared correctly and adequately for the sake of saving life and limb.
A major study has been undertaken by Sheptycki, 2004 into the effectiveness of information sharing and has since been scrutinised by many other studies due to the importance of this topic.  Sheptycki has identified 11 pathologies into information sharing and throughout this essay, I will evaluate the effectiveness of some of these pathologies.  
The main source of intelligence and information sharing is via digital communication.  All information and intelligence collated are stored on digital devices (Maguire, 2000) and technology alone has it deficits in terms of it being expensive to maintain, avoiding any technical glitches, expensive for increase storage capacity. However, majority of the forces use their own legacy system and these systems do not (or cannot) communicate with one and another.  For example, in South Wales Police the system NICHE is used as the main legacy system, this holds tremendous amount of information from witness details who call in, up to suspect details including arrest records. Gwent Police also use NICHE and subsequently both forces have immediate access to the other’s information held on the system.  However, Dyfed Powys Police and North Wales Police both have separate legacy systems, which NICHE is unable to view in real time.  This then cause significant delays which in some cases are life threatening, but even in non-life-threatening scenarios it is slow time and requires communication between different teams and units, therefore costing more money.  (Ratcliffe, 2002).  In contrast to UK legacy system, UK forces all have access to the Police National Database (PND) and Police National Computer (PNC). These systems are used across England, Wales, Scotland, and Northern Ireland but it is also linked in with Republic of Ireland when doing certain searches (Baldwin, 2019).  This allows for a significant more effective way of communication methods between forces as it includes vital information such as offenders, offending history, DNA records (Phythian & Kirby, 2022).  The PNC and PND systems also communicate with agencies outside of the police forces such as the DVLA, therefore providing more information and intelligence on vehicles, particularly who the registered keeper is, and any insurance details held. This illustrates the great potential of using technology for information sharing, however, there needs to be more research and investigation into the 43 forces’ systems to ensure continuity and ease of access. 
 As aforementioned, the consequences of failing to share vital information both within forces and external forces, including external agencies have proven to be catastrophic, as per the case of Ian Huntley and the ‘Soham Murders’.  Due to the failure of information sharing on Ian Huntley, he was allowed to work with children despite having allegations of serious sexual assaults and sexual assaults on children in other forces.  As a result, Huntley was given the opportunity to abduct both Jessica and Holly Chapman and murder them before disposing their bodies in a ditch and setting alight (Armagh, 2021).  Following this tragic incident, research has been conducted into the efficiency of communications between forces and generally an improvement has been seen (Cairns et al., 2011).  However, the effectiveness of communication sharing of both information and intelligence relies on the reliability and accuracy of those collated.  It also needs to be kept in mind the legislation which protects data sharing under GDPR and DPA (Data Protection Act 2018. Factsheet -Overview, 2018) which can make information sharing more difficult.  Sheptycki highlighted this in his studies whereby he explains factors that weaken the way we share information is due to ‘linkage blindness’ and intelligence overload.  Some forces are better equipped than others at collecting and analysing data that is more beneficial to  use to increase efficiency of policing, whereby some forces unfortunately miss out key facts and figures, thus resulting in a skewed information shared and subsequently police resources and expenses being wasted (Stanier, 2013).  

It is evidence that information and intelligence communications are done internally and externally with different forces and that there have been disastrous consequences when this has failed to be communicated or communicated incorrectly. It seems from the studies mentioned that there have been some improvements in the methods of effectively communicating, however, still remains partially understudied.  More research is required on this topic for both internal forces and external forces.  I do, however, believe that there needs to be more emphasis on communication methods not solely with police forces but other external agencies, as so much assistant and specialities are relied upon to allow sufficient and optimal safeguarding for those at risk and the general population.  
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Essay 5  - What characteristics or factors increase the risk of exploitation by Serious or Organised Crime Gangs? Your answer should examine both the psychological and socio-economic characteristics of victims of exploitation. 1000 words (900 or 1100)

Serious and organised crime gangs are on a rise and are more prevalent now that ever (Billingham & Irwin-Rogers, 2022).  It is noted across Great Britain that more victims are being used to carry out offences on behalf of the gangs, mainly due to them prying on young people and vulnerable adults; factors including mental disorders, poor economic background, disrupted family life etc (Annan et al., 2021).  There is no singular definition for serious and organised crime gangs, but HM Government, 2016 explains these organised gangs are now well hidden amongst community and no longer identify with the traditional clothing, brands, or postcode.  It appears now the organised gangs is a large complex network of people across the nation used to commit violent offences and largely involved in various criminality.   Serious and organised crime gangs are ambiguous in their types of offences, ranging from large drug offences to sexual rings.  However, research shows the factors and characteristics for being a victim of exploitation by these gangs are similar and will be discussed throughout this essay.  

Multiple studies investigate biological, psychological, and socio-economic factors and characteristics which are believed to play a part in the involvement (or lack of) with gang memberships.  These include correlation between delinquency, recklessness behaviours, and a perceived lower social value within the community (Kissner and David, 2019).  Other studies have identified a predisposition for involvement with gang membership due to their genetic makeup and hereditary factors (Gard, 2019).  
One study has researched gender as a factor (Spicer, 2018).  They have identified males are more susceptible to be exploited by OCGs which are involved in ‘County Lines’;  drug dealing across counties in England and Wales.  However, young girls are exploited by an OCG in relation to sexual predatory rings.  This highlights that we do not have a good enough understanding of how these OCG’s target or exploit their victims.   
Another factor researched within this field is age.  Similar between the gender, it was shown that children were more susceptible.  This may explain or assist in clarifying why there are an increased number of young males ages 15 – 17 years old identified as victims of exploitation with serious and organised gangs (Moyle, 2019).  However, it is also known that it is not just children or adolescence that are exploited as part of OCGs.  Studies indicate adults are also exploited for several reasons.  One of the main ones identified are mental disorders and/or physical disabilities (Coliandris, 2015).  The term ‘cuckooing’ explains how vulnerable adults are exploited by gang members whereby the befriend the lonely and subsequently gain their trust before taking over their home address to use as a base for criminal activities (Coomber & Moyle, 2017).  It also been seen that vulnerable adults are being taken advantage of by their benefit money going to the gangs instead of the victim.  Once again, highlighting the complexity (another word but basically so clever and deep) of these gangs attacking certain factors and characteristic of those unable to defend themselves from harm via exploitation.  

Psychological factors have also been identified as a means of exploitation, this has been researched and links in with the aforementioned mental disorders and physical disabilities (Ashton et al, 2020).  Members of society with psychological ailments such as depression, neurological disorder or drug and alcohol dependency are targeted by gangs (Braun & Clarke, 2006).  Gang members who supply drugs to users who cannot afford the drugs are identified and then exploited by different means.  Offering discount for selling drugs on their behalf, using their home for packaging, or allowing them to accumulate a ‘bill’ therefore gaining control through debt owing (Coomber & Moyle, 2018).  In contrast to those who are vulnerable through mental disorders, another psychological factor is blackmail.  Broad & Turnbull, 2018 have researched into the Modern Slavery Act 2015, whereby criminals gain control and exploit victims by threatening to harm their families.  This is particularly seen with immigrants who come to the United Kingdom with belief of having a better quality of life but are then threatened of harm to their families should they leave or contact authorities.  

Finally, socio-economic status is a high factor whereby people are exploited (or not) by these gangs.  Studies shows young people in particular with a disruptive family life is seen to be more influenced by gangs to join in the illicit activities (Hayden et al, 2006).  It was also studied that not only is the disruptive lifestyle a factor but working-class families whereby the parent/s require to work multiple jobs to afford day to day life.  This suggests that the young people have less affectionate care and subsequently when ‘sold’ the dream of money by the gangs feel obliged to participate to help the family and being able to afford the new technology, best brand clothing etc (Hughes, 2011).  However, these studies aren’t suggesting it is only the poorer families that fall victims by these gangs as it is known and noted that young people from wealthy families are exploited.  Similar to the parent/s that work multiple jobs, it is believed the wealthy parents who work long hours or work away often have the same result of a lack of affectionate care to the young person (Kleemans, 2012). 

It is clear how complex serious and organised crime gangs work and exploit various victims, all for several reasons.  It is imperative that further research is done to protect and safeguard these victims and future victims.  It appears that some factors and characteristics are more likely to be targeted, however, it seems to be a mixture of the factors that contribute their vulnerabilities.  
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