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I. [bookmark: _Toc71320954]CLOUD COMPUTING
A. [bookmark: _Toc71320955]What is Cloud Computing
Cloud storage is an internet based self-service platform which enables users to obtain access to computer services at any time. It is not a new technology, but it is a current method of delivering computer services [1].
Cloud computing is network-based computing and:
· is an advancement on utility computing.
· has developed due to the growth of large capacity networks, inexpensive servers, and storage systems, including the widespread acceptance of hardware virtualisation, SOA (service-oriented architecture), The Computer Utility and autonomic computing. Most cloud servers since 2017 run a Linux-based operating system. 
· involves using the internet to communicate and transport for the purpose of providing software, hardware, and network services [2]. 
The Cloud Application Programming Interface (Cloud API) facilitates application development and the use of services to support cloud hardware, apps, and platforms provisioning. An administrator may use server APIs to incorporate databases and other workloads into the cloud [3].
However, in comparison to traditional computing, this concept offers three tangible benefits: vast computing services on demand, no up-front investment by consumers, and paying for use on a short-term basis as required [4].
Cloud computing refers to a method of delivering web services. A combination of virtualisation technologies, processors, disc storage, broadband Internet connectivity, and affordable, and efficient servers enable Cloud Computing to be a viable and effective model.
Cloud computing is built on the idea of virtualisation. and most cloud-based operations revolve around this technology. Virtualisation techniques are used in Cloud Computing to transform network services into virtual guest machines [5]. These virtual machines typically live in the hosting area on some networked physical servers. It is possible to move around virtual guest machines, removing the direct hardware dependence of traditional machines.
Since hardware dependence is no longer a concern, the guest device can be protected from hardware failures and automatically switched to another usable piece of hardware.
Figure 1 depicts a traditional cloud computing system with automatic provisioning, sophisticated virtualisation technology, and virtual machines hosted on physical servers that provide Cloud application services directly to customers.
[image: ]
[bookmark: _Toc71320978]Figure 1: Typical Cloud Computing Environment.
The key benefit of cloud computing is that users do not have to pay for infrastructure installation and maintenance as customers pay subscription fees based on how much computing capacity and other networking services are needed. Furthermore, a business would no longer need to be concerned with software fixes, download, email servers, anti-viruses, backups, database servers, or the physical and logical protection of files. The cloud architecture is shown in Figure 2.
[image: could computing platform][6]
[bookmark: _Ref71213846][bookmark: _Toc71320979]Figure 2: Service Value Nets, Perform as a Service and Infrastructure as a Service.
Cloud computing has three service layers [7]:
· Infrastructure-as-a-service (IaaS), in which servers and applications are entirely outsourced and paid depending on resource use. IaaS, which includes the virtual and physical infrastructure used to create the cloud, is the layer that involves cloud storage. For example, Amazon Web Services (AWS), Rackspace, Magento, and Google Compute Engine.
· Platform-as-a-service (PaaS) in which the service provider allows the use of various applications such as AWS Elastic Beanstalk, Force.com and Windows Azure. 
· Software-as-a-service (SaaS), which does not need user of installation of software and can be accessed over the internet. Amazon, Google Apps, Dropbox and Salesforce are examples of cloud service providers.
[image: Main cloud service models: SaaS, PaaS and IaaS | Stackscale][8]
[bookmark: _Toc71320980]Figure 3: SaaS, PaaS, IaaS models.
Virtualisation technology allows a single computer to run several platforms simultaneously, such as separate copies of Windows operating on the same machine at the same time. It enables a computer to simulate behaviour of several computers, with the ability for multiple operating systems to be hosted on the same equipment [9]. 
Virtualisation enables servers to consolidate in data centres by relocating various operating systems that may otherwise be underutilised on their host to move to the same physical infrastructure. This allows for a decrease in the number of physical devices and increased exploitation at higher saturation levels, resulting in cost and energy savings [10]. 

B. [bookmark: _Toc71320956]Cost of Cloud Computing
Cloud computing cost implications are a consideration for a business moving to the cloud. The table in Figure 4 shows the most common AWS instance sizes and Azure VMs (Virtual Machines) and contrasts the prices for Windows operating systems with regular SQL. Prices are listed per hour for AWS instances and Azure VMs of the latest generation [11]. 
[image: ]
[bookmark: _Ref71214233][bookmark: _Toc71320981]Figure 4: On Demand Azure vs AWS Pricing - Windows OS (October 2020) [11].

I. [bookmark: _Toc71320957]Methods of Reducing Costs of Cloud Computing
There are various ways that businesses can reduce cloud computing costs.
A. Automate shutting down VMs
To save money, automated scheduling after peak hours to switch off services used by non-production workloads (Although this can be done manually, automating the procedure is the most effective method). Switching off idle services during off-hours (such as between 8 p.m. and 8 a.m. on during the week) lowers the net costs—by almost 65 percent, according to some estimates.

B. Distributing the Load and Caching
A load balancer is responsible for:
· Distributing network demands as well as client requests through several servers in an optimised manner.
· Ensuring that only requests from online servers are submitted, leading to maximum reliability and availability.
· Allowing for of a server to be added or removed based on the level of demand.
[image: load balancing diagram]
[bookmark: _Toc71320982]Figure 5: Load Balancing [12].

C. Database Cost Reduction
Hundreds of thousands of IOPS (input / output transactions per second) can be provided in a single cache instance, theoretically replacing many data base instances, thus reducing overall costs. This is particularly important when the primary database costs per throughput. Pricing savings may be tens of percentage points in these situations [13]. AWS Trusted Advisor can calculate the potential cost savings for the company [14]. 
Public cloud providers, like a wholesaler that buys in bulk at cheaper prices, focus on acquiring IT services on mass, which are subsequently leased to customers using the cloud. This enables companies to obtain access to powerful technology without having to buy it thus reducing or eliminating upfront IT expenses, including purchasing hardware, software, and ownership costs. The decrease in upfront capital costs helps capital to be diverted to key company investments.
For example, an organisation can complete large batch centric projects, as soon as the software scales. There is the same cost when using 100 servers for one hour as using one server for 100 hours [15]. The "elasticity" of IT is accomplished without the need for substantial initial expenditures to build a large-scale computing system.
Moving to the cloud can lower IT costs and increase automation, flexibility, and performance. However, migrating to the cloud poses financial risks. Businesses benefit from the security of a fixed financial investment when they use on-premises computing and have a good idea of how much money they can spend on computing from month to month. The transition from a fixed cost to a variable cost operating model needs to be considered.  When using the cloud, there is a risk of increasing costs. A significant benefits of cloud computing is the capacity to scale the services if required as a company just pay for what is used. 
Despite how easily the financial advantages of cloud computing can be identified, the real cost savings can be difficult to quantify and measure.

C. [bookmark: _Toc71320958]Scalability
Cloud scalability enables a company to increase or decrease its pool of IT resources as required for the purpose of handling a fluctuation in demand.
Vertical scaling is the method of shifting to a greater instance or an upgrade of resources.   For example, a website that is currently operating on an 8-cpu VM and is being redeployed to a 16-cpu virtual machine. Often infrastructure as service platforms have software to make this a simple task that can be completed in minutes or even seconds [16].
Horizontal scaling is a method of increasing the number of instances to a device, service or application. For example, a software as a service provider that instals instances when the average number of users per CPU reaches 50 and eliminates instances when the number of users per CPU falls below 40 [16].
Auto scaling is conducted dynamically by use of an API. For example, a bank's settlement mechanism that automatically scales based on the number of trades it is handling.
Side by side scaling is the method of adding instances for various uses on demand. The most famous case is a company that adds implementation and test instances of a service as project requirements dictate.
Global Scaling is the process of scaling a service to operate in many geographical locations. For example, a content distribution network that distributes videos from hundreds of geographically dispersed data centres such that videos are delivered to consumers from a data centre near them [16].

D. [bookmark: _Toc71320959]Reliability
Since any type of data centre downtime has a major impact on business continuity for the companies using the services, data centres are configured to run with greater rates of redundancy to ensure availability is sustained. In the event of a device failure, data centres typically have resources, as well as networking connections and clustered hardware for load balancing.
It is necessary for IT resources to be available and dependable. Outages reduce the amount of time a business is online thus costing a company money. It is important to repair run time faults automatically otherwise there will be a greater effect to customers during peak use hours. The IT resource will be unable to meet customer demands, undermining overall customer confidence. Cloud computing must have the inherent capacity to offer robust assistance for reducing or even eliminating outages, as well as increasing stability to reduce the effects of runtime failure conditions. 
· IT resources that have improved capacity are available for longer, e.g., 22 hours per day [17]. 
· IT resources that have improved stability can help prevent and rebound from exception situations. 
· Cloud vendors commonly provide "resilient" IT services on which they can promise high levels of availability. Cloud environments' modular architecture offers extensive failover protection, increasing stability.
With the total expense of downtime being $300,000/hour, companies cannot afford to be offline. With more redundant and stable operation, the cloud greatly reduces this chance.

E. [bookmark: _Toc71320960]Disadvantages
Although cloud computing is unquestionably useful to both individuals and businesses, it is not without drawbacks. Cloud environments often become vulnerable to bots, malware, virtual machines, and attacks by cybercriminals.  Experts have concerns with data retention and intellectual property rights in the cloud. The vendor assumes responsibility for the information security of the hosting enterprise. That is essentially why governments and financial companies with confidential data are hesitant to switch their IT data offsite. Cloud services, on the other hand, place a high priority on stability by investing in security-enhancing initiatives and programs. Any company is subject to laws and regulations. Credible cloud services have the highest level of security certification. Furthermore, technological issues (such as network and connectivity outages) are thought to be significant threats when moving to the cloud. The internet is needed for cloud configuration. Outage issues are also aggravating while working on important articles online. To mitigate these risks, cloud services typically use multiple servers. Cloud architectures are unquestionably less costly to implement for businesses as there is no need for upfront investment in the own data centre or extra equipment. However, since a company's operations are successful for anything server-based, it is debatable if it is worthwhile to invest in anything different [18].
[bookmark: _Toc71320961]II. DOCKER AND NODE.JS
Dockers and Containers have revolutionised the use of cloud technology and DevOps techniques in modern software development. The principle of virtualisation has been transformed due to advances in cloud technology, by developing an alternative to hypervisors. By generating an image of the application, Docker can be used to build, deploy, and run any application in any environment.
Any software development process necessitates the installation of an End-to-End stack, which includes resources such as a web server, database, messaging framework, and an orchestration mechanism such as Kubernetes. The developer must ensure that all the components are compatible with the underlying Operating Systems, as well as the service libraries and dependencies being compatible with the Operating System. Developers prefer different operating systems and an application developed in one environment may not function in another.
Dockers enable all the services to run on the same VM and OS but in separate containers each with its own libraries and dependencies thus reducing the overhead due to virtualisation.
Containers are a more lightweight and agile approach to virtualisation. A container, rather than launching a full VM, assembles anything needed to run a single piece of software. Containers are self-contained environments. They may have their own processes or services, as well as their own networking interfaces, but they all use the same Operating System (OS) kernel. The container contains all the code, as well as the dependencies and the OS. Consequently, programmes will run virtually anywhere—on a personal computer, in a conventional IT infrastructure, as well as in the cloud.
Containers make use of an operating system (OS) virtualisation strategy. They use the features of an OS thus separating processes and monitoring their access to memory, CPUs, and disk space [19].
Kubernetes is a container management system for docker containers or other containers. Kubernetes orchestrates, manages, and establishes a contact channel between these containers.

A. [bookmark: _Toc71320962]Containerisation Vs Virtualisation
Virtualisation allows multiple OSs to be run on a single physical server, while containerisation allows multiple programmes to be installed on a single virtual machine or server that runs the same operating system.
The idea of operating a virtual instance of a computing device within a layer separate from the real hardware is known as virtualisation. It explicitly relates to several OS being run simultaneously on a single computer. The software which runs over the VMs gives the appearance of running on its own dedicated machine, with the OS, libraries, and other programmes specific to the guest virtualised system and unrelated to the host OS residing underneath it [20].
This overhead causes a higher use of the underlying infrastructure whilst consuming more storage space because each VM is large and usually measured in gigabytes (GB). Consequently, these machines typically take longer to boot because they use the whole operating system to boot [21].
Dockers are installed on an OS in the case of containerisation, and because the containers provide the necessary resources such as Node.js and MongoDB, or even another OS running on top of Docker there is no requirement to have a separate virtual machine for every component. Containers are a functional computing unit where its own programme code, libraries and dependencies are bundled. 
[image: ][21]
[bookmark: _Toc71320983]Figure 6: VMs vs Containers.

Docker Desktop vastly improves memory consumption by using the dynamic memory allocation function of WSL 2, meaning that it uses only the memory power and CPU that is needed, allowing CPU intensive activities e.g., container construction to run even faster [22].

B. [bookmark: _Toc71320963]Docker and Containers
Docker is a series of PaaS products which distribute apps in containers using OS-level virtualisation [23]. Containers are separate from each other, bundling their own libraries, applications, and configuration files, and communicating with one another via well-defined channels [24]. Containers consume fewer resources than virtual machines because they all share the facilities of a single OS kernel [25].
There are two rates of the service: free and premium. Docker Engine is the programme that runs the containers [25].
Docker has been incorporated into open-source projects such as OpenStack, Chef, Puppet, Vagrant, and MCollective, and various open-source projects, including Redis, Memcached, PostgreSQL, and Ruby, have been dockerised by the community. Jay Lyman, a senior analyst for enterprise software at 451 Research, told Linux.com. "Docker is a tool that can package an application and its dependencies in a virtual container that can run on any Linux server". This contributes to the application's stability and portability, allowing it to run in the public cloud, and in a private cloud [26].
[image: Docker libcontainer unifies Linux container powers | ZDNet][27]
Docker 0.9: Introducing Execution Drivers and Libcontainer. In: Docker Blog [online]. 2014 [accessed 2014-11-15]. Available from: 
http://blog.docker.io/2014/03/docker-0-9-introducing-execution-drivers-and-libcontainer/
[bookmark: _Toc71320984]Figure 7: Docker and Containers.
Docker and containers are a modern way of running apps that is changing the way software is developed and delivered. The Docker architecture is shown in Figure 8.

[image: Hello Docker - Things Solver][28]
[bookmark: _Ref71216559][bookmark: _Toc71320985]Figure 8: Docker Architecture.

Previously there was not a secure, assured way to isolate a process to its own collection of resources until containers became accessible. A correctly operating container has no means of accessing services that were not allocated to it.  Two containers running on the same machine, for example, might as well be on two entirely separate machines, thousands of miles apart. They are completely and practically cut off from one another.
Docker simplified container creation by "wrapping" the complexities of the underlying OS system calls required to run them. Docker and the containers it enables have revolutionised the computing industry, and their success as a tool and forum has increased rapidly in the last five years as containers provide massive economies of scale. Systems that formerly required costly, dedicated hardware resources can now share hardware with other systems. Another advantage of containers is that they are self-contained and compact. If a container operates on one host, it can operate on every other if the host has a compatible runtime [29].


III. [bookmark: _Toc71320964]EVALUTION OF THE DEVELOPMENT PROCESS OF PRODUCING NODE.JS APPLICATIONS RUN IN DOCKER
A. [bookmark: _Toc71320965]Docker
One of the simplest methods for Docker to automatically create images is by the use of a Dockerfile. A Dockerfile is a basic text file that includes all the commands that a user can use to build an image from the command line. A student database website was created using node.js and docker. The Dockerfile is displayed in Figure 9.
[image: ]
[bookmark: _Ref71216621][bookmark: _Toc71320986]Figure 9: Dockerfile example.



The use of a "dockerignore" file stops local modules and other unnecessary files from being transferred into the Docker image, as well as the risk of overwriting modules already installed in the database. When using Docker Compose, the local, empty node modules folder overwrites the container node modules folder [30]. The solution is then to install the node modules in the docker ignore file to inform Docker Compose not to overwrite the node modules directory. 
[image: ]
[bookmark: _Toc71320987]Figure 10: dockerignore file.



Docker Compose is a Docker programme that allows multi-container Docker apps to be defined and run. A YAML package was used to setup the application services using Docker Compose. The docker-compose file attaches a database to the stack and the web resources are specified. The web server runs on an image generated from the current directory's Dockerfile. 
[image: ]
[image: ]
[image: ]
[bookmark: _Toc71320988]Figure 11: Docker Compose.


In the same folder as the docker files, two folders were made; one to make the web server, and one to make the web service. 
[image: ]
[bookmark: _Toc71320989]Figure 12: Web server folder structure.

B. [bookmark: _Toc71320966]Node.js
A package.json file is created using npm init to store valuable project metadata to help handle Node.js modules based on the project.
[image: ]
[bookmark: _Toc71320990]Figure 13: npm init to create package.json.
[image: ]
[bookmark: _Toc71320991]Figure 14: package.json code.

The express.js platform and a Postgresql database were used in the students project. The node_modules installed are displayed in Figure 15. 
[image: ]
[bookmark: _Ref71209821][bookmark: _Ref71209817][bookmark: _Toc71320992]Figure 15: npm install node_module for express, postgresql and cors.

Nodemon and Typescript were used for the project. Node is a run-time environment that enables the development of server-side JavaScript. Due to the complex and weak typed existence of the JavaScript language, writing server-side JavaScript may be difficult when a codebase develops. TypeScript is a strongly typed superset of JavaScript which can aid in the creation and management of major JavaScript projects [31]. It is similar to JavaScript, but with additional features such as strong static typing, compilation, and object oriented programming. To properly transpile the code with TypeScript @types/node must be installed. Without it typescript will be unable to understand the node modules import. 
[image: ]
[bookmark: _Toc71320993]Figure 16: npm install node_modules for nodemon and typescript.

I. [bookmark: _Toc71320967]
Nodewebserver
A typescript server.ts file was created in the nodewebserver folder that defines the web app using the Express.js framework. It includes an import to Axios which is a well-known JavaScript library that can be used to execute HTTP requests in all browsers and Node.js environments. It is compatible with all current browsers, including Internet Explorer 8 and higher. It is promise-based, which allows one to quickly write async/await code to execute XHR requests. 
[image: ]
[image: ]
[bookmark: _Toc71320994]Figure 17: Typescript server.ts file using the express.js framework.

Axios was used to make HTTP requests that can be sent to the web service. The service can be accessed using a container called "webservice". An example POST request is shown in Figure 18. 
[image: ]
[bookmark: _Ref71210011][bookmark: _Toc71320995]Figure 18: HTTP request for adding a student.
II. [bookmark: _Toc71320968]Nodewebservice
A typscript service.ts file was created in the nodewebservice folder. It imports cors which is an acronym that stands for Cross-Origin Resource Sharing. It is a framework for allowing requested web server resources.
[image: ]
[image: ]

[bookmark: _Toc71320996]Figure 19: Typescript service.ts file using Express.js.


It imports PGStudents.js which the typescript file version is shown in Figure 20. This connects the web server to the PostgreSQL database and creates interfaces to handle the data in the student table. 
[image: ]
[bookmark: _Ref71216882][bookmark: _Toc71320997]Figure 20: Typescript PGStudents.ts file using Express.js.

Numerous HTTP requests were made like the one in Figure 21 to interact with the student database. 
[image: ]
[bookmark: _Ref71210163][bookmark: _Toc71320998]Figure 21: HTTP request to add a student in the PGStudents.ts file.
C. [bookmark: _Toc71320969]Starting the Web Service
All the services from the setup can be created and started with a single command – "docker-compose up". 
[image: ]
[bookmark: _Toc71320999]Figure 22: docker-compose up command.
[image: ]
[bookmark: _Toc71321000]Figure 23: console for creating web service file.

A container is then made which can be viewed in Docker Desktop, as shown in Figure 24. 
[image: ]
[bookmark: _Ref71210276][bookmark: _Toc71321001]Figure 24: Web service container.
D. [bookmark: _Toc71320970]Result
I. [bookmark: _Toc71320971]Home Page
[image: ]
II. [bookmark: _Toc71320972]Reading all students

[image: ][image: ]
III. [bookmark: _Toc71320973]Adding a new student. 
[image: ]
[image: ]
IV. [bookmark: _Toc71320974]Student Updated
[image: ]

V. [bookmark: _Toc71320975]Console response. 
[image: ]




[bookmark: _Toc71320976]APPENDIX
Ecommerce website video: https://youtu.be/JMGkJR99q2I 

[bookmark: _Toc71320977]REFERENCES
[1]	P. Mell and T. Grance, “The NIST Definition of Cloud Computing - Recommendations of the National Institute of Standards and Technology,” Gaithersburg, MD, Sep. 2011.
[2]	“Clash of the clouds; Cloud computing,” The Economist, vol. 393, no. 8658, Oct. 2009, Accessed: May 03, 2021. [Online]. Available: https://search-proquest-com.ezproxy.uwtsd.ac.uk/docview/223974141/fulltext/D7F10024A86041B7PQ/1?accountid=130472.
[3]	RapidAPI Staff, “Top Cloud APIs for Developers in 2018,” RapidAPI, Jul. 29, 2020. https://rapidapi.com/blog/cloud-apis/ (accessed May 03, 2021).
[4]	M. Armbrust et al., “A view of cloud computing,” Communications of the ACM, vol. 53, no. 4. pp. 50–58, Apr. 01, 2010, doi: 10.1145/1721654.1721672.
[5]	“Understanding Full Virtualization, Paravirtualization, and Hardware Assist,” VMware, Mar. 11, 2008. https://www.vmware.com/techpapers/2007/understanding-full-virtualization-paravirtualizat-1008.html (accessed May 03, 2021).
[6]	S. Mamun, “Cloud Computing Architecture Explained,” HubPages, May 22, 2013. https://discover.hubpages.com/technology/cloud-computing-architecture (accessed May 03, 2021).
[7]	T. Galibus, V. v. Krasnoproshin, R. de Oliveira Albuquerque, and E. Pignaton de Freitas, “Cloud Environment Security Landscape,” in Elements of Cloud Storage Security Concepts, Designs and Obtimized Practices, no. 9783319449616, Springer, 2016, pp. 1–18.
[8]	“Main cloud service models: SaaS, PaaS and IaaS,” Cloud Computing, Apr. 14, 2020. https://www.stackscale.com/blog/cloud-service-models/ (accessed May 03, 2021).
[9]	M. García-Valls, T. Cucinotta, and C. Lu, “Challenges in real-time virtualization and predictable cloud computing,” Journal of Systems Architecture, vol. 60, no. 9, pp. 726–740, Oct. 2014, doi: 10.1016/j.sysarc.2014.07.004.
[10]	I. Odun-Ayo, O. Ajayi, and C. Okereke, “Virtualization in cloud computing: Developments and trends,” in Proceedings - 2017 International Conference on Next Generation Computing and Information Systems, ICNGCIS 2017, Nov. 2018, pp. 35–37, doi: 10.1109/ICNGCIS.2017.10.
[11]	“A Look At Azure vs AWS Pricing In 2020-2021,” CloudHealth by VMware, Dec. 13, 2020. https://www.cloudhealthtech.com/blog/azure-vs-aws-pricing (accessed May 03, 2021).
[12]	nginx, “What Is Load Balancing? How Load Balancers Work.” https://www.nginx.com/resources/glossary/load-balancing/ (accessed May 03, 2021).
[13]	“What is Caching and How it Works,” AWS. https://aws.amazon.com/caching/ (accessed May 03, 2021).
[14]	“Amazon Trust Services Repository.” https://www.amazontrust.com/repository/ (accessed May 03, 2021).
[15]	Arcitura Patterns, “Reduced Investments and Proportional Costs,” Reduced Investments and Proportional Costs. https://patterns.arcitura.com/cloud-computing-patterns/basics/goals-and-benefits/reduced_investments_and_proportional_costs (accessed May 07, 2021).
[16]	J. Spacey, “5 Examples of Cloud Scaling,” Cloud Computing, Mar. 20, 2018. https://simplicable.com/new/cloud-scaling (accessed May 03, 2021).
[17]	Arcitura Patterns, “Increased Availability and Reliability.” https://patterns.arcitura.com/cloud-computing-patterns/basics/goals-and-benefits/increased_availability_and_reliability (accessed May 07, 2021).
[18]	Z. Mahmood, R. Puttini, and T. Erl, Cloud Computing: Concepts, Technology & Architecture. 2013.
[19]	I. C. IBM Cloud Team, “Containers vs. Virtual Machines (VMs): What’s the Difference?,” IBM, Apr. 09, 2021. https://www.ibm.com/cloud/blog/containers-vs-vms (accessed May 03, 2021).
[20]	“What is virtualization?,” Opensource.com. https://opensource.com/resources/virtualization (accessed May 03, 2021).
[21]	AKF, “What’s the difference between VMs & Containers?,” May 29, 2019. https://akfpartners.com/growth-blog/vms-vs-containers (accessed May 03, 2021).
[22]	“Docker Desktop WSL 2 backend,” Docker Documentation. https://docs.docker.com/docker-for-windows/wsl/ (accessed May 03, 2021).
[23]	M. O’Gara, “Ben Golub, Who Sold Gluster to Red Hat, Now Running dotCloud,” Jul. 26, 2013. https://web.archive.org/web/20190913100835/http:/maureenogara.sys-con.com/node/2747331 (accessed May 03, 2021).
[24]	“Docker frequently asked questions (FAQ),” Docker Documentation. https://docs.docker.com/engine/faq/#what-does-docker-technology-add-to-just-plain-lxc (accessed May 03, 2021).
[25]	“What is a Container? | App Containerization,” Docker. https://www.docker.com/resources/what-container (accessed May 03, 2021).
[26]	“Docker: A ‘Shipping Container’ for Linux Code,” Linux.com, Aug. 01, 2013. https://web.archive.org/web/20130808043357/http://www.linux.com/news/enterprise/cloud-computing/731454-docker-a-shipping-container-for-linux-code/ (accessed May 03, 2021).
[27]	S. Hykes, “Docker 0.9: introducing execution drivers and libcontainer,” Docker Blog, Mar. 10, 2014. https://www.docker.com/blog/docker-0-9-introducing-execution-drivers-and-libcontainer/ (accessed May 03, 2021).
[28]	“Hello Docker,” Things Solver. https://thingsolver.com/hello-docker/ (accessed May 03, 2021).
[29]	D. Swersky, “What is Docker, and why is it so popular?,” Raygun Blog, Oct. 11, 2018. https://raygun.com/blog/what-is-docker/ (accessed May 03, 2021).
[30]	S. Nabiev, “NodeJS: Making docker-compose Volumes Ignore the node_modules Directory,” Medium. https://medium.com/@semur.nabiev/how-to-make-docker-compose-volumes-ignore-the-node-modules-directory-99f9ec224561 (accessed May 07, 2021).
[31]	G. Dreimanis and O. Bolgurtseva, “Why You Should Use TypeScript in 2021,” Jun. 18, 2020. https://serokell.io/blog/why-typescript (accessed May 07, 2021).
 
2

image2.png




image3.jpeg
Infrastructure as a Service

>:V <
“th
g




image4.jpeg
Cloud service models

Gmail, Trello, Slack,

Acumbamail, Office 365 End users

Software
developers

Flynn, Cloud Foundry
Heroku, OpenShift

Stackscale, AWS,
VMware, Azure

Network architects
IT administrators

< Stackscale




image5.png
On-Demand Azure vs AWS Pricing - Windows OS (October 2020)

e ““m“

General 2 868 506260 50,6680
Purpose
4 1608 s08520 S0.8560
s 3208 $1.7040 s17120
3;".":..":; 2 408 505780 506490
4 868 s0.7580 sos10
3 1608 $1.5960 $1.6360
Memory 2 1668 50,6880 50,6850
4 3208 09760 S0.8900
s 648 $1.9520 $1.7600





image6.png
Software :
Load Balancer : ¢!

Hardware

Load Balancer Application
Servers

Clients
(End Users)




image7.png
Binary Files
& Libraries

Container Engine

Operating System

=
Infrastructure @) € Infrastructure Q)





image8.png
L 4

Docker
libcontainer l l l
libvirt Ixc systemd-
nspawn
Linux

cgroups namespaces netlink

selinux netfilter

capabilities apparmor




image9.png




image10.png




image11.png
1 node_modules|




image12.png




image13.png
commard: --default-authentication-pluginmysql_native password

et s 130/ mpnei-i1es
- - pcontig/eyaa/escrapsal
| pipmyuiin:





image14.png




image15.png
20/03/2021 14:53
24/03/2021 1057
21/03/2021 17:37
20/03/2021 1432
24/03/2021 1438

File folder
File folder

DOCKERIGNOREF...

YMLFile
File

KB
ES
2K




image16.png
$ npm init

package name: (nodewebservice)
version: (1.0.0)

description: Node 5 web service example

dex js) SETVICE.js

entry point:
test command

gt repository:

keywords

author: Gemma Dunlop

license: (ISC)

About to write to \expressjs\nodewebservice\package json:

{
“name™: "nodewebservice",

"version": "1.0.0",
"description”: "Node s web service example”,
"main™ "service js",

{
"test": "echo \"Error: no test specified\" && exit 1"

b
"author”: “Gemma Dunlop”,

“license™ "ISC"

Is this OK? (yes) V€S
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T Et

2 “nane": express-webservice”,

3 version”: "1.0.07,

s “description”: "Express.js webservice”,
s

: o

7 ”./node_modules/.bin/tsc -p ./taconfig.server.json”,
H : "node ./dist/service.is”,
B "./node_modules/.bin/nodemon —-ext ts,ts —-exec run-s build run”
10

1 “author”: "Gemma Dunlop”,

12 "license": "ISCT,

13 [l dependencies™: |

1 "Boypes/mysql”: "+2.15.157,

15 o ma2.8.57,

16 "ormidable: "n1.2.27

17 mysql”: "+2.18.1%

18 gz "8.5.17,

15 "pg-format”: "+1.0.4%

20 "saver: "A2.4.07

21 b

22 [ rdevDependencies™: {

23 "Beypes/cors™: "+2.8.10%,

2 "Boypes/express”: "A4.17.11%,
25 "Beypes/formidable": "+1.2.0%
26 “Beypes/node": "+14.14.357,

27 “Bcypes/pg”: "A7.14.117,

28 "@cypes/pg-format”: "+1.0.17
25 "axios”: "A0.20.07,

30 “express: "A4.17.17,

31 "express-validator™ "A6.10.07
32 "nodemon”: "A2.0.77,

33 "npm-run-all™: "s4.1.57

38 "s-node”: "A9.1.17,

35 "typescript: "A4.2.37

36 }

Ly
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$ npm install express express-validator cors pg pg-format

+ pg-format@1.0.4

+ cors@2.8.5

+ express-validator@6.6.1
+ express@4.17.1

+pg@8.4.2
found 0 vulnerabilities
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$ npm install --save-dev nodemon --save-dev npm-run-all --save-dev
typescript --save-dev @types/node --save-dev @types/express -
save-dev @types/cors --save-dev @types/pg --save-dev @types/pg-
format

+ npm-run-all@4.1.5

+ @types/pg-format@1.0.1

+ @types/express@4.17.8

+ @types/pg@7.14.5

+ @types/cors@2.8.8

+ nodemon@2.0.6

+ @types/node@14.14.5

+ typescript@4.0.5

found 0 vulnerabilities
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fmport express from 'cxpress';
Smport path from oecn' s
Smport Axics Srom exios's

let port: number = £0;
let server = express();
let dirname: string = _dirname;

/1 for parsing application/json
server.use ( express.json() );

// for parsing application/x-w-form-urlencoded
server.use ( express.urlencoded( ( extended: true } ));

dirnane = path.join(dirnane, '..");
server.use( express.static( path.join(dirname, '/public’)));

server.set('view engine’, 'e33’):
server.set('views', path.join(dirname, '/views'));
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server.listen(port, () => console.log (‘Example web server listening at http://localhostis(porel))
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server.post('/addstudent’, async (req, res) => {

try
{

let containerName: string
let serviceResponse = await

age: req.body["age-numberbox"],
course: req.body["course-texthox”

zes.zedizect ('thanks.henl') ;

catent

console. log (Exzor) ;
zes.status (403) .end () ;
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import express from 'express';
import * as process from 'process’;

import cors from 'cors';

import ( Incomingiessage, ServerResponse ] from "htto';
import { PGStudentTable } from './pgdbstudent.js’;

class WebserviceProcess
i
//private hostname: string = process.env("SERVER_IP_ADDRESS"] || '127.0.0.1'; // In local computer
private _port: number = 1335;

constructor ()
B
}

7/ Just for debugging
private DumpObject (obj: any, msg: string
o

let output:string = msg;
\ for (var property in obj) {
output += property + ': ' + obj[propertyl+’; '
}
console. log (output) ;
}

Stare(): void
B

let service = express();

let dbname: string = "tescdnl®;
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let corsOptions = {
origin: "4,
methods: "GET, HEAD, EUT, BATCH, OST, DELETE"
allowedieaders: "Authorization, Origin, Content-Type, Accept, ¥-Reguested-Hith",
maxhge: 0//, // Bllow us to see preflight check, should be more like 1728000
// preflightContinue: false,
/1 optionssuccessstatus: 204
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import express from 'express';
import ( Response } from "express-serve-static-core”;
import {Client, Connection} from 'pg’:

import format from 'pg-format’;

/1 import pool from *./pgpool's

export interface Student
i

Name: string,
Age: number,
Course: string

export interface StudentPatch
i

}

export class PGStudentTable

i
private GetClient(): Client
1t
| return new Client({
host: "postares”, 1/ Service name in docker-compose
pore: 5432,

user: "docker”,
password: "password”,
database: "mydh"
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service.post('/studencts’, async (reg, res) => {
let studentDB: PGStudentlable = new PGStudentTable():
await studentDB. Insere ({
Name: req.body.nane,
Age: req.body.age,
Course: req.body.course
), ores);

b
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$ docker-compose up
Creating network "ecommerce-web-service_dbnetwork” with the default driver
8uilding webserver

#1 [internal] Toad build definition from Dockerfile

#1 sha256:66009eb64554625 6083d415d55 5235 84128C5b1e190157330815 046cF5 d90adF
#1 transferring dockerfile: 308 0.1s

#1 transferring dockerfile: 1.44kB 0.2s done

#1 DONE 3.75

#2 [internal] Toad .dockerignore
#2 sha256:629358357e83C70462d6970bbeBaa22b235 68d0Fdb02asEA3695 dbB00a1915 35
#2 transferring context: 528 0.8s done

#2 DONE 4.3s
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S

ecommerce-web-service
RUNNING

a & &8 & & & o8 o

ecommerce-web-service_mongodb_1 mongoiatest
RUNNING PORT: 27017

ecommerce-web-service_adminer_1 adminer
RUNNING  PORT: 2080

ecommerce-web-service_phpmyadmin_1- ghpmyzdmin/phpmyadmin
RUNNING _poRT: 3082

ecommerce-web-service_postgres_1 postgresiatest
RUNNING  PORT: 5432

ecommerce-web-service_webservice_1 node-a-webservice
RUNNING  PORT: 1339

ecommerce-web-service_mysql_1 mysqiatest
RUNNING _PORT: 2206

ecommerce web-service mongo-express_1 mongo-expressiatest
RUNNING  PORT: 2081

ecommerce-web-service_webserver_1 node-a-webserver
RUNNING  PORT: 81
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Read All Students

Td: 1 Name: Fred Age: 22 Course: Web Development
1d: 2 Name: Tom Age: 23 Course: Software Engineering
1d: 3 Name: Gemma Age: 21 Course: Web Development
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Read All Students

Td: 1 Name: Fred Age: 22 Course: Web Development
1d: 2 Name: Tom Age: 23 Course: Software Engineering
1d: 3 Name: Gemma Age: 21 Course: Web Development
1d: 5 Name: Rhys Age: 21 Course: Web Development
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webserver_1 Example web server Tistening at http://localhost:80

webservice_1 Reading all the students details
webservice_1 Reading all the students details
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webservice_1 Reading all the students details
webservice_1 Read 3 records

webservice_1 Reading all the students details
webservice_1 Read 3 records

webservice_1 Adding new student named Rhys
webservice_1 New record added

webservice_1 Reading all the students details

!
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webservice 1 | Read 3 records
|
|
|
|
|
|
|
|
|
I

webservice 1 Read 4 records.
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