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Task 1

Relevant areas of the National Policing Curriculum: 
Wellbeing and Resilience

Guidance:  

	
Consider and reflect on the impact of organisational justice on yourself as a member of the police service. (Code of Ethics)

Consider the steps that your organisation is taking to raise ethical standards. 


1000 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

In this essay I will explain what organisational justice is. I will then consider and reflect on the impact of organisational justice on myself as a member of the police service. I will look at and consider the steps that South Wales Police is taking to raise ethical standards.

Organisational justice is the extent to which an organization treats people fairly. Organizational justice includes fairness related to outcomes, procedures, and interpersonal interactions (QIC-WD, 2020). Organisational justice can then be split into three further groups. The three groups are distributive justice, procedural justice, and interactional justice. In an organisation, distributive justice focuses on outcomes such as pay level, work schedule, job responsibilities and the extent to which people feel appreciated for the level of work that they are putting into their work and organisation. Procedural justice focuses on the process of how an organisation come to make their decisions, choices and policies and looks at if they are bias free, consistently applied and offer fairness to all employees. The last group of organisational justice is interactional justice. Interactional justice focuses on how employees are interacted with by their organisation or management. An example of this type of justice is a question of are they being spoken to with respect, kindness and considerately. A study in 2019 by a pharmaceutical company found that positive organisation justice has a very close link with employees affective commitment to the organisation and to their job satisfaction (Suifan, 2019). With it being proven to have such a strong effect on employees, it is clear how important organisational justice is to South Wales Police.  


After researching the topic of organisational justice, there is strong links between organisational justice and some key elements of the college of policing’s code of ethics. The code of ethics is a document produced by the college of policing in 2014. In the code of ethics, it sets out and defines the standards of behaviour and conduct this is expected of every officer and person working inside of policing. The 10 standards of professional behaviour are contained within the code of ethics. These standards are honesty and integrity, authority, respect and courtesy, equality, and diversity, use of force, orders and instructions, duties and responsibilities, confidentiality, fitness for work, conduct and challenging and reporting improper conduct (College of policing, 2021). With the organisation following this stringent set of principles, it can only serve to promote a positive environment and good organisational justice across the service. This in turn will promote an affective commitment from employees to South Wales Police. As an officer for South Wales Police, I feel totally supported by the organisation and my chain of command. The service promotes a positive working environment with fairness being shown across the board in areas such as pay, shift patterns and responsibilities that are given out across my team. An example of the organisation being fair is their transparency on pay. All officers can look online and see a clear guide on pay and allowances and how this pay progresses through an officers years of service. Every officer on the same time of service is paid the same amount. Shift patterns for example are distributed and organised from a central resource management unit. This approach rather than a localised allocation of shifts allows for an impartial and fair distribution of shifts such as overtime or cancelled rest days. A final example of where organisational justice has a direct impact on myself is in the area of my workload. My workload is managed and distributed by my team’s supervisor. My supervisor will look at an inbox of calls which need to be managed and resourced and he will then look at each individual officer on my team to ensure that he is being fair and distributing this work accordingly. An example of this is when I first got out of my tutorship, my supervisor would generally only distribute one incident at a time to me. This allowed me to take my time and not rush any of my work and to learn during the process. Whilst I may have only had 1 incident to look at, more experienced officers may have had multiple. My supervisor could have piled much more work upon me however could see how this could affect my own personal learning and development by burdening me with too much at once. As time has gone on and my learning has progressed, my supervisor can now lean on me to take on more incidents and investigations at once. This just demonstrates the positive effect of organisational justice on me as an officer.

In addition to following this code of ethics, South Wales Police is taking a 
number of steps to raise ethical standards across the organisation. One example which is highly publicised during their recruitment process for both internal and external vacancies is South Wales Police’s commitment to getting a diverse and inclusive workforce. South Wales Police continue to actively encourage applicants from underrepresented groups so that the service can represent the communities to which it serves. This is an encouraging approach that demonstrates to potential new officers, the support and encouragement that is available to them now and in the future. This also then promotes a positive organisational justice culture across the service. In addition to listing under representative groups in their job adverts, South Wales Police also puts on positive action workshops/classes for candidates in the recruitment process. These workshops demonstrate the fairness and equality that the organisation has.

Another area whereby South Wales Police continue to look at raising their ethical standards, is that of the professional standards department. The profession standards department is established to not only handle complaints from outside of the organisation but also to look at matter of internal conduct by officers. The department actively encourages officers to report matters where they have concerns about other officers conduct or behaviour they are demonstrating. Reports to the professional standards department can be treated anonymously and will then be extensively investigated. Having this department established, demonstrates another step that South Wales Police is taking to ensure there is organisational justice across the service and that the service is taking these steps to raise the ethical standards across the workforce in line with the code of ethics.

In conclusion, I have stated what organisational justice is, how organisational justice has an impact across the organisation. I have then reflected upon how this has an effect upon myself as a member of the police service before considering the steps that South Wales Police is taking to raise their own ethical standards.
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Task 2

Relevant areas of the National Policing Curriculum: 
Evidence based policing, Research Methods and Skills, Decision-making and Discretion 

You must choose a policing incident involving a partnership approach which you played a significant role with an offender/service user/victim and reflect on what happened. 

	
Give a brief description of the problem including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

What options did you consider when adopting a multi-agency approach? 

How did you decide on the most appropriate option to mitigate or resolve the problem and how did you evaluate the available evidence?

Justify your intervention and highlight potential consequences.


1500 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

In this essay I will look at a policing incident which I have attended whereby a partnership approach was involved. I will then look to reflect upon what happened.

During this call, I was deployed to an incident whereby the victim had called the police in a distressed state asking for help. There was very little information or intelligence on the address or the reporting person. Having made my way to the address on an immediate response, a female answered the door and ran straight out of the house whilst clutching a few items to take with her. Having got the female into the van, it was soon established that the female spoke very little English, therefore there was significant difficulty in understanding what had occurred. With this immediate language issue, I then utilised a partnership agency named language line. Language line are contracted to assist officers when faced with a language barrier and the agency have access to a number of interpreters speaking all languages out there. The female spoke Bengali and was soon able to speak to myself and colleague through this agency to better communicate with us.

After establishing the circumstances of the call, it became apparent that this was a complex issue not only due to the language but also due to cultural and ethnicity reasons. The female stated that she had recently been brought to the UK by her husband as part of an arranged marriage from Bangladesh. Upon arriving in the UK, the female had immediately been locked inside the home address, her freedom of movement limited and she had also disclosed a number of assault by her husband which had now left her fearing for her life. The female also stated to me that her family back in Bangladesh has said that if she leaves her husband then this would have implications on her and her family. The female stated that her husband had this evening left for work and this seemed like her first opportunity where she could call 999 and get the hep and assistance that she required. The circumstances surrounding the incident rang alarm bells to me and I recalled from my training, a lesson in honour based violence. Honour-based violence can take many forms, from verbal abuse and coercive control to extreme acts such as kidnapping or murder. This type of abuse is usually perpetrated by family members, including extended family, or those very close to the victim Miller, 2021). I realised this was a serious incident which required important safeguarding of the female and a partnership approach from our public protection unit and women’s aid. A Partnership approach is defined as a collaborative relationship between people from different agencies, disciplines and/or programs (Youth AOD, 2022). When taking a partnership approach, it is possible to speak and share information with other agencies who are in a better position or more orientated to help our victims in certain areas where they specialise. Before making contact with our partnership agencies, I had to consider the females safety and consider if I would be able to help her without involving further agencies. In this incident, I knew that I would have to find her alternative accommodation outside of the city as she was no longer safe because she had left the house and then gone to the police about her husbands behaviour and conduct. This was a brave move by the female which I understood would put her at substantial risk moving forward, if the involved family were to learn of her whereabouts. Safeguarding is a key responsibility and duty that falls on officers where safeguarding issues arise or are identified from calls. Safeguarding is the action that is taken to promote the welfare of children and vulnerable adults and protect them from harm. Safeguarding means: protecting children and vulnerable adults from abuse and maltreatment (Nottinghamshire police and crime commissioner, 2022).

Given this was a complex domestic incident, I understood what my role and responsibilities were. I took the female to my police station and found a suitable and quiet room where she could speak with officers via language line to gain full details and an initial account. Given it was during the Ramadan period and it was now the hours of darkness, the female was very concerned about eating and stated that she was feeling very weak having not eaten since the first thing that morning. I then contacted a fellow officer at another station who I knew to be Muslim and fasting. From speaking with this colleague, I gained a better understanding of the victim’s immediate needs and concerns and was then able to attain the correct Halal meal and give the victim some food. This appeared to be more pressing in these initial moments as the victim was unable to focus on her account given her weakened state. Once the female had eaten, she then gave a full initial account of the horrendous time she had experienced since being brought to the UK just weeks ago. Given the lateness of the evening and the understanding that the female had made a major commitment in calling police, I knew she could not return to her home address. I made several phone calls and was able to find the victim refuge for the evening where she would be safe from her husband and family. I also arranged more permanent accommodation for the future where she could go after that night. All this information was communicated via language line. The female was than conveyed to her accommodation.

Given the account that had been given and the disclosure made, I then arranged for officers to make contact the following day so that they could take a formal statement from the victim. I looked at the evidence available and the fact that the victim was ok and will go to court and updated the incident accordingly. I began the case file and updated the next day’s shift with the request made from myself that arrest enquiries would need to be conducted for the husband at the home address. Once the disclosure had been made that the victim had been physically assaulted by her husband, I was already running through the National Decision Model (NDM) in my head. The NDM is a model adopted by the college of policing that allows everyone in policing to make decisions and provides a framework in which decisions can be examined and challenged (College of policing, 2022) As part of this model, there are 5 stages which I ran through whilst keeping the code of ethics at the centre of my decision. The first stage was me looking at the information and intelligence which was available, the second stage was to assess the threat which was posed and develop a working strategy, the third stage was to look at my powers and policies in such circumstances, the fourth stage was to look at options available and consider contingencies and then the final stage was to take action and then review the outcome. As part of this process, I looked at powers and policy. This led me to South Wales Police’s policy of taking positive action in any domestic incident. With my plan in place to arrest the suspect, I knew I had come to the correct decision by following the NDM. Following on from this incident, the suspect was subsequently arrested and is currently still under investigation for the offences that were disclosed by his wife. The victim is now in supported refuge some distance away from Cardiff across the UK, receiving the appropriate help and support.

In conclusion, I have discussed a policing incident that I have been involved in whereby a there was a significant impact from taking a partnership agency approach. I have given a brief description of the circumstances surrounding the incident including a description of the cultural, ethnicity and language issues which were relevant during my initial attendance and as part of the investigation. I have described my considerations when adopting a partnership approach and then thought about how such an approach could have an impact on both the victim and the overall investigation. I considered the victims safety and the safeguarding responsibility that was initially on me as the attending officer. Finally, I have evaluated the available evidence and then justified my intervention and then the possible consequences of taking such actions.
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Task 3

Relevant areas of the National Policing Curriculum: 
Vulnerability and Risk 

You must choose a policing incident in which you played a significant role with a victim of crime or anti-social behaviour and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Evaluate the appropriateness of different approaches (by professionals and the police) in supporting or managing vulnerable people or people at risk of harm. 

Evaluate what works in relation to tackling repeat victimisation and repeat offending. 


1250 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:


In this essay I will look at a policing incident in which I have played a significant role with a victim of anti-social behaviour. I will then reflect upon what happened by evaluating the appropriateness of different approaches and how as an officer I can work to tackle repeat victimisation and repeat offending.

The incident that I will be looking at was one of Anti-Social Behaviour (ASB). ASB is defined as behaviour by a person which causes, or is likely to cause, harassment, alarm or distress to persons not of the same household as the person (Anti-Social Behaviour act, 2003) An incident had been reported to police stating that children have thrown eggs at the victim’s car. The reporting person stated that this is not the first time that this had happened, and she had previously reported such acts to police on a previous occasion. The reporting person then further stated in the reporting call that she does not understand why she is being targeted and her own opinion is that it is because she is not originally from the United Kingdom. The victim then went on to say that this only happens to her and none of her neighbours have any similar issues.

Due to the victim stating that she believes this to be due to her race, the call was prioritised as being a hate incident which involved ASB. A hate incident is “Any incident, which may or may not constitute a criminal offence, which is perceived by the victim or any other person, as being motivated by prejudice or hate” (Tameside, 2022). Hate incidents or hate crimes usually involve one of the 9 protected characteristics. The 9 characteristics are age, disability, gender reassignment, marriage and civil partnership, pregnancy and maternity, race, religion or belief, sex or sexual orientation (Equality and human rights commission, 2021) These characteristics are protected from discrimination through the equality act 2010.

I attended as soon as possible and spoke with the victim. The victim was able to show me her car and the damage which had been caused by several eggs being thrown. The victim said that she knows who the children were as these are the exact same children who were involved in a previous incident in the previous 12 months. The victim then pointed out which house they lived in and described them. I immediately reassured the victim that I would do everything possible to deal with the incident and I will then put measures in place which would hopefully prevent any further such incidents happening. The victim informed me that she did not wish to make a formal statement or go to court over the actions outside the address however she would like officers to attend at the children’s house and give them words of advice to prevent any further incident. I encouraged the victim to provide a statement however she said that she did not wish to escalate things any further. I told the victim that I would do some more research before attending at the children’s house and giving them a warning about their conduct. I told the victim that I would keep her fully updated once this had been done. Keeping the victim fully updated is a requirement under the victim’s code of practice which was revised in April 2021. The Victims’ Code applies to all criminal justice agencies, including the police, Crown Prosecution Service (CPS), Courts Service and the Probation Service. The Code sets out what each criminal justice agency must do for victims and the timeframe in which they must do it (Victim support, 2021).

 After leaving the address, I conducted some basic policing which is carried out at most calls where appropriate. This basic police work consisted of house to house and CCTV enquiries with a view of gaining evidence of the children throwing the eggs or obtaining details of any witnesses. The checks were unfortunately negative with there being no opportunity for CCTV and all the neighbours I spoke to did not see or hear anything but were still obviously sympathetic to their neighbour as they know that the kids in the street can misbehave somewhat a lot of the time. Upon returning to the police station, I then did some further research on the alleged previous incident involving ASB and kids throwing stuff at the victim’s house. As I could see from this research, there was in fact a previous call which involved the children from the house in which the victim had pointed out. Checks on police systems showed that the involved kids were very well known to police and the family themselves were very anti-police and often aggressive when police are at the address. I then completed the South Wales Police hate crime 10-point action plan in line with force policy before tasking the local neighbourhood policing team to conduct targeted patrols and to offer a number of reassurance visits to the victim.

With my information and intelligence gathered about who the involved subjects were, I then attended at their home alongside my colleague. Words of advice were given to the children and their parents. These words of advice were received however the family did turn argumentative and angry towards me as the attending officer. This behaviour is in line with what was expected due to previous intelligence about the family and the address. The family did however concede that they will not allow their children to keep buying eggs and using them to cause havoc on the street. After leaving the address, I then updated the victim so that she knew the children had been spoken to, I then let her know that local neighbourhood officers will be in touch to offer target hardening advice and reassurance. The victim was pleased with this outcome. I reassured the victim that should there be any further incidents, then she should call police immediately and this would be managed.

Looking back at this incident, I understand how there was several approaches which could have been taken with regards to the involved children. One of the options was completing a ASB referral to the council. On this occasion I chose not to go down this route due to the low level of the offence of throwing eggs and due to the victim’s opinion on how she would like the situation managed. The children’s young age of between 8 and 13 was also a factor in how the incident was managed. From my visit at the children’s home, I did subsequently complete a Public Protection Notification (PPN). A PPN is defined as a form which officers can complete to make referrals to partner agencies when they have concerns for vulnerable people (College of policing, 2021). From my visit to the children’s house, I had concerns for both the condition of the address and about the way in which the parents felt was appropriate to act in front of their young children. The PPN which I completed was subsequently shared with partnership agencies and this has then helped to identify any support that the family require in order to safeguard the children.

In conclusion I have identified a policing incident which I have attended and then highlighted the actions which I then subsequently took. I have stated what cultural and ethnicity issues were apparent and then evaluated the approach that I took to manage the ASB incident. I understand the importance of ASB being tackled at source and what the effect on victims is when they are repeat victims to such behaviour. At the time of writing, the victim in this incident has not reported any further issues with the involved children and this demonstrates that the actions taken have tackled the issue and prevented any repeat victimisation.

Word count - 1293



Task 4
Relevant areas of the National Policing Curriculum: 
Conducting investigations and information and intelligence.

You must choose a policing incident which is of serious and complex nature in which you played a significant role with an offender/service user/victim and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Consider how you have gathered, analysed and evaluated relevant information or intelligence from a range of sources as appropriate to the policing incident. Additionally, identify how you have developed the information and intelligence for the purpose of informing the tasking and co-ordination process. 

Focus on how you have made use of the additional sources of intelligence obtained through this complex investigation and explain how you have applied learning from previous serious and complex investigations.

Your reflection must illustrate your understanding and application of core principles of ethics, equality, diversity and human rights, as well as any relevant Code of Practice considerations, culturally sensitive practice and language preference.

1750 words (+/- 10%: include your actual word count at the end of each section)
 



ANSWER

In this essay I have chosen a policing incident that I have attended which was of a serious and complex nature. I will give a brief description of the incident before considering how I gathered, analysed, and evaluated relevant information and intelligence to assist in the handling of the incident. The incident that I attended involved multiple serious offences and there was more to the incident than what had initially been called through in the report. Before focusing on the details of this incident, I will look at what intelligence and information is. Intelligence is collected information that has been developed for action. It may also be classified as confidential or sensitive. Intelligence collection is a continuous process and there may be specific requirements for its recording and use (College of policing, 2022). This intelligence forms part of officer’s information which assists in making decisions in line with the National Decision Model (NDM). The NDM is a model adopted for use by the college of policing that sets about a structured way to make decisions. The NDM is formed by 6 parts, with information and intelligence being just the first stage in the model (College of policing, 2022). I have used the NDM throughout the incident that I will be looking at.

Whilst on mobile patrol, a report had come in from a member of the public stating that they had witnessed a disturbance in the street involving multiple men dressed in balaclavas. The witness had seen a male stumbling away with a ripped t shirt before then seeing a vehicle make off at speed. A vehicle registration index had been noted down by the witness. There was no further information at that moment in time. Whilst on route to the street, I requested checks to be conducted on the registration which had been sighted leaving the area. Checks initially came back with nothing on the local NICHE system and just some basic owner details on the police national computer (PNC). The vehicle was showing as registered in the Midlands area, insured, and taxed. These initial bits of information were already forming my information and intelligence that would assist me in handling the call.

Upon arriving in the street, my attention was immediately drawn to a male stumbling in the road, looking short of breath and wearing a t-shirt which was ripped in multiple places. The male appeared in a heightened state and looked confused. I spoke to the male and asked him what has been going on. The male was initially looking to avoid engaging with me and just kept brushing the incident off, stating everything was fine and he would sort things out himself. I continued to ask questions and told the male that I can sense there is more going on here and I would be looking to get to the bottom of it. I then followed the male a short distance back to his home address where he went inside and shut the door. I was now standing outside the address where I then considered running some checks on the address to gather information on who the occupants are and also if there are any calls, markers or information linked to the house number. I then utilised my Electronic Pocket Note Book (EPNB) to conduct some checks. Upon running these checks, there was numerous intelligence reports stating that there is believed to be drug dealing going on from within the address. This started to build up my intelligence picture that this alleged disturbance might be related to drugs. I then ran some checks on the van which was parked on the driveway. These vehicle checks once again came back with various intelligence reports stating that the vehicle has possible links to a drugs line. Given I had now built up my information and intelligence and I had an idea of who the male might be, I then knocked the door. Upon knocking the door, another younger male answered the door. The male who answered, was much more willing to talk and then informed me that he had just been in bed this morning when multiple men had stormed into his address, demanding money and drugs. These intruders had allegedly then put what appeared to be a pellet gun to his neck before discharging the weapon into his neck. I looked at the victim’s neck and could see a small wound which was bleeding. In addition to the neck wound, the male was also suffering from marks to his eye. After taking the victims details, I conducted further checks which revealed that the male was linked closely to drugs dealing in the area. The victim states that after the intruders had left, his dad had then followed them outside in an attempt to go after them. The victim states this is why his dad was found to be outside and with a ripped shirt.

At this moment in time, my thought process was that this is now looking more like and aggravated burglary. An aggravated burglary is covered under section 10 of the theft act 1968. An aggravated burglary is defined as any burglary that when the person commits the offence, has in their possession at that time any weapon of offence or any explosive (Legislation, 2022). This definition includes the use of firearms such as air powered pellet guns. With the serious level of the offence, I updated the public service centre and requested CID attendance to assist. After getting the initial information from the victim, he soon changed his attitude towards police attendance. The victim was insisting that he does now want to make any complaint and his dad would still not engage at all. Whilst listening to the victim, I could then see hundreds of small zip lock/deal type bags scattered all over the sofa and living room floor. To me, this was raising my suspicion that there was a drug element to the call and that is why the victim does not wish to speak to officers or make any sort of complaint. With tensions rising and the victim wanting us to get out of his house, myself and my colleague left the address. This is when I then conducted some CCTV and house to house enquiries to see what further information I could gain. During the house-to-house enquiries, a neighbour witnessed some of the disturbance and stated that they saw one of the suspects drop a glove on the road before getting into a vehicle which made off. I managed to locate the dropped glove, which I took photos of in its current location before seizing it for possible forensic enquiries. CID then attended and were met with the same resistance from the victim that they wished for no further police input.

With the victim clearly not supporting, it still felt important that we need to find out who the offenders were and where the vehicle is that they were using. I then requested that the vehicle be placed on the hot list. The hot list is a database of vehicle index’s which when triggered on a camera, information of its whereabouts’ is passed to local roads policing units. As a vehicle passes an ANPR camera, its registration number is read and instantly checked against database records of vehicles of interest. Police officers can stop a vehicle, speak to the occupants and, where necessary, make arrests. ANPR has proved to be important in the detection of many offences, including locating, for example, people wanted for arrest or missing, witnesses, stolen vehicles, uninsured vehicles and uncovering cases of major crime (Police UK, 2022). The use of ANPR is a major source of information and intelligence used to an intelligence picture of its movements.

The next action that I took was to export the incident to the local police force in the Midlands requesting that a registered owners check be carried out at the vehicles registered address. This check was later conducted which then brought it to our attention that the vehicle had been stolen earlier that day in the Midlands. A picture was now building that this incident was more serious and complex than first thought. Effectively this was an aggravated burglary involving the use of a gas-powered firearm with a stolen vehicle being used to assist in the offence. A few weeks later, with CID concluding that the victims did not wish to progress the investigation and no reasonable lines of enquiries remaining, the decision was made that pending further information coming through, or the suspects’ vehicle being located, the investigation would now be finalised. It was considered that the glove that I had seized from the scene, it would not be financially reasonable to go down the forensic route given the lack of victim supporting the case and the fact that this was a moveable object which could easily be accounted for by any suspect. Even though no criminal charges were brought to any suspects, the incident was highly beneficial in the development of information and intelligence. Once back at the station, I was then able to submit intelligence reports which covered the incident and how deal bags were sighted inside the address. This information has been further evidence that the nominals living at the address and the address itself are being utilised to facilitate their drugs selling business. Since this incident, there continues to be further intelligence reports being submitted which follow a similar line. Once there is enough information and intelligence, a warrant can be obtained to conduct a search of the address.

In conclusion, this was a serious and complex incident and investigation which relied heavily on information and intelligence to work out a clearer picture of what may possibly have happened. Without a high level of information and intelligence being available to me, I may not have been able to make the most informed decisions when arriving at what was a serious and complex incident. Despite never identifying the suspects, without any intelligence, the initial investigation may have been harder to get started or understand given the victims unwillingness to speak with police. From my policing attendance, I was able to initially provide safeguarding for the victims and offer them support and advice, despite this support and advice being refused. I have then been able to return to my station and develop this intelligence to submit my own intelligence reports that can in turn inform the tasking and co-ordination process.
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Task 5
Relevant areas of the National Policing Curriculum: 
Digital Policing, Vulnerability and Risk 

You must choose an incident involving digital technologies and reflect on how you provided an appropriate initial police response. 

	
Explain the immediate actions that you took to reduce the risk of harm caused by the incident. Detail who may be more vulnerable in this type of incident. 

1500 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:
In this essay I will be looking at an incident which I have attended where the crime involved digital technologies. I will then reflect on how I provided an appropriate police response and then how my actions reduced the risk of harm caused during this incident. I will then detail who may be more vulnerable in this sort of digital technology incident.

Cybercrime is described as “any kind of crime that involves a computer. That could be hacking, identity theft or even child pornography” (Henshaw, 2018). Despite the definition stating the word computer, cybercrime can be committed by using any digital technology such as mobile phones, tablets or even gaming consoles. In my short policing career, I have already come across numerous incidents that have involved a digital element. More and more people have access to digital devices and in turn more people are using digital apps or webpages to conduct their daily business such as paying bills, conducting their online banking and so on. This increased usage in the online world is causing more criminals to turn to the digital world to conduct their crime and make money. As such crime is on an increase year on year, the police have adapted their methods to keep up with this shift in criminal activity. I have seen new police officers’ roles created which are there to assist response officers when dealing with digital devices. One such role is that of a digital media investigator, which are known as DMI’s. DMI’s can be tasked by officers when there are digital devices which require a download of their data. Having access to officers trained in such processes can expedite investigations and the evidence which can be obtained, can be extremely beneficial when interviewing suspects. Whenever digital technology is used to commit crime, there is normally a digital forensic trace left behind. This digital trace is known as digital intelligence. Digital intelligence is the data collected and preserved from digital sources and data types – such as smartphones, computers, and the cloud – and the process by which agencies collect, review, analyse, manage, and obtain insights from this data to run their investigations more efficiently (Jaffe, 2021).

In the policing incident that I have attended, the report came into police from a local bank. The bank was following a set of standard banking protocols where they are to call police when they have concern for a customer or for the transactions that they are trying to carry out. In this case, a female had come to the desk requesting to transfer a large amount of money to a foreign account. Bank staff had just asked some basic questions about the transaction itself which had subsequently caused more concern. The female stated to staff that she has never met the person whom she was sending money to, however she still wanted bank staff to complete the transaction and was confident that there was nothing untoward. Staff have asked the female to sit in a side office whilst they completed a few checks. The bank was not conducting any checks but were actually calling police.

Upon attending, I spoke to the female and asked some basic questions to establish who she was sending money to. The female was extremely confused and upset that the police were taking such an interest in the transaction however she was willing to engage and discuss her rational behind the transaction. The female described to me that she has been sending smaller amounts of cash to a male in America for the last year. These transactions were usually of amounts of less than £500. The female explained that she was lonely and had got talking to a male in the USA who had identified himself as a famous You Tuber. The male had informed the female this week that he was financially struggling at the moment however he had a big pay day coming up where he would be able to repay all the previous amounts of money which had been sent plus the larger amount that she was sending that day. The amount being sent that day from the bank was in the region of £5000. Everything that I was being told was ringing alarm bells. Although I cannot tell someone how to spend their own money, I had to work hard to make the female understand how this situation and the transactions being made appeared to myself to be fraudulent. The female started to understand that this could possibly be the case however she was still looking for reasons to believe the male to be true and genuine. I asked the female to speak with family and friends and take more time to consider her options and decisions before sending across a penny more. All contact made between the female and the male had been digital including the way in which money was being sent across. At this stage, the female was not looking to make any report of fraud however I feel my attendance prevented her from sending the money across and opened her eyes up to the possibility that there are criminals out there looking to make money from people online. I then signposted the female towards further reading material such as the webpage for action fraud. Given I had identified the female as vulnerable, I asked her if she would mind me putting in some referrals to the police’s partnership agencies so that they could get in touch and offer support and advice. The female was happy for me to submit these referrals which I then subsequently submitted.

Vulnerable people are particularly susceptible to fraud and offences committed via digital technologies. This can be for several reasons. These vulnerable groups are people such as the young, the old and persons with disabilities. The young can often find themselves clicking on links and taking everything as it seems, this can make them particularly vulnerable. The old are also vulnerable for the same reasons however they can also be more susceptible if they are only now migrating over to the digital world to carry out transactions such as banking and paying bills. Criminals can often be found online presenting themselves as working for companies and gaining peoples trust to send across money or important details such as passwords. The elderly are frequently targeted or seen as easy prey for online criminals. A survey conducted in 2017 found that 5 million older people believe that they have been targeted by scammers (Age UK, 2017). People with disabilities can often find themselves lonely or have difficulty with their mobility. These difficulties can then lead to an increased use of the digital world to conduct their daily activities such as online shopping etc. This increased use of the digital world once again makes them vulnerable to fraudsters. A reason why criminals will gravitate towards scamming persons with disabilities is due to their belief that they are less likely to complain. Abusers realize that targeting someone with a disability makes it less likely that their crimes will be reported. Individuals with special needs are often overly trusting and may not realize that they are being victimized. If they have a cognitive disability, this makes it even more unlikely that a financial predator will be caught (Special needs alliance, 2019).

In conclusion, the use of digital technologies in facilitating criminal activity or scamming people is on the increase. The reason for this increase, is the uplift in the population using the online world to conduct their daily business and the criminals seeing this as an opportunity. The incident that I have described showed how someone can be susceptible to becoming scammed through their trust of another person online. I have explained how my actions upon arriving at this incident resulted in limiting the harm caused. The essay then goes on to describe the several groups of society who are fundamentally more vulnerable to digital technology crime and the reason for this. The police service recognises this increase and type of crime and is training officers and departments to recognise and handle such investigations more and more efficiently. Without the police service adapting, criminals would continue to increase their activities and flourish in the online environment.
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Recognition and confirmation of progress on the Occupational Competency Portfolio (OCP). 
  
 
 
By signing the section below you are acknowledging your continuing progress on O.C.P.  

This is recognised by the university as work that is fully supporting this module BMPP 5003D; Policing in the workplace 2and in signing it will be equivalent to 1000 words towards the 8000 words equivalent total. 
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