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BACKGROUND TO MY PROPOSED RESEARCH
Design and Experimental Evaluation of a Cloud-Managed SD-WAN Architecture Compared with Traditional Edge Firewall Networks for Small-to-Medium Enterprises
[bookmark: _Toc235789308]Subject Area Background
Historically, small-to-medium enterprises (SMEs) have relied on rigid, static, hub-and-spoke Wide Area Networks (WANs). In these traditional architectures, remote branch traffic is backhauled through static IPsec tunnels to a centralized physical or virtual next-generation firewall (NGFW) situated at a primary headquarters centre [1]. While this configuration has served foundational requirements, modern business operations have undergone extensive digitisation, mirroring a macro-level shift towards cloud-hosted applications, digital transformation, and hybrid multi-location workflows [2], [3].
In bandwidth-constrained networks, manual security rules and static routing tables struggle to adapt to the variable quality of service (QoS) and link dynamics introduced by cloud-hosted infrastructures. Security policy changes on traditional edge devices must be managed individually, introducing human administrative latency, configuration drift, and critical security blind spots [4]. This device-centric approach increases administrative overhead, limits scalability, and complicates the adoption of dynamic connectivity solutions such as Starlink, LTE, and multi-cloud networking [1].
Software-Defined Wide Area Networking (SD-WAN) separates the control plane from the data plane, enabling centralised policy management and automated path selection based on latency, jitter and packet loss, thereby improving resilience and scalability [5]-[7]. Recent research has also explored AI-based SD-WAN security techniques [8], [9], although SME deployments continue to face practical challenges in adopting these technologies.
Furthermore, modern network security architectures require strict alignment with international standards and security frameworks. Standardised frameworks such as NIST SP 800-207A establish that multi-location cloud networks must enforce Zero Trust Architecture (ZTA) by discarding implicit trust based on physical location and continually evaluating access policies dynamically [10]. Simultaneously, compliance standards like ISO/IEC 27001:2022 outline strict mandates for automated management, information classification, and secure change control, placing significant emphasis on centralised orchestration to maintain organisational security compliance [11]. Although these studies and frameworks demonstrate the technical advantages of centralised orchestration, most evaluate large-scale enterprise or service-provider environments. Consequently, their findings cannot be directly generalised to SMEs, where budget constraints, limited IT expertise, and simplified network topologies may influence deployment outcomes.
[bookmark: _Toc235789309]Field, Rationale, and Research Gap
While extensive academic literature exists evaluating global SD-WAN deployments for massive, multinational telecommunications providers [5], [12], there is a noticeable research gap concerning how these technologies translate to resource-constrained SMEs. Existing studies have primarily focused on large-scale enterprise deployments, orchestration frameworks, routing optimisation, or theoretical SD-WAN architectures. Distinct domains of SMEs academic literature frequently explore sophisticated, data-driven frameworks to optimise internal operations and risk assessments [13], yet a profound empirical data gap remains regarding core architectural infrastructure resilience. Comparatively little empirical research evaluates operational efficiency within SME-scale environments by measuring deployment time, configuration effort, policy propagation, and failover performance using reproducible experimental methods. Consequently, organisations considering migration still lack reproducible empirical evidence demonstrating the operational trade-offs between cloud-managed SD-WAN and traditional firewall-centric architectures within SME-scale environments. This research is highly topical and applied because it provides a concrete, empirical comparison to address this evidence gap, offering SMEs a practical, evidence-based migration blueprint.
[bookmark: _Toc235789310]Research Question & Expected Proposition
[bookmark: _Toc235789311]Research Question (RQ)
· RQ1: How does a cloud-managed SD-WAN architecture compare with a traditional edge firewall architecture in terms of deployment efficiency, network resilience and centralised security management within an SME environment?
This research adopts an experimental comparative methodology in which two network architectures are implemented under identical conditions to evaluate operational performance using predefined quantitative metrics. Both network environments will be configured using equivalent branch topologies and identical security policies to ensure that any observed differences can be attributed to the management architecture rather than variations in the network design.
[bookmark: _Toc235789312]Expected Proposition
· P1: A cloud-managed SD-WAN architecture is expected to reduce deployment time, decrease policy propagation latency and improve failover times compared with a traditional edge firewall architecture, despite introducing additional initial orchestration complexity. 
[bookmark: _Toc235789313]Context of Investigation
The investigation focuses on a simulated multi-location SME environment deployed within Amazon Web Services (AWS). AWS networking services will be used to implement and evaluate both a traditional edge firewall architecture and a cloud-managed SD-WAN architecture under identical conditions. It mirrors a realistic corporate infrastructure consisting of:
· A central Headquarters virtual network (VPC) deployed in AWS.
· Multiple simulated branch-office virtual networks simulating dispersed corporate sites utilising diverse virtual WAN transport options (such as hybrid broadband, LTE, or virtual links) [1], [14].
The experimental design will measure how each architecture handles traffic routing, failover and policy changes across these sites.
[bookmark: _Toc235789314]Research Aim & Objectives
The overarching aim of this research is to design, implement, and experimentally evaluate a cloud-managed SD-WAN architecture against a traditional edge firewall topology within a public cloud environment to assess and compare operational efficiency, security orchestration and network resilience for SME deployments.
To achieve this aim, the study is broken down into the following SMART objectives:
1. To critically review existing academic literature, cloud provider reference architectures (AWS and Fortinet), and international standards (NIST ZTA, ISO 27001) to identify optimal security and routing postures for multi-location SME networks.
2. To design and develop a comparative public cloud network topology consisting of two distinct testing environments:
	ENVIRONMENT
	DESCRIPTION

	Environment A (Control)
	Traditional WAN utilising manually configured routing and edge firewall policies.

	Environment B (Experimental)
	Cloud-managed SD-WAN utilising centralised orchestration and automated path selection.



3. To measure and compare deployment time, policy propagation time, routing behaviour, failover recovery time, and administrative effort between the two architectures under simulated stress scenarios.
4. To formulate a set of evidence-based recommendations for SME migration from legacy edge security models to centralised cloud-managed SD-WAN infrastructures.
[bookmark: _Toc235789315]Expected Outcomes and Deliverables
At the conclusion of this study, the following deliverables will be submitted:
· A Technical Network Artifact: A fully configured, simulated network topology in AWS showing functional routing, high-availability setups, and centralised security templates.
· A 10,000-Word Final Project Report: A comprehensive academic thesis covering the literature review, methodology, implementation, empirical analysis and conclusions.
· Comparative Performance Datasets: Data sets and tracking tables documenting deployment time, latency, packet loss, failover recovery time, and policy propagation time.
· Evidence-Based Recommendations for SME Migration: A practical, step-by-step technical blueprint and decision-making model designed specifically for IT decision-makers in SMEs.
· An A1 Academic Exhibition Poster: A visual research summary highlighting the methodology, key findings, network diagram and comparative metrics of the project.
[bookmark: _Toc235789316]PROJECT DESIGN & METHODOLOGY
[bookmark: _Toc235789317]Research Design and Methodological Justification
This study adopts an experimental quantitative methodology because it produces objective and reproducible measurements of deployment time, routing performance and failover behaviour [5], [12]. Both architectures will be deployed within the same AWS region using identical infrastructure so that observed differences are attributable only to the management architecture.
[bookmark: _Toc235789318]Network Topology and Architectural Specifications
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Two AWS environments will be deployed. Environment A represents a traditional WAN using IPsec VPNs, static routing and independently managed virtual firewalls. Environment B implements cloud-managed SD-WAN using identical infrastructure but with centralised orchestration, BGP-based routing and template-driven policy deployment [14], [15]. Infrastructure, workloads and instance types will remain identical to ensure fair comparison.
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[bookmark: _Toc235789319]Data Collection and Quantitative Evaluation Metrics
The research evaluates the architectures using four key metrics, captured during the simulations using automated script timing and active network testing tools.


The independent variable is the network management architecture, while deployment time, policy propagation, failover recovery and configuration effort are the dependent variables. All other infrastructure characteristics remain constant.
[bookmark: _Toc235789320]Experimental Scenarios
Three controlled experiments will be conducted under identical network conditions. 
[bookmark: _Toc235789321]Scenario 1: Branch Deployment
A new branch office will be added to each environment. Deployment time ()  and configuration effort will be recorded to evaluate provisioning efficiency [14].
[bookmark: _Toc235789322]Scenario 2: Security Policy Deployment
A security policy blocking SSH (TCP port 22) will be applied across all branch offices. Policy propagation time () will be measured from deployment until successful enforcement at every site [4].
[bookmark: _Toc235789323]Scenario 3: Link Failure
Network degradation will be simulated using Linux traffic control (tc) while synthetic traffic is generated with iperf3. Packet loss and failover recovery time () will be recorded to compare network resilience[7], [14].
[bookmark: _Toc235789324]Reliability 
Identical AWS resources, operating systems and network configurations will be used throughout. Each experiment will be repeated ten times, with mean values, standard deviations and 95% confidence intervals calculated to improve reliability.
[bookmark: _Toc235789325]Resources Required
Resources required include AWS (Free Tier or AWS Educate credits), EC2, VPCs, Site-to-Site VPN, Fortinet virtual appliances (or equivalent SD-WAN platform), Terraform or AWS CloudFormation, CloudWatch, iperf3, Linux traffic control (tc), Bash scripting, and access to IEEE Xplore, ACM Digital Library and Google Scholar. A personal computer with SSH access is sufficient because all infrastructure is cloud-hosted.
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