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[bookmark: _Toc134809176]Introduction
[bookmark: _Int_U4bUTysr]For this assignment, the task was to create a research-driven report. This report will cover multiple topics. These include the TCP (Transmission Control Protocol), the impact of the MTU (Maximum transmission unit) size on the transfer of data, synchronicity, asynchronicity, and finally interoperability for networked applications. After these topics have been discussed there will be a short report covering a networked application build. This report will discuss the features and design decisions of the network application. 

[bookmark: _Toc134809177]TCP
The TCP or transmission control protocol is a “communications standard that enables application programs and computing devices (servers and clients) to exchange messages successfully over a network.” (1) Transmission of data that takes place is divided into four different layers. Each of these layers helps to provide communication between a client and a server. (1) The “application layer” (1) is used for the user interface, as well as coordinating and terminating communications between client and server or applications. “The transport layer” (1) ensures reliable data transmission, delivering data in the correct sequence with no errors, loss, or duplication. The “internet layer” (1) delivers packets to their destination, allowing transmission between multiple networks using routers and IP addresses. The “datalink layer” (2) establishes the connection between the device and the network using hardware such as ethernet cables, hubs, and wireless connections. (2)	Comment by Andrew Green: It is used for the client and server applications	Comment by Andrew Green: Layers described

[bookmark: _Int_NfPhEXjr]“A data packet is a unit of data made into a single package that travels along a given network path.” (3) To ensure the data that is being sent knows where it is going, the data packet “header” (3) holds multiple fields that hold information about the connection and the data being sent. These can include the source port, destination port and sequence number of the data. Other data included in the packets can be the acknowledgement number, control flags, checksum, and optional data.

Overall, TCP is a reliable and widely used protocol for transmitting data over networks. Its use of “packet headers and control flags” (4) allows for efficient and error-free transmission of data between servers and clients. (4) 

[bookmark: _Toc134809178]Three-way handshake

Transmission Control Protocol (TCP) uses a three-step process to establish a connection between the server and client. This process is known as the” three-way handshake” (5). The client sends a synchronize (SYN) packet to the server, which “informs them to start a connection.” (5) This is then responded with a synchronize-acknowledgment (SYN-ACK) packet. The client then sends an acknowledgment (ACK) packet to the server, which “completes the connection.” (5) Once this connection is established, data can be “sent between the client and the server” (5). 

Below is a diagram that explains this method:

[image: Lightbox]
(5)

TCP ensures data delivery by using sequence numbers to ensure that packets are received in the correct order. Each packet contains a sequence number that identifies its position in the “data stream” (5). If a packet is lost or arrives out of order, TCP can resend the packet until it is received correctly. 	Comment by Andrew Green: More detail needed here.

“TCP provides reliable communication with Positive Acknowledgement Re-transmission” (5) When a device receives a packet, it sends an acknowledgment (ACK) back to the sender to show that the packet was received successfully. If an ACK is not received by a certain time, the sender can safely assume that the packet has been lost and re-send it (5).

As well as this, TCP uses a “sliding window” (6) mechanism to “manage the flow of data” (6) between the sender and receiver. This allows the sender to send a certain number of packets before “waiting for acknowledgments from the receiver.” (6) If the sender receives acknowledgments for all the packets, it can “increase the size” (6) of the window and send more data. If acknowledgments are not received, the sender will “decrease the size” (6) of the window and slow down the rate of data transmission. 

Finally, TCP uses “checksums” (5) to detect errors in the data being sent. Each packet contains a checksum value that is calculated based on the data packet contents. When the packet is received, the receiver recalculates the checksum and compares it to the value in the packet. If the two values do not match, the packet is assumed to be corrupt and is “discarded” (5).	Comment by Andrew Green: Good!

Overall, TCP's mechanisms for “sequencing,” “acknowledgments,” and “error detection” (5) work together to ensure that data is transmitted reliably and accurately between devices.


[bookmark: _Toc134809179]Two Generals’ Problem 
The Two Generals Problem is a problem that shows the difficulty of communication between two devices if there is a “half open connection.” (7) In the Transmission Control Protocol, it refers to the problem of ensuring that both the server and client have properly “closed the connection” (7) after data transmission.

In TCP, the client and server communicate with each other to create a connection and exchange data packets. When either the client or server wants to end the connection, they send a “finish (FIN)” (7) segment to show that they are finished sending the data. The other device then acknowledges the FIN segment by sending back an “acknowledge (ACK)” (7) segment. As well as this, they also send their own FIN segment to show they are finished with sending data. The original sender then sends another ACK segment back to show that they have received this and the “connection is then closed.” (7) 	Comment by Andrew Green: Yes, but this problem is also relevant to a handshake as well.

The Two Generals Problem occurs when either the initial FIN or ACK segment gets lost in the network. This can end up with the sender thinking that the connection has been closed, while the receiver does not know whether the sender received the message or not and will wait for a response that will never arrive. This creates a "half-open connection,” (7) which can lead to multiple issues such as wasting network resources or causing an application to crash. 

[bookmark: _Int_IzngphUP]Although this problem is very difficult to solve, there is a way to close the connection eventually. To do this, TCP can use a mechanism called "timeout and re-transmission," (8) which involves sending multiple FIN segments until an ACK is received. If an ACK segment is not received after a certain time, the sender assumes that the connection has been lost and closes it regardless of whether the segment has been received or not. (8) This ensures that the connection is eventually closed, even if one or more packets are lost in the network. (8)

The Two Generals' Problem shows the network limitations and the need for acknowledgments and error correction. Programmers should have to consider potential network failures and implement mechanisms to solve them. In terms of design decisions, programmers might consider implementing mechanisms such as “timeout and re-transmission” (8) to minimise the impact of network problems. As well as this, they may need to choose between reliability and performance when designing their application's network protocols. 	Comment by Andrew Green: Perhaps.

Understanding TCP, the three-way handshake, and the Two Generals' Problem can help programmers make decisions when developing networked applications. Programmers can design effective network protocols that can provide a good user experience by considering potential network failures and providing a good balance between reliability and performance.


[bookmark: _Toc134809180]MTU
Data transmission is an essential component of communication systems. It allows data to be sent between devices and networks. This allows for messaging to be made as well as web browsing. However, there are some challenges with this. One challenge is the limit on the data size that can be sent across a network.

[bookmark: _Int_w7bkrQvg]Maximum Transmission Unit (MTU) “is the largest packet or frame size, specified in octets (eight-bit bytes) that can be sent in a packet or frame-based network.” (9) “The internet’s transmission control protocol (TCP) uses the MTU to determine the maximum size of each packet in any transmission.” (9) The size of the MTU can change between different devices and networks, but it must follow the restrictions of the device it is being sent to. 	Comment by Andrew Green: Such as?
The MTU is split into two sections - “the payload, which is the data itself,” (10) and “the headers, which contain information such as the source and destination addresses.” (10) All packets that are going to be sent through a network must be measured by any MTU it passes along the way. The MTU “measures the packet as a whole,” including “the IP header” and “TCP header.” (10) This begins in the network layer of the OSI (Open System Interconnection) model “where the routing takes place.” (10)

Encapsulation and “its reverse process, de-encapsulation" (11) plays a “crucial role” (11) in “effective communication between the source and destination computer.” (11) Encapsulation is the process in which the headers are added to the data before they can be sent across the network. De-capsulation is the “reverse” (11) of this, where the data is extracted from the packets on the receiver side in the “same layer of the OSI model.” (11) 	Comment by Andrew Green: Fine, there is an opportunity to discuss the PDU here.


[bookmark: _Toc134809181]Fragmentation
When packets are sent, they might have to pass through routers, switches, and servers with different MTU sizes. this can result in fragmentation if the data packet size is larger than the MTU. Fragmentation “breaks the packet up into several smaller fragments” (12) and sends those fragments instead. Each of these new fragments must then contain the data, as well as the headers discussed earlier. IPv4 (Internet Protocol Version 4) allows packets to be fragmented along the way while passing through the routers and switches. IPv6 (Internet Protocol Version 6) does not allow this. In IPv6 the data must be fragmented before it is sent if it is larger than any MTU along the way. Although fragmentation is an effective way to send large data across a network, a “don’t fragment flag” (12) can make this difficult. If data containing this flag is too large for an MTU size along the route, the packet is “dropped” (12) and sends a message to the sender stating that “fragmentation is needed” (12) and the data would need to be re-sent. 	Comment by Andrew Green: Diagram would help make the issue with this clearer	Comment by Andrew Green: Yes, this is the case but the issue here (additional headers bulking data size) is not explored,


[bookmark: _Int_4eUsQMNY][bookmark: _Int_apmcOcHe]Fragmentation also has many negatives and issues that can occur. One source states that “fragmentation causes inefficient use of resources,” “Loss of fragments leads to degraded performance,” and “efficient reassembly is hard.” (12) These issues can lead to longer sending times, packets dropping, and potential data loss. To ensure there is minimal damage or data loss, network designers and programmers must consider the impact of the MTU and fragmentation when designing networked applications. They must ensure that the MTU size is compatible with the devices and networks being used in order to avoid any of the mentioned issues. 


Understanding MTU and the factors associated with it is important for programmers when designing networked applications. This is because it can help them determine the maximum size of data packets that can be transmitted across the network. As well as this, they can make design decisions while keeping in mind fragmentation to ensure effective data transfer. (12)
[bookmark: _Int_kSQhcdog][bookmark: _Int_c1uOry4F]For example, if a programmer is designing an application that requires large amounts of data to be sent, they will need to consider the MTU of the devices involved and if fragmentation is needed to send data. As well as this, programmers might need to consider the impacts of network traffic on MTU, as larger packets may not be able to be sent as efficiently during higher traffic times. By understanding these, programmers can design their applications to optimize data transfer and minimize the risk of data loss or corruption. Error checking and re-transmission protocols may also be needed to ensure reliable data transfer, especially if their application is sending large amounts of data or sensitive data.	Comment by Andrew Green: No discussion of PDU

[bookmark: _Toc134809182]Synchronicity and Asynchronicity
[bookmark: _Int_vQtYyBD0]Synchronous and asynchronous communication are two different types of communication methods used within networks. “Every network is either Synchronous or asynchronous,” “but some may have elements of both.” (13) Each of these have their own advantages and disadvantages. 

Synchronous communication establishes a connection between two devices and waits for messages to be sent and received in real-time. This method is frequently used in applications like social media and online shopping. Some examples of synchronous communications are “Snapchat,” “Instagram,” and “Facebook Messenger.” (13) These social media examples highlight the need for “real-time” communication as users would need and expect fast responses. This form of communication is easier to implement than asynchronous but can fail as the connection must remain between devices. A disadvantage of this would be needing all parties to be available at once, which can be difficult if people are in different time zones. 	Comment by Andrew Green: Not unless streaming is involved (which it is thought these on occasion).	Comment by Andrew Green: Not the case.  This has been misunderstood.  As this is discussing the protocol, it does not stipulate that sends and receives happen as needed.

On the other hand, asynchronous communication does not actively listen for messages and has delays between messages sent. This means that there is “no real-time communication.” (13) Some examples of asynchronous communication include “E-mail,” “Blogs,” and “LinkedIn.” (13) While these examples can “discuss real-time information,” (13) however, “people do not need to use it at the same time for it to work.” (13) An advantage of this type of communication would be that there is enough time to create and edit a response to a message such as E-mail. This is important as users may feel pressured into replying quickly on social media but not as pressured using E-mail. A disadvantage of this communication type would be the opposite of this as people may need an immediate reply for project approval or other workplace issues. Choosing the right communication method can affect the performance, reliability, and scalability of the application. Understanding the advantages and disadvantages of each method can help programmers can choose the “appropriate communication method” (13) that best suits their application.


[bookmark: _Toc134809183]Input / Output
[bookmark: _Int_5nBuc4ID]“Blocking and non-blocking I/O (input / output) are two different methods used by an operating system to handle I/O operations.” (14) Blocking I/O is used to stop the user from making any further actions until “the requested operation is completed.” (14) Non-blocking I/O allows a process to “continue execution while an operation is in progress.” (14) Synchronous communication uses blocking I/O in many of its applications. One example of this is buying a ticket for an event. The user cannot perform any other action while the system checks if there are any tickets available to the user. An example of non-blocking I/O would be during data downloaded from the web. During the download, a user is free to use any other function of their device while they wait for the download to be completed.	Comment by Andrew Green: Fine, this makes sense.


Understanding synchronous and asynchronous communication is essential for programmers when developing networked applications as it can heavily influence their application design. When designing these applications, programmers will need to consider what type of communication is best suited for the application. For example, if real-time communication is needed, in “social media messaging” (13) for example, synchronous communication would be the better choice. However, if real-time communication is not needed, such as an “email or blog” (13) then asynchronous communication would be more suitable. 

 
[bookmark: _Toc134809184]Interoperability 
According to the Cambridge English Dictionary interoperability is “the ability to work together with other systems, or pieces of equipment.” (15) A different source states that “interoperability refers to the basic ability of different computerized products or systems to readily connect and exchange information,” “without restriction.” (16) There are three key types of interoperability. These are “syntactic, structural, and semantic.” (17) 
Syntactic interoperability is when “two or more systems can communicate and share data.” (17) This allows “different types of software to work together, even if the language is not the same.” (17)
Structural interoperability “defines the data exchange format.” (17) This means that any messages sent from one place to another are “specified using standards.” (17) This helps users to “understand the information’s purpose clearly.” (17)
Semantic interoperability is where “two or more systems connect and share data in a meaningful way.” (17) This means that each system will understand each other and the data that is being sent.

For networked applications, interoperability is essential as it allows for “adaptability” (17) and communication between different systems, which can enable them to work together effectively and efficiently. To ensure these applications can become interoperable they must follow certain standards that are used by almost every other application.	Comment by Andrew Green: Fine.


[bookmark: _Toc134809185]Standards
Standards are “agreed-upon conventions for doing something,” and “are established by a community consensus or an authority.” (18) Standards are an essential part of interoperability as it allows developers to follow a set of rules that every other developer would have used also. This ensures that applications built by using these standards will be able to communicate in some way with each other. 

Interoperability is relevant to programmers as it can impact the ability of different systems and devices to communicate with each other. They can achieve some form of interoperability by following open standards such as HTML or HTTP for their application. This means that anyone can use them as they are an industry standard practice. Testing their applications with others would also be very useful as they would be able to determine whether the application can communicate with other devices or not. This ensures a good application can be built and work effectively with others worldwide. 	Comment by Andrew Green: This is a bit vague	Comment by Andrew Green: 2814 words - within 10% of the word count but there is room for more detail.


[bookmark: _Toc134809186]Section 2

[bookmark: _Toc134809187]Design Statement
This project is a chat application that allows users to join a chat room and send messages to each other. This application will be built for any students that want to chat with friends while at a computer. This application can be used throughout school campus’. This means that students in the library can communicate with students in a classroom, or students anywhere with a computer. As well as this, the application can be used for sharing class notes, informing other students of anything going on nearby, or just general chatting and messaging. Teachers and supervisors should also be able to join if they wanted. This ensures that the students will not use the application in a harmful manner without someone finding out who it was. Since this will be a simple chat application, the users will need access to a computer, monitor, keyboard, and mouse to use this. While this may not cater to all students, there is definitely room for improvement where features such as ‘voice chat’ could be added to the application. The current iteration, however, will only use text chat from the keyboard, or on-screen keyboard. The design of the application should be very user friendly as it designed for students of all ages. This means that text will need to be large and readable to cater for the majority of students. As well as this, the layout will need to be clear and precise to allow users to navigate the application.	Comment by Andrew Green: No need to justify any usage for this
The application will be built using .NET Windows Forms in Visual Studio. This language uses C# which is already a familiar language. The application will need both a server and multiple clients to work properly. This means ports and IP addresses will need to be used within the application. Although C# is a familiar programming language, there may be a need for tutorials and examples as there will be multiple sections that could be more difficult than anticipated. These will also help with troubleshooting of the application and testing it.  	Comment by Andrew Green: Tutorials used should be cited.

[bookmark: _Toc134809188]Data Requirements 
The data that will be required for this application will be usernames from the users. This will be entered into the client side of the system and then connect to the server. The client will need to connect to the server by using ports and IP addresses to establish a connection. This information will be coded into the application to automatically collect the IP address. Since this is a chat application, none of the chat data will need to be stored. This means that when a user enters the chat, it will be already blank. The server will keep a chat log of everything that has been said, along with the users who have connected and disconnected at the same time. Once the server has stopped, this information will no longer be available, and the application will need to re-start the server for users to join again. When users leave or join the chat there should be a way to view a ‘list’ of active clients. This shows who is currently online and who is available to talk. This should be viewable by both the client and the server and update when a user joins or leaves. 	Comment by Andrew Green: Fine, this is all perfectly acceptable.

[bookmark: _Toc134809189]Screen Layout Design 

[image: A screenshot of a computer
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This screenshot is what the client side of the application should look like. The largest box on the left will display the username and message of a user. this should also have a scroll bar in case the message feed goes on for multiple lines. On the right is where the current active users will be displayed. This allows for all clients to see who is online and who they are sending the messages to. This will update as users join and leave the server. The bottom text box is where users can enter the message they wish to send. This is located here as almost all other messaging applications, have the same style. This ensures that anyone who has used messaging applications before, will be familiar with this and know what they are doing. There is also a send button right next to the textbox which allows users to easily see what will happen if clicked. The message will send to the server from this and be viewable by anyone online at the time. The bottom right of the application contains two buttons. The connect button will let the user connect to the server. Whereas, the disconnect button will ensure that the client is disconnected from the server. 
If a user attempts to connect to the server without the server being online, an error message should be displayed. This message will say that the server is not currently running, which will need to be acknowledged before the user returns to the application. 	Comment by Andrew Green: No need to justify UI design.  This is about socket operation

[bookmark: _Toc134809190]Application and Screencast
The screencast of the application running along with commentary, as well as the code itself will be attached with this document in a zip folder. 

[bookmark: _Toc134809191]Future Improvements 
Although this is a simple chat application there are multiple ways in which it could be improved in the future. The first way that this could be improved is by adding some form of security to the application. This would be useful as then unauthorised access would be very difficult to obtain. The users would have their own username and password which would be required to access the application. This would also be beneficial as users would not be able to enter whatever username they wanted. This means that anything that is said maliciously in the chat can be identified and traced back to the user who sent it. Another improvement would be a way to directly message users instead of typing to anyone on the server. This feature would drastically change the application as users would then be able to communicate with one specific person, rather than the whole server. This would be useful for friends who want to chat without everyone seeing what is being typed. Overall the application is useful for the target audience but can be made a lot better with external features.	Comment by Andrew Green: No need for an evaluation of usefulness, only of how well this does or does not present an example of socket programming.	Comment by Andrew Green: 1012 words - almost exactly the word count.
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