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[bookmark: _Toc979429738]Task 1 – Research in Data Security and Compliance 
 Securing the Modern Enterprise: From Zero Trust to AI Governance
Implementing a Zero Trust Architecture – Principals, Challenges and  Technological Enablers for Modern Enterprise Security
Introduction
In the last few years, the landscape of cybersecurity has undergone a significant transformation as organisations rely more on cloud computing, mobile technologies, remote working and interconnected digital services. These developments have had massive benefits for companies across the globe, improving operational efficiency and flexibility but have simultaneously expanded the attack surface for cybercriminals. Traditional security models were designed to protect a clearly defined network perimeter, these are no longer sufficient in today's environment where everyday users, applications and data exist across multiple locations and devices. The previous assumption that users and devices operating inside a corporate network can be trusted has become outdated in the modern environment we currently operate in. The publication of the National Institute of Standards and Technology (NIST) Special Publication 800-207 formally recognises this shift, defining Zero Trust Architecture (ZTA) as a security model that removes implicit trust and required continuous verification for every access request regardless of user permission and network location [1]. 
Recent threat intelligence reports demonstrate why organisations are reconsidering traditional security approaches. Cybercriminals are increasingly exploiting stolen data, identities, compromised credentials, software supply chains and cloud infrastructure, rather than attempting to breach network perimeters directly. Furthermore, at the same time ransomware groups have become more sophisticated, utilising automation and artificial intelligence to improve the effectiveness and efficiency of attacks. Microsoft's 2024 Defence Report highlights the growing complexity of the cyber threat landscape, with increasingly sophisticated tactics, techniques, and tools [2]. Microsoft themselves have faced attacks and customers face more than 600 million cybercriminals and nation-state attacks every day.
Zero Trust Architecture has emerged as one of the most influential cybersecurity strategies for addressing the above challenges. Rather than relying solely on network bounders, ZTA assumes that a breach may have already happened and exists within the environment and will therefore continuously validate every user, device and workload before access is granted. This paper will critically analyse and evaluate Zero Trust Architecture, technologies that enable its implementation, examine the challenges organisations face during adoption of the technology and assess the effectiveness in improving resilience against the continuous evolvement of cybercriminals.
The Cyber Threat Landscape 
The modern cyber threat landscape has evolved significantly during the last decade, requiring organisations to reconsider traditional approaches to information security. Digital transformation initiatives have introduced increasingly distributed infrastructures compromising cloud services, mobile devices and remote workers with highly interconnected third-party suppliers. While these technologies improve operational efficiency, they simultaneously increase organisational exposure to cyber threats. Consequently, defending modern enterprise environments requires security models capable of anticipating, preventing, detecting and responding to attacks across multiple environments rather than protecting a single network perimeter.
Over the previous 12 months, IBM team analysis shows that explotation of public facing applications rose by 44%. Expanded credential harvesting operations through AI chat bot systems has allowed cybercriminals to easily access public data putting identity at the centre of today’s threat landscape [3].
Ransomware remains one of the most damaging cyber threats to this day, affecting individuals and organisations worldwide. Modern groups frequently combine phishing attacks, credential theft and exploitation of vulnerabilities. Attackers will then encrypt devices and critical systems while demanding financial payment. Unlike previous ransomware methods, modern attackers often spend days or weeks performing reconnaissance inside the organisation networks before launching their attacks. This shows us that attackers are becoming increasingly intelligent by exploiting trusted sources and identifies rather relying on random attacks.
The 2026 Verizon data breach investigations report has some insightful key takeaways: [4]
· 31% of breaches start with software vulnerabilities
· 48% of all breaches now involve ransomware
· 15 different attack techniques are now being used by generative AI
· 40% higher click rates make mobile devices a new favourite target
Supply cain attacks have also become increasingly prominent following several high-profile cybersecurity incidents. Father than directly attacking their intended target, cybercriminals comprise software of trusted vendors or third-party suppliers to distribute malicious code into organisations. This can be done simultaneously as multiple organisations will use the same software and third-party suppliers. These attacks exploit the relationships between business and suppliers, demonstrating why trust has become one of the greatest weaknesses of traditional security architectures.
SolarWinds, a company of which 84% of fortune 500 companies utilise tells us that their highest compliment is our customers’ trust [5].

Furthermore, cloud computing has fundamentally changed organisational security requirements. Information is frequently distributed across multiple platforms and locations due to hybrid infrastructures taking over the workplace. Consequently, network boundries have become more difficult to define and for organisations cybersecurity divisions, it has become a nightmare to manage to ensure all platforms and devices are secure. Traditional security approaches which fely on trusted internal networks have become ineffective when companies data is accessible from virtually any location.
Another rapidly growing concern is identity-based cybercrime. Cybercriminals increasingly target user credentials because authenticated accounts frequently bypass conventional perimeter security controls. Multi-factor authentication has significantly reduced credential compromise; however, phishing-resistant authentication and continuous identity verification are increasingly recognised as essential security controls [6].
Overall, the above developments demonstrate why modern organisations must move beyond traditional outdated perimeter security. Modern cybersecurity strategies must assume attackers may already posses valid access credentials to gain access to trusted systems. Consequently, organisations require security models capable of validating identities and automatically responding to suspicious activity. 
Zero Trust Architecture directly addresses these requirements by replacing trust with continuous verification and risk-based access control.













Zero Trust Architecture 
Zero Trust Architecture (ZTA) represents a fundamental shift from traditional perimeter based cybersecurity systems towards a new model in which trust in constantly evaluated. The main principle of ZTA is “never trust, always verify”, meaning that users, devices and applications should not automatically receive access simply because they are located within an organisation's network. Instead, access permissions should be based on several factors, including identity, device security, requested resource, location and behavioural risk [7]. 
One of the most important principles is continuous verification. Previous security architectures often authenticate a user when they connect to a network in the first place. They always assume that their activity is legitimate users have accessed the network through trusted systems. ZTA challenges this approach by requiring access decisions to be continuously evaluated. Multi-factor authentication, device health checks and behavioural analysis can be combined to determine whether access should remain permitted. This is particularly important because legitimate credentials can be stolen through phishing, malware or social engineering.
A second principle is restricting privilege (principal of least privilege) access whereby users and devices receive only the permissions necessary to perform their legitimate tasks. Limiting privileges reduces the potential impact of compromised accounts because attackers are unable to automatically access all available organisational resources. Privileged Access Management (PAM), Role-Based Access Control (RBAC) and Attribute-Based Access Control (ABAC) can support this principle. However, implementing least privilege across large organisations can be challenging because employees frequently require access to multiple systems, while excessive restrictions can negatively affect productivity [8].
The third principle is assuming breach. Rather than designing security on the assumption that attackers can be prevented from entering the environment, Zero Trust assumes that compromise may already have occurred. Organisations can therefore use network segmentation to restrict movement between systems. If an attacker compromises one device or account, segmentation can prevent them from freely accessing critical resources elsewhere in the network.
Finally, ZTA requires continuous monitoring and rapid response. Security information and event management (SIEM), Extended Detection and Response (XDR) and Security Orchestration, Automation and Response (SOAR) technologies can collect and analyse activity across users, devices, applications and networks. Automated responses can then isolate compromised devices, revoke access or trigger further authentication when suspicious behaviour is detected.

Zero Trust Architecture has many advantages however, many people look at it as a technology fully capable of eliminating cyber threats. The effectiveness of the system depends on accurate identify information, reliable monitoring and appropriate privilege access. Furthermore, continous verification can introduce issues and negatively impact user experience. ZTA is better understood as an ongoing security strategy and governance approach, rather than being used on its own as a single cybersecurity product.























Technological Enablers of Zero Trust Architecture 
The implementation of Zero Trust Architecture requires organisations to integrate multiple technologies capable or enforcing continuous authentication, least privilege access, network segmentation and constant threat detection. ZTA is therefore not a single technology but a part of an architectural approach to modern cybersecurity controls. Three important enables are Zero Trust Network Access (ZNTA), Secure Access Service Edge (SASE) and Identity Governance and Administration (IGA).
Zero Trust Network Access 
Zero Trust Network Access (ZTNA) is an important replacement for traditional Virtual Private Network (VPN) technologies. Conventional VPNs typically provide authenticated users access to corporate networks, after which additional internal resources may become accessible. This creates a security weakness because compromising a single authenticated account can provide an attacker with opportunities for movement throughout the network. ZTNA instead provides access to specific applications or resources based upon verified identity, device security and contextual risk. Consequently, users are not automatically granted access to an entire network simply because they have successfully authenticated [7].
ZTNA can therefore contribute significantly to the least-privilege and assume-breach principles of Zero Trust. It does this through restricting users to authorised resources. This is particularly valuable for remote workers because application access can be controlled regardless of whether the user is connecting from a corporate office, home network or public internet connection.
However, ZNTA is not a fully complete solution to identity compromise. If a cybercriminal successfully obtains legitimate, authorised access and passes authentication requirements, they may still be able to access protected resouces. This tells us that ZNTA must operate alongside stronger authentication methods, constant monitoring and identity governance rather than being viewd and implements as a replacement for existing security systems. 
Service Access Service Edge 
Secure Access Service Edge (SASE) provides another significant technological enabler for Zero Trust Achitecture. SASE combines networking and security capabilities within a cloud-delivered architecture. This allows organisations to apply security controls closer to users and applications rather than routing all traffic through a central corporate data centre. SASE commonly incorporates technologies such as Secure Web Gateways, Cloud Access Security Brokers, Firewall as a Service and Software-Defined Wide Area Networking [9].

The relationship between SASE and Zero Trust Architecture is  significant because both approaches recognise that traditional network boundaries are becoming less relevant. SASE enables security policies to follow users and devices regardless of their location, while Zero Trust ensures that access is based upon identity and risk. For organisations operating hybrid and cloud infrastructures, this can provide a more consistent security architecture than attempting to secure each location independently.
Nevertheless, SASE can introduce significant implementation challenges. Suppliers and organisations would need to integrate multiple networking and security policies into their cloud based architecture. This can cause compatibility and migration issues as it is likely that there are multiple working locations and several types of different devices. There is also a risk of further supplier dependency when organisations have their networking and security capabilities with one provider. 
Overall, SASE can simplify security architecture in the long term, however initial implementation may increase complexity, cost and organisational dependency on external cloud and security providers.
Identity Governance and Administration
Identity Governance and Administration (IGA) is arguably one of the most important components of Zero Trust Architecture because identity has become a new security perimeter. IGA enables organisations to control the lifecycle of digital identities, including account creation, modification, access approval and account removal. This is particularly important in large organisations where employees regularly change roles, leave the organisation or require temporary access to additional systems.
Multi-Factor Authentication (MFA) strengthens identify verification by requiring users to provide multiple forms of evidence before access is granted. However, organisations should know that MFA does not provide absolute protection. Cybercriminals are using techniques such as phishing to manipulate users into approving fraudulent authentication requests. Stronger approaches such as phishing resistant authentication and therefore provide additional protection [10]. 
Privileged Access Management further supports ZTA by controlling accounts with higher permission levels. Administrative accounts represent particularly attractive targets because compromising them can allow attackers to modify systems, create new accounts or access sensitive information. This technology can enforce temporary or just-in-time privileges, reducing the amount of time that highly privileged access remains available [11]. 



Just like the other technology enablers or ZTA, the effectiveness of identity governance ultimately depends on the quality of an organisation's identity data and policies. Poorly maintained accounts, excessive privileges and inappropriate access permissions can undermine Zero Trust even when strong authentication technologies are deployed. Therefore, organisations must continuously review access rights and establish clear governance processes alongside technical controls.
Overall, the technologies listed above provide complementary capabilities rather than complete solutions. None of the technologies independently establish ZTA and their effectiveness depends upon integration, accurate identity information and continuous monitoring. This reinforces the argument that ZTA should be implemented as a coordinated security architecture rather than purchased as a single technology product.



















Challenges of Implementing Zero Trust Architecture
Implementation
One of the most significant barriers is the presence of existing infrastructure. Large organisations frequently operate applications and systems that were designed before modern identity-based security approaches became widespread. Some legacy applications may not support modern authentication mechanisms, application-level access controls or continuous monitoring. Attempting to integrate these systems into a Zero Trust architecture can therefore require significant modification or replacement.
The complexity becomes greater within hybrid environments where organisations operate on-premises infrastructure and multiple cloud platforms. Security teams must establish consistent policies across these environments while ensuring that security controls do not create gaps between systems. This creates a significant implementation challenge because Zero Trust requires visibility across users, devices, applications, data and networks.
Security teams must establish consistent policies that staff members are aware of so there are no gaps in the system where possible breaches could emerge from. This creates a significant implementation challenges because ZTA requires visibility across users, devices and applications.
Cost 
Implementing Zero Trust can also involve substantial financial and human-resource costs. Organisations may need to invest in identity management, MFA, network segmentation, SIEM, PAM, ZTNA and cloud security technologies. Existing infrastructure may also require upgrading or replacement to support these controls.
The financial burden may be particularly significant for small and medium-sized enterprises. Large organisations may have dedicated security teams and greater resources to implement Zero Trust gradually, whereas SMEs may struggle to recruit specialist cybersecurity professionals or afford multiple security platforms. Therefore, although Zero Trust principles are broadly applicable, the practical ability to implement a comprehensive architecture differs significantly between organisations.
Skills, Governance and Organisational Change 
Zero Trust also requires considerable organisational expertise. Security teams need to understand identity management, cloud infrastructure, networking, endpoint security, access control and security monitoring. A lack of appropriately skilled personnel can make it difficult to design and maintain an effective Zero Trust environment. 

Furthermore, Zero Trust requires ongoing governance rather than a one-time implementation. Access permissions must be regularly reviewed, devices continuously assessed and security policies adapted to changing threats. This means organisations must establish clear ownership and accountability for identities, applications, data and security policies.
Ultimately, Zero Trust implementation should therefore be viewed as a long-term transformation programme. Organisations should prioritise critical assets, gradually introduce stronger identity and access controls, measure their effectiveness and expand implementation over time. A phased approach can reduce disruption while allowing organisations to identify weaknesses before attempting to transform the entire infrastructure.

















Conclusion 
Zero Trust Architecture represents a significant shift in how organisations approach cybersecurity within increasingly complex and distributed IT environments. Traditional perimeter-based security models are becoming less effective as organisations adopt cloud services, remote working, mobile devices and third-party platforms. Attackers are becoming more skilled and exploit legitimate credentials and trusted relationships. Zero Trust addresses these weaknesses by removing implicit trust and requiring continuous verification of users, devices and applications.
Zero Trust should not be viewed as a single security product or a guarantee against cyber threats. Instead, it should be implemented as a long-term security strategy based on continuous verification, least privilege, monitoring and an assumption of compromise. Organisations that combine these principles with appropriate technology, governance and employee awareness can significantly strengthen their resilience against contemporary cyber threats.


















[bookmark: _Toc969527187]Task 2 – Work-Based Project: Chief Information Security Officer Proposal 
Introduction 
Aegis operates in a high-risk environment because its platform combines financial analytics, artificial intelligence, cloud infrastructure and potentially sensitive customer information. Expansion into the EU will increase the organisation's regulatory responsibilities while its growing customer and technology base will increase the potential impact of a successful cyberattack.
The findings of Task 1 demonstrate that traditional perimeter-based security is insufficient for modern organisations. The research concluded that Zero Trust Architecture (ZTA) provides a stronger approach by continuously verifying users, devices and applications, enforcing least-privilege access and assuming that compromise may occur. 
Task 1 also identified modern attacks are now exploiting compromised identities, vulnerable third party suppliers and cloud environments rather than simply attempting to penetrate a traditional network perimeter. Zero Trust therefore provides an appropriate security proposal for Aegis because it removes trust and continuously evaluates and verifies access according to identity, device status, resource sensitivity and risk [1].












Work-Stream 1 – Organisational Design and Resourcing
Proposed Organisational Structure
[image: ]
The CISO will own the security strategy, risk management and Board reporting. A Cloud Security Architect is essential because Aegis's platform is cloud-based and Task 1 identified cloud environments as increasingly complex attack surfaces.
A Cloud Security Architect Specialist will implement Multi-Factor Authentication, least privilege, privileged access management and Zero Trust Network Access. A Security Operations function will monitor threats through SIEM, EDR/XDR and automated response capabilities.
Finally, a Data Protection Officer should oversee GDPR compliance, privacy impact assessments and data-subject rights.







Work-Stream 2 – Policy Framework Development 
Acceptable Use Policy for AI & Cloud Services
The policy will establish mandatory requirements for all employees using Aegis's AI systems and cloud services. Employees must not upload confidential, personal or commercially sensitive information to unauthorised AI platforms. Approved AI services must undergo security, privacy and data-protection assessment before use. Employees must approach their line manager for pre-authorisation [12].
Cloud services must use verified corporate identities, MFA, least-privilege permissions and approved configurations. Employees must not create unauthorised cloud accounts or applications. AI-generated outputs must also be reviewed by an appropriately qualified employee before being used for business-critical decisions.
The policy will require security monitoring, data classification and periodic reviews of approved AI and cloud services [7].
Hybrid Work and Remote Access Security Policy
Remote access will operate according to Zero Trust principles. Employees must authenticate using MFA.
Corporate devices must use endpoint protection, encryption, automatic patching and centralised device management. Access to sensitive systems will be restricted where devices fail security-health checks.
The policy will also establish requirements for home-network security, secure handling of company information, reporting lost devices and immediately reporting suspected phishing or credential compromise.
Third-Party & cloud Vendor Risk Management Policy
Third-party suppliers must undergo security due diligence before receiving access to Aegis systems or data. Assessments should consider information security controls, data location, encryption, incident response, business continuity, subcontractors and regulatory compliance.
Contracts should include security requirements, breach notification obligations, audit rights, data-processing requirements and secure termination procedures. Critical suppliers should receive periodic reassessment based upon their risk classification.
This policy is particularly important because Task 1 demonstrated that attackers increasingly exploit trusted third-party relationships and supply chains
Work-Stream 3 – Regulatory Compliance Strategy 
Aegis should undergo a 12 month GDPR and DORA compliance programme aligned with it’s EU expansion
	Timeline
	GDPR
	DORA

	Month 1-3 
	Data mapping & process inventory
	ICT risk assessment

	Month 3-6 
	DPIAs & privacy control
	ICT security policies and controls 

	Month 6-9
	Data breach test and rights processes
	Incident response and resilience testing

	Month 9-12
	GDPR audit 
	DORA assessment and third-party review



GDPR compliance should prioritise Article 32, requiring appropriate technical and organisational security measures, including confidentiality, integrity, availability and resilience. Aegis should also establish procedures supporting the 72-hour breach notification requirement under Article 33, where applicable, and conduct Data Protection Impact Assessments under Article 35 for processing likely to create high risks to individuals [12].
DORA should be incorporated into the organisation's ICT risk-management framework, incident reporting, resilience testing and third-party ICT risk management.













Work-Stream 4 – Technical Standards and Architecture 
Aegis should adopt NIST Cybersecurity Framework (CSF) 2.0 as its primary security-management framework. NIST CSF 2.0 is preferable because it provides a flexible structure for identifying, managing and communicating cybersecurity risks without requiring a specific technology stack.
The framework's Govern, Identify, Protect, Detect, Respond and Recover functions align particularly well with the Board's requirement for an environment that anticipates, protects, detects and automatically responds to threats [1]
Diagram 

















Work-Stream 5 – Strategic Risk Assessment 
Based upon the threat landscape analysed in Task 1, three risks should receive immediate attention.
	Risk
	Likelihood
	Impact
	Risk
	Recommended Mitigation

	Cloud misconfiguration
	High
	Critical
	Critical
	CSPM, least privilege, secure configuration baselines and continuous monitoring

	Supply chain compromise
	Medium/High
	Critical
	High
	Vendor due diligence, contractual controls, segmentation and third-party monitoring

	Ransomware
	High
	Critical
	Critical
	MFA, ZTNA, EDR/XDR, PAM, segmentation and immutable backups



Cloud misconfiguration is particularly important because Aegis's core platform is cloud-based. Zero Trust limits the impact of a compromised account, while CSPM provides continuous visibility into configuration weaknesses.
Supply-chain compromise requires strict vendor governance because trusted third parties can provide attackers with an indirect route into Aegis.
Ransomware represents the most immediate operational risk. The combination of identity security, endpoint detection, segmentation and immutable backups provides multiple defensive layers.





Work-Stream 6 – Incident Response and Business Continuity
[bookmark: _Toc1170095446]Phase 1 – Detection
SIEM, EDR/XDR and user reports should identify unusual encryption, privilege escalation, mass file changes or suspicious authentication.
[bookmark: _Toc1230004046]Phase 2 – Containment
The affected device should immediately be isolated. Compromised credentials should be disabled and suspicious sessions terminated. Network segmentation should prevent movement throughout the network.
[bookmark: _Toc546025804]Phase 3 – Investigation
The Security Operations team should identify the initial access method, affected systems, compromised accounts and potential data exfiltration.
[bookmark: _Toc1873141714]Phase 4 – Communication
The CISO should immediately notify the CEO and relevant members of the Cyber Security Steering Committee. Legal/DPO personnel should assess whether personal data has been compromised and whether regulatory notification requirements apply.
[bookmark: _Toc1011494138]Phase 5 – Eradication and Recovery
Systems should be rebuilt from trusted sources rather than simply reconnecting potentially compromised systems. Recovery should use immutable, offline or otherwise protected backups that cannot be altered by ransomware operators. Critical systems should be restored according to business priority and validated before being returned to production.
[bookmark: _Toc1927580844]Phase 6 – Lessons Learned
Following recovery, Aegis should conduct a post-incident review and update controls, policies and employee training.



Work-Stream 7 – Governance and Strategic Roadmap
Aegis should establish a quarterly Cyber Security Steering Committee, chaired by the CISO.
[bookmark: _Toc328645462]Membership
· CEO – executive accountability 
· CISO – security strategy 
· CFO – financial risk and investment 
· Head of Legal – regulatory/legal exposure 
· DPO – privacy and GDPR 
· CTO – technology architecture 
· Head of Engineering – DevSecOps 
· COO – operational resilience 
· Risk/Compliance representative 
The committee should review security KPIs, major risks, regulatory compliance, incidents, third-party risk and progress against the roadmap.
	Period
	Priority
	Key Deliverables
	KPI

	Q1
	Establish foundations
	ISU recruitment, asset inventory, risk assessment, MFA, immutable backups
	100% critical accounts protected by MFA

	Q2
	Zero trust implementation
	ZTNA, IAM/PAM, endpoint security, segmentation
	90% critical applications behind ZTNA

	Q3
	Detection & compliance
	IEM/XDR, CSPM, GDPR/DORA assessment, supplier reviews
	100% critical suppliers assessed

	Q4
	Resilience & assurance
	Incident simulation, penetration test, compliance audit, Board review
	Recovery test successfully completed



The first quarter prioritises identity and ransomware resilience because these were identified as critical threats in Task 1. Q2 establishes the technical foundations for Zero Trust, while Q3 focuses on detection, cloud security and regulatory compliance. Q4 validates the effectiveness of the programme through testing and assurance.

Conclusion
Aegis FinTech's EU expansion presents significant opportunities but also increases its exposure to cybercriminal, operational and regulatory risks. The findings from Task 1 demonstrate that traditional perimeter-based security is inadequate and outdated for the company's cloud-based, distributed environment. A Zero Trust strategy therefore provides the appropriate foundation for the new Information Security Unit.
The proposed combination of NIST CSF 2.0, Zero Trust architecture, strong identity governance, CSPM, SIEM/XDR, secure development practices and resilient backups provides defence across the full cybersecurity lifecycle. However, technology must be supported by effective policies, skilled personnel, governance and regulatory compliance.
The recommended 12-month roadmap prioritises the most critical risks first while establishing the organisational and technical foundations required for sustainable growth. By implementing this proposal, Aegis can strengthen its resilience against ransomware and identity-based attacks while developing the governance and controls necessary to support secure EU expansion.
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