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The rapid growth of digital technologies has increased organisations’ reliance on cloud services, wireless networks, and online systems, while also exposing them to a wider range of cyber threats. As a result, effective data security, governance, and regulatory compliance have become essential for maintaining organisational resilience. This report examines key security frameworks and governance models, including ISO/IEC 27001 and 27002, ITIL v4, the NIST Cybersecurity Framework, and COBIT, to evaluate their role in supporting secure and well-governed information systems. Using the NatureGreen case study, the report applies these frameworks to design a tailored approach to security, governance, and compliance that reflects the organisation’s environment and risk profile. The proposed approach emphasises governance-led security, risk-based decision making, and the integration of security into everyday business activities. Overall, the report demonstrates how combining governance frameworks with practical security management can support regulatory compliance, reduce risk, and improve long-term organisational resilience. 
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The continued growth of digital technologies has significantly changed the way that organisations must operate, communicate, and deliver services. Technologies such as cloud computing, wireless networking, and mobile devices now form the foundation of many core business functions, allowing the organisations to operate more flexibly and at larger scales [1]. However, the increased reliance on these systems has also increased organisational attack surfaces, making sensitive data and intellectual property more vulnerable to cyber threats that continue to evolve in both size and complexity [2]. This has caused data security, governance, and regulatory compliance to become central in maintaining organisational resilience [1]. 
In response to these challenges, organisations commonly adopt established security frameworks and governance models to provide structured and risk-based approaches to information security [3]. Frameworks such as ISO/IEC 27001, ITIL v4, and the NIST Cybersecurity Framework assist organisations in identifying risks, implementing security controls, and aligning security with business objectives [4]. However, simply adopting these frameworks is not sufficient. Their effectiveness is largely determined by how well they embed within the organisation and how effectively they can adapt to emerging technologies, changing threats, and evolving regulations [5]. 
This report is based on the case study of NatureGreen (NG), a global organisation with a strong online presence, extensive use of cloud services, and a mainly wireless network infrastructure. NG faces several security challenges, particularly in relation to the increasing use of personal devices by both staff and customers, the protection of sensitive personal and corporate data, and the safeguarding of intellectual property. These challenges are further intensified by the lack of a formal information security policy, leading to inconsistent security practices and increased risk.
The aim of the report is to examine relevant security frameworks and governance models, applying their principles to design a data security, governance, and compliance approach tailored to the needs of NG. In addition, the report critically analyses the importance of continuously updating security regulations in response to changing threat environments and technological changes. 
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Information security management is commonly implemented using the ISO/IEC 27001 and 27002 standards, which provide a structured approach to protecting organisation information assets [6], [7]. ISO/IEC 27001 focuses on the establishment, implementation, maintenance, and improvement of an information security management system. Its primary purpose is to ensure that information security risks are correctly identified, assessed, and treated in line with the organisation’s objectives and legal requirement. In contrast, ISO/IEC 27002 compliments this approach by providing guidance on information security controls, offering practical recommendations that support the requirements within ISO/IEC 27001 [6]. 
A key strength of the ISO/IEC 27001 and 27002 frameworks lie in their risk-based and process-driven nature. By emphasising assessment and improvement, these standards enable organisations to move toward a more consistent security position [7], [8]. The alignment between ISO/IEC 27001’s management requirements and ISO/IEC 27002’s control guidance allows organisations to tailor security controls to their specific operational and regulatory contexts, supporting both compliance and organisational accountability [6]. 
Despite these strengths, the effectiveness of ISO/IEC 27001 and 27002 is highly dependent on how they are implemented [9]. When these standards are approached mainly as compliance or certification requirements, organisations may focus heavily on documentation rather than on improving real security controls. This can limit their ability to respond effectively to rapidly changing cyber threats [10]. In addition, while ISO/IEC 27002 offers detailed guidance on recommended security controls, it does not specify how these controls should be technically implemented [6]. As a result, organisations often need to combine ISO/IEC 27001 and 27002 with other frameworks or technologies to support active threat detection and incident response [9], [11]. Therefore, these standards are most effective when used as a part of a wider security approach that incudes operational and cybersecurity-focused practices [9]. 
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Service management and governance frameworks focus on ensuring that information technology services are consistently supporting organisational objectives while delivering value [12]. ITIL v4 represents a shift from a more traditional process-driven service management towards a more flexible and value-oriented approach, centred on the service value system [13]. The primary purpose of ITIL v4 is to integrate governance, service management practices, and continual improvement in a way that aligns the IT services with business needs, stakeholder expectations, and risk considerations [12], [13]. 
One of the main strengths of ITIL v4 is its focus on delivering value through services that support business needs [13]. ITIL v4 encourages practises such as incident management, change enablement, and continual improvement, which help integrate security into everyday service operations. This means security is considered as a part of normal service delivery rather than being treated as a separate technical activity. As a result, organisations are better positioned to manage service availability and respond to incidents, particularly in environments that make extensive use of cloud services and distributed systems [14]. 
However, ITIL v4 also has limitation when considered from an information security perspective [9]. While it provides strong guidance on service governance and operational processes, it does not suggest specific security controls or risk treatment methods [6]. This can lead to security being given lower priority if the primary focus is on service performance or availability. In addition, ITIL v4 assumes a level of organisational maturity and governance oversight that may not exist in all organisations, which can reduce its effectiveness if implemented without appropriate support [12]. 
ITIL v4 also overlaps with information security management frameworks by helping organisations apply governance decisions within service operations [6]. By embedding security requirements into service design, transition, and ongoing operation, ITIL v4 supports a more consistent approach to managing service-related risks [12]. When used alongside standards such as ISO/IEC 27001 and cybersecurity frameworks, it contributes to improved organisational resilience and more effective risk management [9]. 
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The NIST Cybersecurity Framework provides a structured approach to managing cybersecurity risk across organisations of different sizes and sectors. Its main purpose is to support organisations in identifying, managing, and communicating cybersecurity risks in a consistent and understandable way. The framework is built around five core functions: identify, protect, detect, respond, and recover, which represent the key stages of effective cybersecurity risk management [15]. 
One of the main strengths of the NIST cybersecurity framework is it flexibility. Unlike prescriptive standards, it does not require organisations to implement specific security controls. This allows organisations to adapt the framework to their existing systems, technologies, and risk appetite. As shown in Figure 1, the NIST Framework also provides an iterative process, which highlights its emphasis on continuous improvement and ongoing risk management. The framework also provides a common language that can be used by both technical and non-technical stakeholders, improving communication between operational teams and senior management. In addition, the strong focus on detection, response, and recovery supports improved organisational preparedness and resilience against cyber incidents [15]. 
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Figure 1: NIST Cybersecurity Framework implementation cycle [16]
Despite these strengths, the NIST Cybersecurity Framework has several limitations. As it is voluntary and non-certifiable, its effectiveness depends heavily on how consistently it is applied within an organisation. The framework also lacks detailed guidance on how controls should be implemented or measured, which make it difficult to demonstrate compliance or assess maturity without additional tools or standards [17]. For this reason, organisations often need to map the NIST Cybersecurity Framework to other frameworks, such as ISO/IEC 27001 or service management models, in order to provide stronger governance, assurance, and operational control [18].
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Governance frameworks play a critical role in ensuring that information technology supports organisational objectives. COBIT is designed specifically to address this need by providing structured approach to the governance and management of enterprise IT. Its primary purpose is to support senior management and governing bodies in evaluating, directing, and monitoring the use of IT to ensure alignment with business strategy, risk appetite, and regulatory requirements [19]. 
A key strength of COBIT lies in its strong focus on business IT alignment. The framework links organisational goals to IT-related objectives and processes, allowing organisations to clearly map how technology investment will support strategic priorities. By emphasising value delivery, risk management, and performance measurement, COBIT enables organisations to balance innovation with control while maintaining accountability at the governance level [19]. This makes COBIT particularly effective in complex environments where IT underpins core business operations and decision making. 
However, COBIT also has limitations. Its broad scope can make implementation challenging, particularly for organisations with lower governance maturity or limited resources. Without carefully tailoring to the needs of the organisation, COBIT can be perceived as complex or burdensome, which reduces the stakeholders engagement and practical adoption [20]. In addition, while COBIT provides strong governance structures, it often requires integration with other frameworks to address detailed security controls and operational processes [21].
COBIT therefore overlaps with frameworks such as ISO/IEC 27001, ITIL, and the NIST Cybersecurity Framework by providing strategic oversight rather than operational guidance. When used alongside these frameworks, COBIT helps ensure that security, service management, and risk activities remain aligned with organisational strategy and regulatory requirements, supporting the long term organisational resilience [21].
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This section outlines a proposed approach to security, governance, and compliance for NatureGreen. The approach is based on the organisation’s use of cloud services, wireless networks, and online systems, as well as the security challenges identified in the case study. Instead of focusing on only technical solutions, the approach will place emphasis on governance, risk management, and making security a normal part of business activities. 
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NatureGreen operates a global organisation with a strong online presence and a heavy reliance on cloud services and wireless networks. This creates several security challenges, especially when it comes to protecting customer and employee data, safeguarding intellectual property, and keeping services available. The use of personal devices by staff and customers increases the attack surface and reduces the organisation’s control over security. 
It is assumed that NatureGreen must provide constant access to its services while meeting legal and regulatory requirements in different regions. The lack of a formal and consistent security framework increases the risk of data breaches, unauthorised access, and service disruption. Based on these challenges, the proposed approach focuses on strong governance, risk-based decision making, and integrating security into everyday operations rather than relying on isolated technical controls. 
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Security at NatureGreen should be guided by clear governance structures that link security decisions to business goals. Senior management should be responsible for setting the organisation’s security direction, defining acceptable levels of risk, and ensuring accountability. This helps ensure that security is treated as a business issue, not a technical one. Figure 2 presents the proposed security governance structure for NatureGreen, where solid arrows represent governance flowing from senior management to operational teams, and dash arrows indicate reporting and escalation of security issues back to management. 
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Figure 2: Security governance and escalation structure for NatureGreen
Strategic security planning should focus on long-term stability and resilience. A governance framework such as COBIT can support this by linking security activities to business objectives and performance metrics. Regular reviews of the security strategies are important to ensure it remains suitable in regard to technologies, threats, and regulation changes. 
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Compliance should be built into NatureGreen’s overall governance approach rather than treated as a separate task. The organisation must identify and meet relevant data protection and privacy laws, especially where personal data is processed or stored. These legal requirements should be linked to internal security controls, so they are applied consistently. 
Ongoing monitoring and regular auditing can help confirm that compliance remain effective. By aligning compliance with security governance and risk management, NatureGreen can reduce legal risks while avoiding a simple checklist approach to compliance. 
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Security policies provide clear rules on how systems and information should be used and protected at NatureGreen. Important polices should include information security, acceptable use, access control, data classification, and BYOD policies. These policies help ensure consistent behaviour across the organisation and make responsibilities clear. 
Policies should be written in simple and clear language so that staff can easily understand them. They should also be reviewed regularly to reflect changes in technology, business needs, and legal requirement. Training and awareness activities can support these policies and help reduce security incidents caused by human error. 
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Risk management should guide all security decision at NatureGreen. This involves identifying possible threats and weaknesses, assessing how likely they are and how much damage they could cause, and deciding which risks need the most attention. A risk-based approach allows the organisation to focus its efforts on the most serious risks. As shown in Figure 3, NatureGreen should adopt a continuous risk management approach that aligns with the ISO/IEC lifecycle. 
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Figure 3: ISO/IEC risk management lifecycle supporting continuous monitoring. [22]
Risk managements should take into account technical issues, user behaviour, and reliance on third-party services such as cloud providers. Decisions on how to manage risk should match the organisation’s agree level of risk and be reviewed regularly as new threats emerge. 
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To manage security in a consistent way, NatureGreen should adopt recognised security management models. An Information Security Management System based on ISO/IEC 27001 provides a clear structure for managing security roles, processes, and controls. This supports accountability and ongoing improvement. 
Daily security activities, such as managing access, handling system changes, and responding to incidents, should support the ISMS. Linking these activities with service management processes helps ensure that security is part of normal operations rather than something separate. 
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NatureGreen should have clear plans in place to deal with security incidents and major disruptions. Incident response plans should define who is responsible for what actions and how incidents should be reported and handled. This includes steps for identifying incidents, limiting damage, restoring services, and learning from what happened. 
Business continuity and disaster recovery plans are also important to keep services running during serious disruptions. These plans should be tested regularly to make sure they remain effective and up to date. 
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Security controls should be applied using a layered approach so that multiple protections are in place. This includes network security tools, strong authentication, access controls, and encryption for sensitive data. Because NatureGreen relies on wireless networks and personal devices, endpoint security and secure configuration are especially important. 
Cloud services should be protected using proper access controls, monitoring, and secure settings. Regular software updates and vulnerability check help reduce exposure to known security issues. 
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Service Level Agreements are important for managing security responsibilities with third-party providers. SLAs should be clearly defined security expectations, service availability, incident response times, and reporting requirements. This is particularly important when cloud providers handle sensitive data or support critical services.
Including security and compliance requirements in SLAs helps ensure that external services meet NatureGreen’s security needs. Regular review of SLA performance supports accountability and helps manage risks linked to third-party services.
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This report has examined the role of security frameworks and governance models in supporting effective data security, governance, and compliance within modern organisations. Through a review of ISO/IEC 27001 and 27002, ITIL v4, the NIST Cybersecurity Framework, and COBIT, the report has shown that no single framework is sufficient on its own. Instead, each framework contributes different strengths, ranging from risk-based security management and service delivery to cybersecurity operations and strategic governance. 
Using the NatureGreen case study, the report proposed a practical and tailored approach to addressing the organisation’s security challenges. The proposed approach emphasises strong governance, alignment between security and business objectives, and the use of risk management to guide decision making. By embedding security into everyday operations through policies, service management, and incident planning, NatureGreen can reduce its exposure to cyber threats while maintaining service availability and regulatory compliance. 
The report also highlights that security and compliance are not static requirements. As technologies and threats continue to evolve, organisations must regularly review and adapt their security frameworks and governance practices. A governance-led and flexible approach to security is therefore essential for supporting long-term resilience, protecting sensitive information, and enabling sustainable organisational growth. 
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