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Task 1
Abstract— Cloud computing is rapidly adopted by the organisations where the remote work and AI-driven services have controlled perimeter‐based security shortage. Firms are also facing increasing breach costs, pervasive data leaks from AI tools and complicated supply chain attacks. However, regulators are increase the requirements under GDPT, the Digital Operational Resilience Act (DORA) and NIS2. The current study is critically assessing the Zero Trust Architecture (ZTA) in the form of holistic response towards such challenges. On the basis of SP 1800 35, NIST, IBM reports, peer reviewed research and government directive, the paper compared traditional perimeter models with ZTA and elaborates the core principles of apply least privilege, assumes breaches, and micro-segmentation. Furthermore, logical components of policy, administrator and enforcement points are also analysed. The research also assessed technical, organisational, budgetary, and cultural barriers to adopt. The evidences declared an effective zero-trust adoption minimises the breach costs by US$1.76 million and minimise more than 70% incidents. The paper synthesises compliance obligations across GDPR, NIS2 and DORA and demonstrated continuous monitoring, least privilege and micro‐segmentation streamline incident reporting and supply‐chain resilience. Finally, it outlines emerging AI and data regulations, post‑quantum cryptography timelines and recommends integrating AI‐assisted controls, continuous training, and cross‐sector information sharing. 
Keywords— Zero Trust Architecture, AI Security, Micro-Segmentation, Continuous Monitoring, Hybrid Workforce, Regulatory Compliance
I. Introduction

Cyberthreats are continuously evolving the limits of traditional perimeter -based security. The breach statistics of IBM show that the global average cost of the data breached has increased to US$4.88 million in 2024 and remains more than US$4 million [1]. However, almost 88% of the organisations have adopted AI, and 79% of these were already having generative AI and hybrid workforces based on distributed cloud infrastructure [2]. In such an environment, perimeter defenses are not able to protect distributed assets and remote users. As the credentials are stolen across AI and cloud misconfiguration, attackers move specifically within trusted networks [3]. NIST explains Zero Trust as an emerging set of paradigms that shift the defense from static, network-based perimeters for focusing users to focus users on the assets, users, and resources [4]. There is assumed, not implicit, trust followed by physical or network-based location. However, authentication and authorisation should occur before every access request that shows the mantra of “never trust, always verify” [5]. Moreover, zero trust occurred while responding to trends like remote users, BYOD, and cloud-hosted assets. The current paper analyses the components of the principles of Zero Trust Architecture (ZTA), comparing them with traditional models. It will further assess the technical and organisational implementation challenges, AI and supply chain risks, and find how regulatory frameworks, including NIS2, GDPR, and DORA, further shape ZTA adoption. 
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Fig. 1. Illustrates how Zero Trust intersects with evolving threats and compliance drivers
II. Traditional vs Zero Trust
The security model of a traditional castle and moat is based on perimeter defenses like firewalls and VPNs to minimise the risk of external attackers when they come inside the network devices, and users are indirectly trusted, and these can be freely moved  [6]. Access control is the location-based, compromising broader internal privileges that are segmented rarely monitored or segmented [7]. The model provides results when assets and employees are on premises, but it is now struggling to protect cloud workers and distributed workforces. Implicit trust leads to lateral movements of attacks in a system, and the static policies fail to detect the misconfiguration and insider threat. 

Furthermore, ZTA has replaced the implicit trust with explicit verification, such that every access request from any user, application, or device is authorised or authenticated continuously [8]. Core tenets include micro segmentation, least privilege access, and an assumption of inevitable breaches. Moreover, ZTA applied the context-aware policies and continuous monitoring to implement dynamic controls [9]. When it is contrasted with the static perimeter of traditional models, resources are directly protected by the zero trust that ensures the cloud services and remote workers receive similar on-premises assets and robust security. The primary differences between the two models are trust assumptions, boundary definitions, access control, policy design, and monitoring [10]. 

In addition, traditional security trusts networks and internal users, allows greater access on the basis of location, explains a fixed perimeter with VPNs and firewalls, and logs events reactively. ZTA accepts no inherent trust, applies identity and context-based access to minimise fixed perimeters, consistently monitors all activity, and implements context-aware and dynamic policies [9]. Such distinctions indicate that zero trust can face breaches and adapt to cloud, remote work scenarios, and BYOD effectively. Furthermore, a shift of ZTA from perimeter centric to identity centric security minimises the attack surface and provides support to the resilient operations and regulatory compliance [8].
Table 1.

Comparison of Traditional Security and Zero Trust.
	Dimension
	Traditional model
	ZTA

	Trust
	Implicit trust inside perimeter
	No implicit trust; verify each request

	Access
	Location + static credentials
	Identity, device posture, context, policy

	Boundary
	Perimeter-centred
	Resource-centred

	Lateral movement
	Higher post-compromise risk
	Reduced through segmentation + least privilege

	Monitoring
	Reactive logging
	Continuous monitoring + adaptive response

	Remote / cloud
	Weak fit for hybrid and multi-cloud
	Designed for hybrid, SaaS and cloud-native access

	Controls
	Firewall, VPN, broad internal access
	MFA, ZTNA, micro-segmentation, policy enforcement

	Compliance
	Evidence often fragmented
	Stronger audit trails and granular evidence


III. Core Principles and Components

ZTA adopts the principle “never trust, always verify” through risk-based assessment and continuous authentication of every user, application, and device [11]. It adopts the verification explicitly compared to traditional authentication models that open on one login.  ZTA is revalidated in complete sessions through a multi-factor authentication (MFA), risk adaptive controls, and biometrics [9]. Furthermore, continuous authentication is managed by artificial intelligence and machine learning based behavioural analytics to find the norma patterns like access frequency, login times, and device type. It detects real-time anomalies, but excessive request and infrequent locations trigger additional verifications [12]. Such adaptive checks and essential for remote work, cloud apps, and hybrid environments because they ensure stolen credential that cannot be exploited across multiple sessions. 

The least privilege principle needs only granting users and devices as per the access they need. The attribute based access control (ABAC) and Role based access control (RBAC) assists to develop dynamic policies on the basis of user roles, contextual factors (device posture and location), and attributes [13]. ZTA also implements micro-segmentation to divide networks within granular zones and implement policies at the application level and on the workload  [7]. In addition, the division of the networks into isolated segments and enforcing least privilege policies, organisations can minimise the breaches of blast radius as it contains lateral movements, and these also satisfy the regulatory mandates. Micro-segmentation is particularly valuable in hybrid and cloud environments where the workload is distributed [14]. It further isolates the east-west traffic and implements workload-specific security controls. 

Another aspect that ZTA assumes is the predictable nature of breaches [7]. The assume breach approach indicates that defense is designed to manage intrusions instead of relying on the interpretable perimeter. The architecture continuously monitors sessions, devices and network traffic for indicators that can be compromise through telemetry, logs and threat intelligence to evaluate anomalies [15]. In addition, real-time monitoring platform consumes data from end-points, found providers and networks. These monitoring platforms implements analytics to assess the suspicious behaviour and implements immediate as well as responsive actions.  This visibility assists security teams to detect threat and to respond quickly with an aim to control dwell time and lateral movement. Integrating Security Information and Event Management (SIEM) and Security Orchestration, Automation, and Response (SOAR) assists in remediation and alteration [16]. By deploying every session and request, ZTA provides the trials required for incident response and regulatory compliance  [4]. It reinforces the assumption that attacks can eventually bypass the prevention. 

Logical components are central to ZTA, in which the Policy Engine (PE) calculates scores of trusts and finds whether to deny, grant, or revoke access based on context and enterprise policies [8]. Additionally, the Policy Administrator (PA) implements such decisions by distributing commands to the execution points and delivering session-specific credentials. The Policy Enforcement Point (PEP) acts as the data plane, controlling the communication path and guarding resources and subjects [17]. Working together, PA and PE develop the Policy Decision Point (PDP) that is based on the Policy Information Points (PIPs). It supports components of credential, identity, and device information, security analytics, end-point security telemetry, and data security inputs. NIST’s reference architecture requires that such core components are supported by Identity, Credential, and Access Management (ICAM) systems, response (EDR/EPP), end-point detection, data security platforms, security analytics, and resource protection services [18]. 

ZTA implementation is dependent on modern security technologies. Furthermore, Zero Trust Network Access (ZTNA) solutions are developed to replace the VPN's legacy through secure, context-based connections to applications  [19]. Furthermore, [20] predicted that 70% of the new remote access placements will apply ZTNA rather than VPNs. It is also integrated by Secure Access Service Edge (SASE) through cloud-derived security services, including cloud firewalls, web gateways, and data loss prevention, to adopt continuous policy enforcement across dispersed applications and users. In addition, micro segmentation platforms implement software-defined networking and identity-based policies to manage the workloads and enforce least privilege at the application level [14]. MFA and Single Sign-On (SSO) solutions use explicit verification; however, risk-based authentication applies AI to assess the posture of the device and user behaviour in real time. Compliance monitoring is implemented to collect telemetry from all components, supports SOAR/SIEM integration to create the evidence for regulatory audits. While working together, such technologies adopt the ZTA principles through continuous authentication, network segmentation, granular access control, and automated monitoring across multi cloud and hybrid environments.
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Fig. 2. Conceptual Zero Trust Architecture. The diagram depicts the logical components

Table 2.
Mapping of Zero Trust principles to implementation mechanisms.
	AI / ML component
	Key risk
	Zero Trust control response

	Training data
	Poisoning, leakage, weak provenance
	Restrict access, validate provenance, encrypt datasets, log access

	Model artifacts
	Tampering, theft, unverified versions
	Signed models, integrity checks, repository RBAC, version control

	Development pipeline
	Malicious dependencies, insecure CI/CD
	Segment build systems, least-privilege service accounts, monitor pipeline

	Inference layer
	Prompt injection, API abuse
	Policy-based API access, input filtering, rate limiting, runtime monitoring

	Third-party AI tools
	Shadow AI, uncontrolled sharing
	Approved tool lists, SaaS governance, DLP, strong identity controls

	Cloud infrastructure
	Misconfiguration, over-privileged workloads
	Posture management, workload identity, segmentation, compliance checks


IV. Implementation Challenges and Adoption 
Implementing ZTA is a less technical upgrade rather than an organisational transformation. SP 1800 35 by NIST explains that accomplishing buy-in can be challenging, as various stakeholders falsely believe ZTA is only appropriate for larger enterprises and fear its disruptive operations or degrade user experiences [21]. Companies face issues of limited resources to develop pilot projects and important training for administrators, end users, and security staff to operate advanced controls. 

Foundational gaps complicate these issues. However, various organisations do not establish accurate asset inventories or a proper digital definition of user roles that impact their ability to establish need‑to‑know and fine-grained access policies. This lacks the visibility of transaction flow and surface of attacks across various subjects, services and assets that makes it hard to find which communications require protection [22]. Moreover, NIST also shows the technical challenges of managing fragmented policy environments, integration of disparate technologies of varying maturity, and development of a common vocabulary for ZTA [23]. Every organisation should tailor ZTA as per its risk tolerance and requirements, as there is no one-size-fits-all solution. 

In addition, budgetary and cultural factors increase resistance as the SANS strategy guide perceives that various organisation face budget constraints, legacy systems, and internal resistance while pursuing zero-trust initiatives [24]. Cross-functional education and executive sponsorship are important as CISOs should align security with business goals, secure stakeholder buy-in, and communication benefits [25]. Staff retaining and adapting process needs investments, and without clear metrics for demonstrating the process, change fatigue can impact momentum. Even with such hurdles, the adoption rate is increasing. 

The reports conducted from Zscaler Threat Labz assessed 65% organisation are planning to replace VPN services in a year and 81% are planning to adopt zero trust strategies [26]. Companies with mature zero-trust distributions faced 76% least successful breaches, 50% faster detection and response, 38% reduced breach costs (US$1.76 million) compared to zero trust [27]. In addition, 96% of security professionals are in favour of a zero-trust approach. All these benefits show why the market of global zero trust is projected to increase from US$36.35 billion to US$78.7 billion from 2024 to 2029. Real-world organisations' implementation shows how to minimise such challenges. A multiyear program was launched by the US Department of Defense of US$977 million programmed treating zero trust as a transformation of business with measurable results and phased milestones. Furthermore, Clarity AI is a SaaS firm that has a fully remote workforce, and it replaced VPNs with ZTNA and gained control of the attack surface by 95% and fewer access-related support tickets by 60%  [28]. The real-time case shows a successful impact on the identity-centric access and continuous monitoring. 

V.  Regulatory and Compliance Considerations 


Personal data transfer outside the European Economic Area (EEA) is ruled by GDPR  [29]. Moreover, the Data Protection Commission explains the adequacy decision that helps the data flow freely to the third country because the European Commission has found the destinations offering comparable protection levels. In case of no adequacy decisions, the controller should implement proper safeguards like Binding Corporate Rules (BCRs) and Standard Contractual Clauses (SCCs) [30]. Moreover, SSCs are clauses accepted by the Commission that levy contractual obligations on the export and import of data and also grant enforceable rights to individuals. BCRs are internal codes of conduct for multinationals, as these are approved by the supervisory authorities that give permission for intra-group transfers while having data subject rights. Furthermore, organisations should conduct Transfer Impact Assessments and implement the additional measures if access restrictions and encryption to reduce the risks while applying BCRs and SCCs. 

The NIS2 Directive managed EU cybersecurity rules towards more sectors and mandates the comprehensive risk management, executive accountability, and supply-chain security [31]. Risk analysis is an essential part for entities with proper incident management and processes of supplier security. It can be followed by collaborating with national CSIRTs to ensure oversight of management. An early warning of 24 hours is needed for incidents, a detailed report within 72 hours, and a final report within one month should be sent to the competent authority. Non-compliance can lead to a fine of up to €10 million and 2% of the global turnover of the organisation  [32]. However, it is €7 million that is 1.4% of the revenue for important entities, and management is held reliable for such matters. 

In the case of the financial sector, the Digital Operational Resilience Act (DORA) matches incidents while reporting across the EU [33]. Main ICT-related incidents should be classified as initial report in four hours, an immediate report within 72 hours, and a final report in one month. Classification is based on criteria like the number of clients affected, geographic spread, duration, data losses, and the criticality of services. Adopting ZT principles helps with compliance with such frameworks [4]. Furthermore, it also required verifying every device and user, implementing micro-segmentation, continuously monitoring network activity, encryption, and least privilege access. Such controls lead to auditable evidence of data governance that supports GD, controls lateral movements, compromises of the supply chain, and helps in the rapid detection and incident reporting that supports DORA [34].
Table 3. 

AI Risks and Zero Trust Controls
	AI / ML component
	Key risk
	Zero Trust control response

	Training data
	Poisoning, leakage, weak provenance
	Restrict access, validate provenance, encrypt datasets, log access

	Model artifacts
	Tampering, theft, and unverified versions
	Signed models, integrity checks, repository RBAC, version control

	Development pipeline
	Malicious dependencies, insecure CI/CD
	Segment build systems, least-privilege service accounts, monitor pipeline

	Inference layer
	Prompt injection, API abuse
	Policy-based API access, input filtering, rate limiting, and runtime monitoring

	Third-party AI tools
	Shadow AI, uncontrolled sharing
	Approved tool lists, SaaS governance, DLP, and strong identity controls

	Cloud infrastructure
	Misconfiguration, over-privileged workloads
	Posture management, workload identity, segmentation, compliance checks


VI. Future Developments and Recommendations 

Regulations will be evolving with time as the EU AI Act is applied in 2025, with the EU Data Act. For this, organisations have to plan for further AI-based regulations while adhering to the current frameworks. Quantum computing is also increasing risks for current encryption as NIST finalises the first post-quantum cryptography standards in 2024 that was encouraged by the EU for its transition to post-quantum encryption by 2026. Moreover, Zero-trust strategies also need to apply by PQC, automated policies implementation, and AI-assisted monitoring. NIS Cooperation Group-based collaboration, information sharing communities, and CSIRT will help in resilience. Moreover, standardised reporting templates and shared intelligence of threats can also promote collective defence. 

VII. Conclusion 

Zero-trust should be the primary objective of the emerging organisations. The study explains that explicit verification of Zero-Trust, micro-segmentation, and least privilege access can overcome the lateral movement and insider risks weaknesses of the perimeter-based models. Mature deployments reached 76% fewer breaches and minimised the costs, but success impact on the organisation's buy-in, continuous monitoring, and asset inventories. The control on the AI supply chain risks and supporting NIS2, GDPR, and DORA compliance, Zero Trust should be managed as a long-term and strategic mindset with ongoing automation, collaboration, and training.
Task 2: Case Scenario
VIII. Introduction 

MediTrust Analytics Ltd is a rapidly growing HealthTech organisation that controls multi-cloud platforms and AI-driven clinical decision systems to manage sensitive healthcare data. The expansion of the organisation into the European Union presents strict regulatory obligations under GDPR, DORA, and NIS2; whereas the hybrid workforce, integration of third-party, and distributed infrastructure increase the attack surface. All these factors develop complicated risks, including unauthorised access to data, manipulation of the AI model, and cloud misconfigurations. The security programme is aimed to plan Zero-Trust-aligned architecture that will ensure consistent verification, real-time monitoring, and least privilege access across various users, workloads, and devices. Furthermore, the programme also introduced resilient, scalable, and compliant security frameworks to protect healthcare assets and was also supportive of the regulatory and operational requirements of MediTrust. 
IX. Organisational Structure for the New Information Security Unit

The expansion of MediTrust Analytics Ltd into the EU and its acceptance for the Zero-Trust security model requires a well-defined structure of the organisation that is necessary to support clear accountability, operational, and governance efficiency. With the organisational reliance on AI systems, a hybrid workforce, and a multi-cloud environment, the functions of security need to be strategically aligned with regulatory requirements and business objectives. The enterprise security strategy, compliance, and governance are managed by the Chief Information Security Officer (CISO) [35]. Furthermore, a secure multi-cloud infrastructure is proposed by the Cloud Security Architect and implements Zero-Trust principles like secure access and micro-segmentation. 
The security is confirmed by the DevSecOps Lead within the software development lifecycle, and it is for AI model development and deployment [36]. Furthermore, continuous monitoring is performed by the Security Operations Centre (SOC) Team that responds to the incident, detects threats following SIEM and SOAR tools [37]. With both of these functional parts, the Compliance and Data Protection Officer (DPO) measures follow GDPR, DORA, and NIS2. It also includes the governance obligations and regulatory reporting of data. The roles are supported by Identity and Access Management (IAM) the further applies the MFA across various users and devices [38]. The entire risk assessment is observed by the risk manager that looks into the cloud risks and AI supply chain. Moreover, the structure indicates a Zero-Trust Aligned, identity-driven, and continuously monitored security environment that helps MediTrust to manage risks successfully. It also maintains operational resilience and regulatory compliance. 
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Fig. 3. Organisational Structure of MediTrust Security Unit. 
X. Governance and Strategy Based on NIST Cybersecurity Framework (CSF) 2.0

MediTrust Analytics Ltd plays a role in effective governance due to its ability to secure sensitive healthcare data and align the security with regulatory and business objectives. The information security governance confirms risk management, strategic decisions, and responsible organisational resource usage [39]. MediTrust approves CSF 2.0 to achieve this, and it is a foundation of the Zero-Trust-aligned security strategy. The NIST CSF also help for structured approach based on five main functions of identify, protect, detect, respond, and recover [40]. It enables the organisation to manage cybersecurity risks proactively.
Identify: Governance starts at MediTrust with the Identification function, in which the critical assets like AI training datasets, patient data, third-party integrations, and cloud systems are managed in consistent inventories. It further ensures visibility across multi-cloud and hybrid environments of the organisation, which is an important element for Zero Trust. 

Protect: The protective element acts to ensure the confidentiality, integrity, and data availability [39]. Zero-Trust principles are applied by MediTrust as MFA, least privilege access, encryption, and micro-segmentation. Such aspects ensure access is only based on verified identity and context-based factors. It is aligned with organisational requirements to secure distributed cloud services and secure AI systems [35]. 
Detect: The detect function is for continuous monitoring using advanced tools like SIEM and behavioural analytics. These systems are developed to access the real-time telemetry from cloud environments, end-points, and networks. The purpose is to assess anomalies and to support earlier risk detection, such as data breaches and AI manipulations. 
Respond: The response function is for declaring that the organisation is able to cover and minimise the risks rapidly. Furthermore, the automated response mechanism is developed by SOAR tools that lead to effective handling of cyber risks like ransomware attacks on AI datasets. 
Recovery: The recovery is followed by focusing on business resilience and continuity. 
MediTrust adopts secure backup strategies, post-incident reviews, and disaster recovery planning to restore operations rapidly by maintaining compliance with other requirements of NIS2 and DORA [40]. The governance mode helps with security that is integrated into the organisational strategy, compared to being treated as a technical addition. The alignment of the Zero Trust principles and NIST CSF implements a proactive, compliance-driven, risk-based security programme that can support business growth, ensure long-term operational resilience, and protect critical healthcare data. 
XI. Policies and Procedures for the Hybrid HealthTech Environment
MediTrust Analytics Ltd can provide support for a Zero-Trust security programme by including robust procedures and policies, as these are important to enforce continuous security controls across AI systems, hybrid workforce, and cloud services. As elaborated in the information security governance, policies are developed for the basic implementation of security strategy, operational controls, and standards. This can be achieved by the policies developed to reduce the main risks while ensuring their compliance with NIS2, GDPR, and DORA. 

A.  AI Usage Policy

MediTrust’s AI Usage Policy directs the secure deployment, development, and use of the AI-based clinical decision-making systems. The healthcare data sensitivity requires AI training datasets that should undergo integrity checks, data validation, and provenance verification to minimise manipulation and data poisoning. Moreover, access to AI models and datasets is restricted with RBAC/ABAC that aligns with Zero-Trust principles [1]. The policy dictates secure management of the model lifecycle, including audit logging, version control, and continuous monitoring of model outputs to detect anomalies like unexpected predictions and prompt injections. In addition, data anonymisation and data minimisation techniques should be in compliance with GDPR requirements. The AI components of third parties should also be validated and signed cryptographically to minimise the risks of the supply chain. 

B. Secure SaaS Configuration Policy

MediTrust is based on SaaS and multi-cloud platforms, and the policy should ensure secure management and configuration of cloud services. The entire SaaS applications should implement MFA and integrate with the central Identity and Access Management (IAM) system. Access is also granted on the basis of contextual and least privilege verifications with consistent monitoring through Cloud Security Posture Management (CSPM) tools that help to detect misconfigurations. Automated compliance checks and regular security audits are managed to ensure adherence to the regulatory requirements. Moreover, API access should be secured through authentication tokens and supervised for abnormal activity to minimise the unauthorised data exposure risks. 

C. BYOD Policy for the Hybrid Workforce

A hybrid workforce can be developed at MediTrust by adopting a BYOD policy that balances security in a flexible way. The personal devices managed for organisational resources should comply with end-point security standards that have up-to-date operating systems, anti-viruses, and encryption of devices. ZTNA controls this access and ensures that the devices are consistently verified before reaching the corporate systems [41]. These devices should be registered with the organisation and monitored for compliance through end-point detection and response (EDR) solutions. Compromise can lead to activation of remote wipe capabilities to protect sensitive healthcare data. Moreover, users are required to follow strict authentication protocols like MFA and should not store patient information locally. A steady security awareness training led employees to assess the risks like social engineering and phishing that are common in hybrid environments. 

Table 1.
Summary of Key Policies and Zero-Trust Controls
	Policy Area
	Key Controls (Zero Trust Aligned)

	AI Usage
	Data validation, RBAC/ABAC, model monitoring, audit logs, secure supply chain

	SaaS Security
	MFA, IAM integration, encryption, CSPM monitoring, API security

	BYOD
	Device compliance, ZTNA access, EDR monitoring, remote wipe, and user training 


XII. High-Level Risk Assessment 

A higher-level risk assessment is important to find and prioritise threats to the hybrid, multi-cloud, and AI-driven environment of MediTrust Analytics. The information security principles explained, vulnerabilities, threats, and impacts should be evaluated to ensure effective protection of organisational assets. MediTrust is relying on AI systems and sensitive healthcare data, as the main risks are based on AI supply-chain threats, unauthorised access, and cloud misconfigurations. A most critical risk is AI model poisoning, in which corrupted and malicious training data includes model integrity and leads to incorrect clinical decision-making. The risk is of high impact, and its chances are also higher because of the complexity of AI pipelines and reliance on external datasets. Third-party integration and vulnerable software dependencies increase supply chain risks, in which compromised components can spread across systems [42]. 

Cloud misconfiguration is another major risk that can expose sensitive patient data through storage that is improperly secured or APIs [43]. It is also a common issue within multi-cloud environments and shows a high chance of incident as well as high impact risk. Moreover, unauthorised access because of weak identity controls or theft of credentials is also a continuous threat, specifically in hybrid work settings [44]. The risk can be reduced by MediTrust through a Zero-Trust approach that applies consistent verification, real-time monitoring, and least privilege access. Moreover, the controls that can be applied are CSPM, securing supply chain validation of software, adding MFA, and EDR to reduce exposure and cover potential breaches. 
Table 2.

High-Level Risk Assessment Matrix for MediTrust
	Risk
	Likelihood
	Impact
	Mitigation (Zero Trust Controls)

	AI Model Poisoning
	High
	High
	Data validation, model monitoring, secure data pipelines

	Supply-Chain Vulnerabilities
	Medium
	High
	Code signing, dependency scanning, and vendor risk management

	Cloud Misconfiguration
	High
	High
	CSPM tools, automated compliance checks, and encryption

	Unauthorised Access
	High
	High
	MFA, IAM, least-privilege access, ZTNA

	Insider Threats
	Medium
	Medium
	Behavioural monitoring, audit logs, and access reviews


XIII. Compliance with GDPR, NIS2, and DORA

The expansion of MediTrust Analytics Ltd within the EU needs strict alignment with the main regulatory frameworks (NIS2, GDPR, and DRA). Such a framework collectively implements obligations on cybersecurity resilience, data protection, and incident reporting that should be embedded in the Zero-Trust security programme of the organisation. MediTrust should ensure data minimisation. Lawful processing and sensitive patient information protection under GDPR [43]. It is accomplished through Zero-Trust controls like strict access controls, encryption, and continuous monitoring to confirm the personal data is under the control of authorised users. 

In addition, secure data transfer mechanisms (SCCs) and Data Protection Impact Assessments (DPIAs) are used to manage cross-border data threats [45]. Cybersecurity requirements are extended by NIS2 Directives through risk management practices, executive accountability, and supply-chain security. Moreover, MediTrust aligns with such obligations through consistent risk assessment, a secure supply chain of software controls, and structured response procedures for incidents. SIEM integration and monitoring tools assists to enable compliance with NIS2 and its 24-hour initial notifications and reporting requirements of 72 hours that ensure timely communication with authorities [37].

The main focus of DORA is operational resilience and ICT risk management that requires to detect, responding to, and recover from cyber threats effectively and in time [46]. Such issues can be addressed by an organisation using automated incident detection, recovery planning in case of disasters, and testing resilience. The Zero-Trust principles of micro-segmentation and least privilege access can minimise the widespread risk disruption [45]. The integration of these requirements within the Zero-Trust framework helps organisations to ensure secure handling of data, compliance, and resilience that also support the trust and legal obligations of the organisation. 
Table 3. 

Compliance Mapping for GDPR, NIS2, and DORA
	Regulation
	Key Requirement
	MediTrust Implementation (Zero Trust Aligned)

	GDPR
	Data protection, privacy, lawful processing
	Encryption, access control, data minimisation, DPIAs

	NIS2
	Risk management, incident reporting, supply-chain security
	SIEM monitoring, incident response plans, vendor security controls

	DORA
	Operational resilience, ICT risk management
	Disaster recovery, automated response, resilience testing


XIV. Protection Mechanisms and Zero-Trust Technical Controls 

The multi-cloud, AI-driven, and hybrid environment of MediTrust Analytics can be secured by implementing a comprehensive set of technical controls that are Zero-Trust-aligned. Such controls can continue least privilege access, continuous verification, and real-time monitoring that ensure no device, users, or workload is trusted implicitly. Identity-centric security is at the core of the architecture, in which all access requests are authorised and authenticated through the MFA and IAM systems. Moreover, advanced controls, including Privileged Access Management (PAM), confirm that the high-risk accounts are tightly monitored and controlled [47]. The approach directly minimises the credential theft risks and unauthorised access. 

MediTrust adopts ZTNA for secure connectivity as it replaces the traditional VPNs with context-aware access to applications. It is also complemented by micro-segmentation that isolates the workloads across cloud and on-premise environments and prevents lateral movements in case of a breach. These controls are critical to AI training protection pipelines and sensitive patient records. SIEM systems with SOAR are applied for threat detection and continuous monitoring [37]. 

When all these mechanisms work together, they create a layered, adaptive, and resilient security architecture and ensure MediTrust can protect important data, minimise supply chain and AI risks, and implement compliance. 
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Fig. 4. MediTrust’s Zero-Trust Architecture 
VIII. Contingency Planning and Disaster Recovery 
MediTrust should create a robust disaster recovery and contingency strategy. The aim is to address the high-impact incidents like the AI models that can be targeted by source code repositories and ransomware attacks. MediTrust is relying on real-time clinical decision systems, rapid response, and on-time recovery is required to ensure patient safety, operational continuity, and regulatory compliance. The contingency plans behave as a structured response lifecycle. The response to the incident in a structured way is based on a contingency plan. The first step is to assess the threats using consistent monitoring through SIEM and the END system to identify unauthorised access and abnormal encryption. The affected systems are quickly isolated after detection using Zero-Trust control in the form of ZTNA and micro-segmentation to control further spread. In the containment and eradication phase, cloud workloads and end-points are assessed that are compromised. Afterward, malicious codes are removed, and access credentials are revoked. MediTrust further starts the recovery procedure and restores the offline critical systems and absolute backups. In this case, AI models are prioritised and clinical systems like databases to minimise disruptions. Moreover, the protocols of communication help timely reporting of the incidents, and it is aligned with NIS2 requirements and of DORA [46]. The post-incidents are taken as a lesson learned, that review it important to strengthen the updated controls and policies. The validation of regular backups, testing for disaster recovery, and employee training are managed to ensure preparedness. The contingency strategy that is Zero-Trust aligned assists MediTrust to increase resilience, minimise downtime, and secure a recovery process. 
XV. 1q21q1Implementation Roadmap 

MediTrust is going to adopt the phased implementation plan to control the effective deployment of the Zero-Trust security programme. The phase focus is establishing the identity-centric control that are IAM, MFA and asset inventory. The second phase indicate ZTNA as a micro-segmentation to secure the access across cloud and hybrid environment. A continuous monitoring is adopted by phase 2 through SIEM, END and CSPM tools. In phase 4, the automation is increase by adding advanced analytics and SOAR. Such structured roadmap assists the gradual maturity, alignment with business and regulatory requirements and minimal disruption. 
XVI. Conclusion 

MediTrust Analytics can implement the security programme that can help organisation to achieve operational excellence and robust protection. Moreover, it can gain regulatory compliance to adopt the secure management of the AI-driven healthcare system in the complicated and hybrid environments. 
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