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[bookmark: _Toc229529983]Introduction
Operating systems (OSs) are a core part of modern computing, controlling how hardware and software interact. They play an important role in modern technology and are used in devices such as smartphones, tablets and desktop computers. Their main purpose is to ensure devices operate efficiently, reliably, and securely. [1]
This report examines the key functions of operating systems, focusing on hardware management, software processes, and user interaction. It also explores the use of command-line interfaces (CLI) in Windows and Linux, showing how commands can be used to manage processes, files, users, and system performance



[bookmark: _Toc229529984]Key Functions of General Operating Systems
Operating systems perform several essential functions to ensure computers operate efficiently and reliably. [1]
[bookmark: _Toc229529985]Process Management
Process management involves controlling how programs run. The OS creates processes, allocates CPU time, and switches between tasks to support multitasking. This allows multiple applications to run simultaneously without slowing the system. [2].
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[bookmark: _Toc229529986]Memory Management
Memory management controls how RAM is allocated. It ensures that each process receives enough memory while preventing conflicts between applications. Virtual memory is used when physical memory is limited, improving system stability and allowing larger programs to run smoothly. [3] In Windows, memory usage can be monitored using Task Manager.
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[bookmark: _Toc229529987]System and Performance Management
Performance management is a tool that ensures the system runs efficiently [4] Tools such as Task Manager and Resource Monitor help identify processes that may be affecting performance
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[bookmark: _Toc229529988]Device and Driver Management
Device and driver management allows the operating system to control hardware components. Drivers act as communication software between hardware and the OS. Device Manager in Windows allows users to update, enable, or troubleshoot devices. [5]
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[bookmark: _Toc229529989]Reliability monitor 
Reliability Monitor is a Windows tool that provides a visual timeline of system stability and reliability. It tracks application crashes, hardware failures, Windows update issues, and other critical events over time. The tool helps users identify patterns of problems and determine what may be causing system instability, making troubleshooting easier and more efficient. [6]
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[bookmark: _Toc229529990]Windows Recovery Environment (WinRE)
Windows Recovery Environment is a recovery platform built into Windows that helps users repair and restore the operating system when serious problems occur. It includes recovery tools such as Startup Repair, System Restore, Safe Mode, and Reset this PC. WinRE is used to troubleshoot boot failures, recover from corrupted system files, and restore the system to a working state after crashes or major errors. [7]
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[bookmark: _Toc229529991]Event Viewer
Event Viewer is a Windows administrative tool used to view detailed logs of system, application, and security events. It records information about errors, warnings, software crashes, hardware failures, and system activities, helping users and administrators diagnose and troubleshoot problems. Event Viewer is commonly used to investigate system issues and monitor the health and stability of the operating system. [7]
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[bookmark: _Toc229529992]System Security Management

System Security Management is a key function of a general operating system that focuses on protecting the computer system, data, and users from unauthorized access, malware, and security threats. It involves managing user accounts, passwords, permissions, firewalls, antivirus protection, and security updates to ensure the system remains secure and reliable. The operating system controls access to files, applications, and network resources so that only authorized users can perform specific actions.[7]

[bookmark: _Toc229529993]Windows Defender Firewall
Windows Defender Firewall is a security feature that monitors and controls incoming and outgoing network traffic on a computer. Its main purpose is to block unauthorized access while allowing safe and trusted communication between the computer and networks or the internet. The firewall helps protect the system from hackers, malicious software, and unauthorized connections by applying security rules to network traffic. Users and administrators can customize firewall settings to allow or restrict specific applications and services.[7]
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[bookmark: _Toc229529994]Windows Security
Windows Security is the built-in security application in Windows that helps protect the computer from viruses, malware, ransomware, and other security threats. It provides access to security features such as virus and threat protection, firewall and network protection, device security, account protection, and security updates. Windows Security continuously monitors the system and alerts users if any risks or suspicious activities are detected, helping maintain the overall safety and integrity of the operating system.[7]
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[bookmark: _Toc229529995]Use of Windows OS CLI commands .

[bookmark: _Toc229529996]Process Management (PowerShell)
The command Get-Process shown below displays all active processes along with CPU and memory usage. This helps identify resource-heavy applications.[8]

 [image: ]
Stop-Process -Name notepad -Force is used to terminate a specific process if it becomes unresponsive or needs to be closed immediately in this instance the application snippingtool was successfully closed.[8]
[image: ]

[bookmark: _Toc229529997]File & Directory management 

[bookmark: _Toc229529998]New-Item (PowerShell)
As seen below, the command is used in PowerShell to create a new item at the specified location. In this case, it creates a file named test.txt inside the OneDrive folder for the user jessi. 
[image: ]
This is the result of the command being executed. As shown, a file named test.txt has been successfully created.
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[bookmark: _Toc229529999]Remove-Item (PoweShell)
Remove-Item command is used to remove test.txt stored in the OneDrive folder for the user jessi and deletes it from the system location, effectively clearing it from that directory
[image: ]
[bookmark: _Toc229530000]Network testing/monitoring

[bookmark: _Toc229530001]Test-Connection (PowerShell)
As shown below, Test-Connection is a PowerShell command similar to the ping command used in other operating systems to test connectivity to a host. In this example, it was used to connect to google.com and verify network communication. [8] 
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[bookmark: _Toc229530002]Get-NetTCPConnection (PowerShell)

Get-NetTCPConnection is used to display active TCP network connections on the system. [8]
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[bookmark: _Toc229530003]User Management

[bookmark: _Toc229530004]Get-LocalUser (PowerShell)
Get-LocalUser is used in PowerShell to display a list of all current local user accounts on the system. It shows details such as usernames and account status, allowing administrators to review and manage existing users. [8]
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[bookmark: _Toc229530005]New-LocalUser (PoweShell)
New-LocalUser is used in PowerShell to create a new local user account on the system. It allows administrators to define a username, password, and account settings, making it possible to add and manage users directly through the command line. [8]
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[bookmark: _Toc229530006]Task scheduling

[bookmark: _Toc229530007]Register-ScheduledTask (PoweShell)

Register-ScheduledTask was used to create a scheduled task that triggers an action to open Notepad each time the user logs on. This allows tasks to be automated running specific applications without manual input.
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[bookmark: _Toc229530008]Use of Linux OS CLI commands

[bookmark: _Toc229530009]Process management
[bookmark: _Toc229530010]Ps aux (Bash)

The ps aux command is a commonly used Linux tool for inspecting all active processes running on a system. Each application or service operates its own process, and Linux relies on these processes to coordinate how the CPU and memory are used. Running ps aux provides a snapshot of the system’s current activity, showing details such as process IDs and resource consumption. [9]
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[bookmark: _Toc229530011]Sudo Kill Command (Bash)
Once processes have been identified using ps aux, any unwanted processes can be terminated using the sudo kill command, which immediately forces the task to end.[10] For example, an unwanted process was identified and killed; when ps aux was run again, that process no longer appeared, confirming it had been successfully terminated. 
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[bookmark: _Toc229530012]File & Directory Management

[bookmark: _Toc229530013]MKDIR (Bash)

The mkdir command can be used to create a new directory, which helps in arranging files. [10] In the example below, mkdir is used to create a directory called myfolder. The directory is then confirmed using the pwd command to display the current working location, and the ls command to list the contents and verify that the new directory has been created. 
[image: ]

[bookmark: _Toc229530014]RMDIR (BASH)

Below, the RMDIR command is used to remove the recently created directory. This is confirmed by running the LS command again, where the directory no longer appears in the current location.
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[bookmark: _Toc229530015]Network testing/ monitoring 

[bookmark: _Toc229530016]Ping (Bash)
Ping is a widely used command that is used to test the network connectivity to a host.[11] Below, the ping command was used to connect to google.com, and the output measures the time it takes for packets to travel to and from google.com. 
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[bookmark: _Toc229530017]Ifconfig (Bash)
The ifconfig command is used to display network interface details, including IP addresses, network status, and configuration information. It helps users view and manage network connections on a system for troubleshooting and checking network settings. [11] 
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[bookmark: _Toc229530018]User Management

[bookmark: _Toc229530019]Sudo Adduser Command (Bash)
Below is an example of the sudo adduser command being used to set up a user named username it is then presented with a box to input a password and presents with filling out information for the new user 
[image: ]
Below cat /etc/passwd is used to view a list of all system users, where each username represents a user account. The previous execution was successful because the command correctly displayed the user entry username
[image: ]

[bookmark: _Toc229530020]Su – username (Bash)
The command su - username is used to switch the current session to a different user after password verification as shown below. [8]
[image: ]

[bookmark: _Toc229530021]Task Scheduling 
Crontab is used for task scheduling, allowing users to automate commands and processes at specific times.[8] Below is an example of a task scheduled to open Notepad at 20:15.
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Once executed using crontab –l  the scheduled tasks for the current user are displayed allowing verification that the job has been correctly added to the list. 
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[bookmark: _Toc229530022]Use of Windows OS scripts

[bookmark: _Toc229530023]Variables
Variables store values for later use in scripts. They can hold text or numbers and are defined using the SET command in Batch scripting. [12] The example below shows variables being created using the SET command and then displayed as output using the ECHO command.
[image: ]
[bookmark: _Toc229530024]Goto command 

The GOTO command changes the flow of execution by jumping to a labeled section of a script. This allows scripts to skip sections or repeat specific parts of code.[13] In the example shown, the GOTO instruction caused the script to bypass the printed line and move straight to the :SkipCode label, where execution picked up again.

[image: ]

[bookmark: _Toc229530025]If Statement & User inputs 
IF statements allow decision-making in scripts. They evaluate conditions and execute different actions depending on user input or system values.[8] Scripts can also accept input from users using the SET /P command

[image: ]

[bookmark: _Toc229530026]For Loop
FOR loops are used to repeat actions multiple times. For example, they can be used to iterate through numbers or files in a directory as shown below. [8]

[image: ]

[bookmark: _Toc229530027]Arrays

Arrays store multiple values under a single variable name using indexed positions. This allows scripts to manage collections of related data efficiently.[8]

[image: ]

[bookmark: _Toc229530028]Functions
Functions are reusable blocks of code that perform specific tasks. They help reduce repetition and improve script organisation. [8] The script below shows a number guessing game where a function called “:checkGuess” is executed after the user inputs their guess. Once the input is compared with the secret number, the code continues through an IF statement. If the user guesses correctly, the game ends using the exit command. If the guess is incorrect, the script outputs “Wrong guess”. and allows the user to retry guessing a number.
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[bookmark: _Toc229530029]Use of Linux OS Scripts

[bookmark: _Toc229530030]Number Guessing Game (Bash Script)
A number guessing game was created using a Bash script to demonstrate the use of variables, arithmetic operations, loops, functions, and conditional statements. The script generates a random number within a defined range and allows the user to repeatedly guess the number until they are correct.
[bookmark: _Toc229530031]Variables
Variables store values used in the game. secret holds a random number between 1 and 10 using $RANDOM % 10 + 1, and guess stores the user’s input. These allow comparison between values during the game. 
[image: ]
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[bookmark: _Toc229530032]Arithmetic operations 
Arithmetic is used to generate the secret number within a range. $(( RANDOM % 10 + 1 )) limits the random value to 1–10 for consistent gameplay.
[image: ]
[bookmark: _Toc229530033]Loops
A while loop repeatedly asks the user for input until the correct number is guessed. It only stops when a break is executed after a correct guess.
[image: ]
[bookmark: _Toc229530034]If and else statements
If and else statements compare guess with secret. If equal, the program prints “correct” and ends. If lower, it prints “too low”, otherwise “too high”.
[image: ]

[bookmark: _Toc229530035]Full script and output
The complete number guessing game script and its output can be seen below, demonstrating how variables, arithmetic operations, loops, and conditional statements work together within the Bash program.
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[bookmark: _Toc229530036]Conclusion 
Operating systems are essential for managing hardware, software, security, and system performance across modern computing devices. This report explored key operating system functions and demonstrated how command-line tools and scripting can be used in both Windows and Linux environments. Through the use of CLI commands and scripts, tasks such as process management, networking, file handling, and automation can be performed efficiently. Overall, both Windows and Linux provide powerful administrative and scripting tools that support effective system management.
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PS C:\WINDOWS\system32> Register-ScheduledTask -Taskiame "HyTask” -Action (New-ScheduledTaskAction -Execute “notepad.exe”) -Trigger (New-ScheduledTaskTrigger -AtLogOn)

TaskPath TaskName State

\ MyTask Ready
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/usr/sbin/cron —-f -P

@dbus-daemon --system --address=s
/usr/bin/python3 /usr/bin/network
/usr/lib/systemd/systemd-logind
/Jusr/sbin/rsyslogd -n —iNONE
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_chrony 220 0.0 0.0 20564 6716 ? S 18:43 0:00 /fusr/sbin/chronyd -n -F 1 -x
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1@LAPTOP-UJIF5HNF : ~$ mkdir myfolder
@LAPTOP-U4JIF5HNF:~$ pwd
/home/.
] 1h@LAPTOP-U4JIF5HNF:~$ 1s
myfolder
N@LAPTOP-UJIF5HNF : ~§
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LAFTUR=EBJLFORNE I~ I'Md1r myTtolder
ILAPTOP-UJIFSHNF:~§ 1s
ILAPTOP-4JIF5HNF : ~$ |
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ALAPTOP-HJIFS5HNF:~% 1fcontig
flags=4163<UP, BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet 172.27.159.178 netmask 255.255.2U40.0 broadcast 172.27.159.255
inet6 fe80::215:5dff:fefb:1821 prefixlen 64 scopeid 0x20<link>
ether 00:15:5d:fb:18:21 txqueuelen 1000 (Ethernet)
RX packets 311 bytes 209454 (209.4 KB)
RX errors 0 dropped @ overruns © frame 0
TX packets 322 bytes 45784 (45.7 KB)
TX errors 0 dropped @ overruns @ carrier ® collisions ©
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@LAPTOP-UJIFSHNF:~$ sudo adduser username
New password:
Retype new password:
passwd: password updated successfully
Changing the user information for username
Enter the new value, or press ENTER for the default
Full Name []:
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username:x:1002:1002:jessica,l, , : /home/username: /bin/bash




image31.png
tempadmin@LAPTOP-4JIF5HNF:~$ su — username
Password:
username@LAPTOP-U4JIFSHNF: ~$
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# m h dom mon dow  command
15 20* * * notepad.exe
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tempadmin@LAPTOP-U4JIF5HNF:~$ crontab -1
Edit this file to introduce tasks to be run by cron.

Each task to run has to be defined through a single line
indicating with different fields when the task will be run
and what command to run for the task

To define the time you can provide concrete values for
minute (m), hour (h), day of month (dom), month (mon),
and day of week (dow) or use 'x' in these fields (for 'any').

Notice that tasks will be started based on the cron's system
daemon's notion of time and timezones.

Output of the crontab jobs (including errors) is sent through
email to the user the crontab file belongs to (unless redirecte

For example, you can run a backup of all your user accounts
at 5 a.m every week with:
© 5 * x 1 tar -zcf /var/backups/home.tgz /home/

HERFRHERAFOLHAERHAERAERAFRERRERERSH

For more information see the manual pages of crontab(5) and cro
n(8)

3

# m h dom mon dow command

15 20* * * notepad.exe

tempadmin@LAPTOP-4JIFSHNF :~$
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name=Jessie
[Set and Print Variable values

/A age =33

var=Hello

in

=My name is $name$, and i am %age$ years old.
tvars

#infos

F] CAWINDOWS\system3: X  + v

Hello

My name is Jessie, and i am 33 years old.
Press any key to continue
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Echo You won't be able to see this

Echo There was

o

pause
Fl CAWINDOWS\system3z X + v

There was a secret message that was skipped.

Press any key to continue
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What is your name?

/p input:

ame :
Hello %input$ what was your grade?
/p input=marks:

50 you scored $input$

#inputs: ( pass) (

$inputs=

( distinction)

Fl CAWINDOWS\system3z X + v

What is your name?
Name:Jessica

Hello Jessica what was your grade?
marks: 50

so you scored 50
pass

Press any key to continue
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Fl CAWINDOWS\system3z X +

:\Program Files\Notepad++>

VOLONEWN KON
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Echo off

Set Fruitar
Set Fruitar
Set Fruitar:
Set FruitArray[3

echo
echo
echo
echo

Set FruitArra

echo There
echo Fruitar:

to FruitArray[l]:

Fl CAWINDOWS\system32\cmd. X

Apple
Pear
Orange

Lime

There has been a new fruit added to FruitArray[1]:
FruitArray[1]=Kiwi

Press any key to continue
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echo off
title Number Guess

set secret=7

echo Guess the number
set /p guess=Enter yo

call :checkGuess
pause

if (
echo Correct! You win.
pause
exit
) else (
echo Wrong guess. Try again

)
goto st
pause

rt

Number Guess Game

Guess the number
Enter your guess:
Wrong guess. Try
Guess the number
Enter your guess:
Wrong guess. Try

Guess the number

Enter your guess:

Wrong guess. Try
Guess the number

Enter your guess:
Correct! You win.

Press any key to

X +

between
1
ECERD
between
2
ECERD
between
3
ECERD
between
7

continue





image40.png
secret=$ (( RANDOM % 10 + 1))
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read guess
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(( RANDOM % 10 + 1))
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while true; do

read guess

if [ "Sguess" -eq "Ssecret” ]; then
echo "Correct!”
break

elif [ "Sguess" -1t "Ssecret” ]1; then
echo "Too low"

else
echo "Too high"
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if [ "Sguess" -eq "Ssecret” ]; then
echo "Correct!”
break

elif [ "Sguess" -1t "Ssecret then

echo "Too low"

else
echo "Too high"
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tempadmin@LAPTOP-4JIF5HI X + v

tempadmin@LAPTOP-4JIF5HNF :
$ bash script.sh
Guess a number (1-10)
1
Too low
while true; do 3
Too high
read guess 4
Too high
5

echo "

if [ "
echo "

; then

Too high

break 3

Too high
; then [
Too
2
tempadmin@LAPTOP-4JIF5HNF:
tempadmin@LAPTOP-4JIF5HNF :
$

elif [ "
echo "
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/ What you should know
1m 33s video

/ Using the exercise files
1m 5s video
1. PowerShell Overview
/ Why PowerShell?
5m 22s video

/ How to read the language
6m 7s video

/ Getting help
5m 53s video

/ Discovering cmdlets and aliases
4m 7s video

/ Get-Service and Get-Member
4m 23s video

/ Chapter Quiz
5 questions
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SilentlyContinue | Stop | Continue | Inquire | Ignore | Suspen
-Informationvariable [<System.Stignd®-1] [-Requiredservices
-DisplayName <String[]> [<CommonParaméters>]

Get-Service [-ComputerName [<String[]>]] [-DependentServices] [-Exclude

[<string[1>]] [-Include [<string[]>]] [-InformationAction

§Sﬂent yContinue | Stop | Continue | Inquire | Ignore | Suspend}]
Informationvariable [<System.String]>]] [-InputObject

[<servicgcontroller[]>]] [-Requiredservices] [<CommonParameters>]

DESCRIPTION .
The Get-service cmdlet gets objects that represent the services on a

Tocal computer or on a remote computer, including running and stopped
services.

You can direct Get-Service to get only particular services by specifying
the service name or display name of the services, or you can pipe
service objects to Get-Service.

RELATED LINKS

online Version: http://go.microsoft.com/fwlink/p/?1inkid=290503
New-Service

Restart-Service

Resume-Service Linked ) Leaming





image48.png
Exam complete

Congratulations!

R

/B

(See results and download certiﬁcates)

»




image49.png
Exam completed on: May 12, 2026 Score: 75% - 9/12
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