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                                                      TASK   1
               Introduction 
The document highlights the process of designing and configuring a window server-based network infrastructure that links together two locations , Birmingham and London . In other words, the main idea behind the work is to create a fully functional network architecture by using all possible resources that can be employed in create a safe, scalable and interconnected environment for users from both locations. This project involves several aspects of the network configuration , including routing , domain services, DNS, DHCP, connecting to a remote network and so on . First of all , it should be mentioned that the domain is established and called “your name.acca”.system .  This name should be used in other to facilitate the organisation of all network resources in a particular way. In addition, all servers from both locations are configured in the domain and connected to it in order to provide a unified system of user identification. DNS and DHCP, play significant roles when configuring the network .
Moreover there are several ways of connecting the two sites, namely , a site-to- site connection using a secure virtual private network  ( VPN ) . Finally, the testing of the network is done and proves its full functionality and reliability. 







1. Routing; 
[image: ]Fig 1,
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Routing is defined as the act of transferring information or physical cargo from the origin point to the destination point. In network systems, routing is vital in the process of sending packets of IP data from one router to another. In logistics, routing plays an integral role in minimizing the distance travelled. When RRAS work together with ICMP, it enables
· Virtual Private Network (VPN )  -  This provide  a protected tunnel within an external network , hiding the IP address and providing security for the transferred information . Some examples of using virtual private networks would be working remotely while connected to a company network based  on the NCSC Virtual Private network guidance on providing secure access travelling and using public WIFI with a personal virtual private network such as Nord or Empress VPNs, and changing virtual location to watch regionally restated videos.
· Proper Packet Routing ;  Involves choosing the optional , dependable , and safe route for date packets to move between networks from a sender to a receiver. It functions at the network layer of the OSI , utilizing routers to transfer data across difference networks. 
· Network Troubleshooting ;  Is a systematic , logical , process of identifying and solving connectivity , speed, and protecting problem in the computer network systems. It include examining network devices, setups, and data flow to reduce downtime . Typical approaches involve inspecting physical.
· 

RRAS could be viewed as a traffic regulator for the data moving through networks , whereas ICMP is a diagnostic health checker for network . If implications not done, Without RRAS , routing between networks will not be possible . And moreover without ICMP, checking for connectivity will not be feasible.  












2,    Domain Server  ( Birmingham  )

2.1     [image: ]
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2  Domain server { Birmingham )

The A record or  ( Address Record  ) is used in the Domain Name System  (DNS )  in order to provide mapping from the hostname to IP addresses , which allows devices to use human –friendly host man instead of numerical IP addresses in their communication . For example , instead of remembering 192.168.1.1 . User will know how to reach the particular server via domain name like B- CD, your name .acca. Configuring the A record requires opening the DNS managers and creating a new host  ( A ) record within the Forward Lookup Zone ( in our case it could be your name .acca ) . This action needs providing host name like ( B-DC ) and associated IP address ( 192.168.1.1 ) in our case. In additional to that , creating of L-CD – 10.0.0.1 entry provide the possibility to resolve the London server name. These records are crucial for the proper functioning of the connecting between server and client nodes . Many services  like domain authentication, file transfer , remote desktop access depend on the DNS name resolving and without correct configurating they cannot find each other and perform their tasks. As a conclusion , A records play a key role in network connecting and allow devices within the networks to communicate using domain names. 




3,   Encrypted  connection between Birmingham and London 




3.3.   In  other to create a secure connection between Birmingham and London , a site – to –t-site Virtual Private Network will be created using the Routing and Remote Accese Service  ( RRAS )  feature of windows server. In doing so a  tunnel will be created that would provide a secure connection via the internet in such a way that the two networks appears to be operating as one. The first involves enabling the VPN function of the RRAS and configuring it to work with a site- to –site connection . The purpose of this step is to permanently connect two networks. The second step is establishing a static route that will allow traffic to be sent from one network to another. 
Static routes are those routes that are setup by hand and tell the router where to sent packet to reach a certain destination network . Static routers  cannot alter themselves. Static routers help in controlling the process of routing and allows connectivity between different networks.
In terms of security , the use of IKEv2, which is the latest and the most secure internet Key Exchange Protocol, ensure that there is strong authentication and encryption when creating the tunnel. Data will then be encrypted using AES-256 that provides between protection against any form of hacking. Therefore , the  result is an efficient, fast , and secure connection . The connection means that the two network would effectively become one network. Any resource that the user needs will become accessible, including all servers , files, website, and domain services.





4 . User



4. 1
      As Active Directory Domain is considered to  be the directory services implemented in Windows servers to effectively manage the users, computers , and other network resources.
It is regarded as one of the most important elements of Active Directory created my Microsoft . As for its main purpose , a domain acts as a structured database which contains information on all network objects, Thus, through this system, the administrator can control all these objects from one location. [ 1]. The first essential task performed by Active Directory involves the authentication and authorization processes . To explain what authentication and authorization are, It should be mentioned that former process is aimed at the user identity verification while using the computer, while the later is responsible for the access rights to certain resources of the network, such as applications , services or file [2 ]. In addition , thanks to the group policy , an administrator has the opportunity to ensure the implementation of the same security settings , passwords, and software on all domain joined computers .[3 ] . Finally , an Active Directory Domain  contributes to network scalability and better management because many computers can be included in one structured domain. Besides , the system includes such services as DNS and others that provide the security of communication within the network. [4 ]


5.  Domain Membership

5.1 
     Domain membership is described as the process of join computers like L-CD,  Client S1, and Client 1, to yourname.acca. Active Directory domain . As such , the domain membership ensures that all the systems on the network can be centrally manage within Active Directory.. . The moment a machine joins the domain, it gains access to the second network where all authentication and authorization processes are controlled by the Domain  Controller ( B-DC ). For a machine to join a domain , it requires that the right DNS Server  is used for configuration of the systems . After configuration, the computers are then added to the domain using the credentials provided with a successful addition, the machine restarts and joins the domain environment. 
Centralized management is one of the benefits that are associated with domain membership. Users can use common credentials when login into any machine joined to the domain, and administrators control systems through group policy settings. The excellent performance of the process is indicated by successfully adding all the system, login of users using the accounts in the domain , and finally , communication between the machines and the domain controller. 



6 . DHCP Server
6.1
    The Dynamic Host Configuration Protocol ( DHCP ) is intended to automatically assign IP addresses and other related network configurations to client devices. At the moment , the B-DC located in Birmingham operates as the DHCP server, while the device named L-CD acts as a DHCP Relay Agent for the network located in London . 
A scope is  set  for each of the networks which defines the range of IP addresses   such as  ( x.x.x.x - x.x.x. 20 ) .  Additionally , other options are used to make sure the network works properly , such as , 
 a. Default Gateway 
b.  DNS Server 

   c.  Domain name

Since the DHCP server is situated in Birmingham , the London network has its requests relayed via L-CD as a relay agent. It is expected that all clients will received IP addresses via a DHCP server located centrally. As a result , the clients will not have any problems connecting to the network and will receive their IP addresses and other information automatically . It is expected  that the configuration will be performed in an effective manner by configuring scopes , lease time, and making sure that all client will receive their addresses successfully . In addition , group policy can be used to make sure that DHCP is applied in the networks.


7.                       TEST AND TROUBLESHOOTING.

7.1.  Test and Troubleshooting are essential after setting up the network  , since they will determine whether or not there are any issue in the connectivity to either the Birmingham network or London network. Testing will ensure that there are no problems with routing, DNS, DHCP, or even the VPN.
Ping is one of the key tools that are used for testing. It helps in degerming whether or not the computer systems are able to communication among themselves .Tracer  is anther key tool, which helps in identifying the route taken by the data being sent within the network. It shows that hostname resolution is working properly . Some of the troubleshooting techniques include ;
· Checking the firewall setting to see if ICMP is allowed.
· Checking the DNS settings.
· Checking if the DACP scope is set up properly .
· Setting up the VPN tunnel. 
· 
A good result is achieved where all the systems can communicate with each other with the networks,, utilized their shared , resources, and authenticate using the domain name. 




8.     Disk Drive  ( Mounting , Sharing , and Permissions ) 

8.1.[image: ]Fig.8 

8.     In other to ensure perfect result in performing this task , the disk drive shall be properly configured , mounted, share, and  permissions applied accordingly . At first , you have to initialize your disk with the help of the Disk management application on your server. If the driver is a new one , Its status will probably be unallocated which means that you need to create a new partition . After doing so, format  it with NTFS file system ( Preferred for Windows ) and give the letter,” E “ to this drive. After formatting, create a folder named Birmingham  files and the E;/drive.  Afterword, configure sharing, open properties of the folder, click on the share tab and enable the checkbox  “ Advanced Sharing “ share the folder and name it. For example , Birmingham files. Then configure both share permissions and NTFS permissions;  such as . Domain Users- full control and all other network users such as Everyone, .It is important to note that the NTFS permission  and share permission are actives with each other and the most restrictive are one wins. Thus, when configuring  permissions , a better practices would be to set up generous permissions for the shares  such as Everyone . If one aims at achieving , excellent work ,status in this case , the following criteria has to be meet. 
· This driver has to be accessible through both networks. Proper network and firewall settings to permit SMB traffic  ( TCP/445 ) 
· Availability through the following UNC path
· Testing of accessibility with various account. 
· Domain User , can create , modify and delete files. 
· Other account ; Read only access.
The last point that 7shall be considered is making sure that permissions are not generous ..



9.     IIS Server 

9. 1.   To achieve excellent work the IIS website must be secure, use HTTPDS and use domain authentication . Install web server ( IIS ) and features include , Web server, Security – windows Authentication  and IIS management .
Then in IIS manager, add a new website; 
· Site name ; webs , yourname. Acca
· Physical Path; create new folder such as c;/ website 
· Binding ; HTTP using port 443
Configure SSL/TLS
· Create or use an existing certificate  (  can be self- signed or issued by a CA )
· Assign the certificate to the site under HTTPS bindings by a CA 
· Assign the certificate to the site under HTTPS bindings . 
Add DNS entry for webs. Your name. Acca point to this server IP.
Enable Windows Authentication .
· Set Anonymous Authentication to Disabled.
· Set Windows Authentication Enabled in IIS configure Authorization .
· Set to allow Domain Users group. 
Create a basic HTML page  ( index.html ) with following text. 
Welcome to Birmingham Website .  Save the this file in website root folder,  “ To achieve “ Excellent work “  the users must;
· Access the website using; http;//webs. yourname.accra.
· Not receive a certificate warning  ( certificate installed / trusted. 
· Automatically by logged into the website using domain credentials ( single sign- on  experience ) 
· Not be allowed to access the website if they are not authenticated. Test this from multiple domain joined machine , if everything is setting correctly, users will not be asked for credentials  (  if users integrated authentication  ) and will instantly see the welcome page.





10.   Remote Desktop Services
10.1[image: ].   
10.      Remote Desktop Services ( RDS ) is a Windows Server feature that allows user to remotely access and manage a server or desktop environment via networks. Un this scenario , RDS is set up to provide secure remote access to the B. DC ( Domain Controller  ) from authorized machines within the Birmingham and London networks. This is beneficial for administrator who require server management  from a remote location. To configure RDS ,  the Remote Desktop Services role is added to the server using server manager. Essential components like Remote Desktop Session Host and Remote Desktop Web Access are activated. This session Host enables user connectors to the server, while web Access offers a web-based interface for convenient access . A DNS  entry is then established to access the service using a user- friendly URL.  
 Code https;//rds. yourname.acca.
Proper DNS configuration is needed to map the hostname rd[endnoteRef:32597]s. to the B-DC server IP address. An SSL certificate is essential for securing the connecting , ensuring that all data transferred between the client and server is encrypted  via HTTPS. This protects sensitive information from being intercepted ,. Authentication is managed through Active Directory , permitting only authorized domain user to log in . [32597:  ] 

Access can be further controlled by assigning specific user rights and limiting unauthorized. Successful implementation is evident when the RDS web portal is accessible via HTTPS without security alerts, users can login with domain .credentials , and remote sessions operate smoothly . Adhering to enterprise standards involve correct certificate setup , Secure authentication, and reliable access across networks.





                                          Conclusion

This project effectively showcased the creation and operation of a secure and fully operational enterprise network linking Birmingham and London . Key function like routing, DNS, DHCP, VPN, Web hosting ,and remote access were setup and unified through Active Directory for centralized control and validation. The routing and Remote Access Service configuration facilitated network communication, while the site –to- site – UPN established a secure encrypted connection using contemporary protocols. DNS and DHCP functions were activated for dependable name resolution and automatic IP address assignment, reducing manual  setup and enhancing efficiency . Domain members membership enabled centralized authentication for all system, improving security and user administration . Supplementary features like file sharing IIS web server, and Remote Desktop services exploded   the network capabilities, mirroring a genuine organizational structures. Tahrough testing with tools such as ping, tracer, and nl lookup confirmed seamless connectivity and proper functionality across both sites. In essence, the network adheres to industry benchmarks by prioritizing security , expandability, and dependability. The successful execution of all tests underscores a proficient grasp of window server management, networking principles and issue resolution methods, establishing a robust groundwork for practical IT environments .
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