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[bookmark: _Toc228520163]ABSTRACT/SYNPOSIS

This project explored the strengths of different passwords by utilizing password cracking methods in a Python-based simulation. This experiment was supported through literature review on password security, cracking methods and techniques, human behavior in password security, password strengthening techniques as well as a deeper dive into analyzing and comparing similar experiments and studies related to password security and password cracking.

This experiment included three different password categories of weak, medium, and strong which were generated synthetically according to configured rules and hashed to simulate real world scenarios. The passwords in each category were then tested by dictionary and brute force attack methods, recording metrics such as crack rate percentage per category, time taken to crack, number of attempts taken, entropy values and estimated brute force time to crack. The results were then exported into a CSV file which was used to produce visual representations of the findings of this experiment.

The findings of this experiment demonstrated a clear difference between the password categories showing an overall consistent pattern which was then benchmarked against results from a similar experiment. 

Overall, the project showcased how password complexity had a direct correlation towards the vulnerability and likelihood of a password to be cracked or not as well as showing the importance of password security and discussing recommendations, based on this project, how online users can better improve their password security habits.
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[bookmark: _Toc228520164]CHAPTER 1 – General Overview

1.1 [bookmark: _Toc121041576][bookmark: _Toc202288056][bookmark: _Toc266447524][bookmark: _Toc371255528][bookmark: _Toc228520165] INTRODUCTION

Cybersecurity is essential for the protection of systems, online services and data especially in this day and age where communication, financial transactions, and data storage are being heavily relied upon online. This rapidly growing digital economy has many upsides, one of which is convenience and accessibility, as the digital era has made almost anything accessible from almost anywhere, whether that’s enabling financial systems to process more efficiently or accessing services and products a lot quicker than ever before [1].

However, the positives also comes the negatives such as an increased rate of cyber threats and attacks, as well as data privacy being breached which was projected to cost the global economy up to $10.5 trillion annually by the year 2025 [2]. This is due to cybercriminals exploiting security systems that are not strong enough to ensure the protection of user data.

Password-based authentication is one of the most widely used methods to confirm a person’s identity. Unfortunately, it is also the most common vulnerability as over 74% of data breaches relate to weak, unsecure passwords and the lack of good habits when it comes to password security, one of which is reusing passwords across multiple accounts [3]. This makes it extremely effortless for hackers because of predictable patterns thus leading to exploitation of user’s sensitive information.






1.2 [bookmark: _Toc228520166] AIM
The aim of this project is to assess and evaluate the different strength levels of passwords. This will be done by utilizing password cracking techniques in a Python-based simulation that helps people truly visualize how weak passwords lead to vulnerability, spreading practical insights on why and how people should prioritize security over convenience.


1.3 [bookmark: _Toc266447526][bookmark: _Toc371255530][bookmark: _Toc228520167] OBJECTIVES

1. Conduct a general literature review of existing research / experiments in relation to the project such as password strengths, cracking techniques and human password behavior. This will aid in laying down the foundation of understanding and knowledge within the field, building upon already established findings, rather than making a start from limited personal knowledge.
2. Compare and analyze findings from general literature review, identifying patterns and potential gaps to fill in findings and methods used to acquire findings.
3. Use Python-based methods like Python libraries and attack methods for testing such as brute force and dictionary attacks to assess the behavior of password cracking techniques across a range of passwords with different levels of strength and complexity.
4. Evaluate numerical data such as time and number of attempts needed to compromise passwords at various lengths and complexity while also comparing results found in general literature
5. Present conclusions and recommendations to promote awareness and understanding of password security and the importance of password security








1.4 [bookmark: _Toc202288059][bookmark: _Toc266447527][bookmark: _Toc371255531][bookmark: _Toc228520168] STRUCTURE OF THE PROJECT

The project is split up into three main sections. The first section involves conducting a general literature review that dives deep into existing studies and experiments that correlate with the topics of password security, password cracking techniques and human / user behavior online. This section establishes the theoretical foundation for the project and can also assist in identifying gaps, patterns or limitations which I can utilize and leverage for this project.

The second section of this project then focuses on testing and evaluating within a Python-based simulation. This involves implementing and utilizing password cracking techniques such as brute force attacks and dictionary attacks on passwords of different strengths and complexity. The goal for this section is to analyze and evaluate how different types of passwords affect the likeliness of being compromised.

Finally, the third section, presenting the findings. This includes analyzing and interpreting data that has been collected, creating a visual representation of the results and comparing the outcomes of this project with the outcomes of similar research / experiments from the general literature review. This report will conclude with a summary of the findings and valuable recommendations for improving good practices for password security as well as spreading awareness about the importance of password security too.











Chapter 1: Introduces the background, aim, and objectives of the study, highlighting the importance of password security and outlining the scope of the project.
Chapter 2: Presents a detailed literature review of existing research and experiments on password security, cracking techniques, and user behaviours, identifying current trends and research gaps.
Chapter 3: Describes the research design and methodology, explaining the tools, testing methods, and data collection methods used to evaluate and assess password security.
Chapter 4: Documents the initial testing and any adjustments made from Python-based experiment as well as the executing the final experiment.
Chapter 5: Discusses the findings from the main experiment, drawing comparisons, evaluating implications, and identifying limitations.
Chapter 6: Concludes the report, summarising the key outcomes and providing recommendations for future research and practical improvements in password management.
Chapter 7: Discusses a personal reflection of how this project went, what went well, what didn’t go well, any challenges and limitations faced.













[bookmark: _Toc228520169]CHAPTER 2 – Literature Review

[bookmark: _Toc228520170]2.1 INTRODUCTION

This chapter discusses a general overview of password security concepts such as an overview of password security, common attacks and methods used to crack passwords, human behavior in password security as well as techniques and methods to increase password strength and minimize vulnerability with passwords. This chapter also discusses existing research and experiments similar to this experiment and will analyze and compare each study to identify any limitation, common patterns, and gaps which can be bridged through this experiment.

[bookmark: _Toc228520171]2.2 OVERVIEW OF PASSWORD SECURITY

“Memorized secrets” commonly known as passwords or PINS, are the most used authentication method alongside other growing methods such as multi-factor authentication. NIST discusses the importance of the complexity and secrecy that a memorized secret should have as it can aid in preventing passwords from being compromised [4]. Although adding complexity can help, there are also weaknesses within that aspect too, especially in user-generated password schemes as they seem to encourage bad habits when it comes to password security such as using the same passwords across multiple services and using predictable password strategies such as character substitution e.g. using a 4 instead of an A or a 0 instead of an o [5].  This demonstrates the vulnerability of human error within password security, and cybercriminals are aware of these common vulnerabilities and utilize this opportunity for an attack.


[bookmark: _Toc228520172]2.3 COMMON PASSWORD ATTACKS

There are several ways an attacker can compromise weak passwords using automated password cracking techniques. One of the most common attacks would be a brute-force attack where it uses automated software to guess usernames and passwords through trial and error until the right username and passwords have been authenticated. However, as password length and complexity increase, the number of combinations also start to increase exponentially to quadrillions of different possible combinations. Therefore, making it quite impractical to crack passwords that have strength and complexity however, on the other side of the spectrum, passwords that are weak and have little to no complexity make it feasible for attackers and can utilize the brute force attack to compromise passwords [6].

 Another method would be dictionary attacks; this is where software, again, is used to try a list of common words, phrases and combinations to gain unauthorized access more efficiently. These password attacks being automated means their success of unauthorized access is dependent on factors which can be measurable such as password entropy, length and the reuse of credentials. For example, a low entropy and shorter password which makes it easier to guess decreases the time and effort for an attacker to compromise a password and vice versa [7].

The rainbow attack is another variation to guess user’s passwords using a cryptographic attack method and was introduced by Dr. Phillip Oechslin in 2003 [8]. This attack method uses hash values within a precomputed database to swiftly revert plaintext passwords from their hashed values. When the hash of the password is matched to the hash in the database, attackers can effectively uncover the original password [9]. Rainbow attacks can uncover passwords from unsalted hash databases at a rapid speed, especially if the password has no strength. However, this method becomes inefficient if a unique salt is applied to each password as salting created different hashes for identical passwords which differentiates the hashes used in the databases [10].

In the context of this project, rainbow attacks will not be used as that method depends on a large pre-computed database and can lead to potential ethical implications. The two types of attacks, Dictionary Attacks and Brute-Force Attacks are the methods which will be used in to carry out this project due to their performance being directly affected by password length, complexity and entropy which is what we are looking to assess and evaluate.


[bookmark: _Toc228520173]2.4 HUMAN BEHAVIOUR IN PASSWORD SECURITY

Human behavior plays a crucial part in password security as users demonstrate patterns which can be too predictable when choosing passwords. Early studies discuss that users choose passwords that have meaning and that are easy to memorize over a random character of strings which allows attackers to utilize the dictionary attack [11]. The preference for simplicity, meaning and memory continues to this day as research shows users creating passwords based on personal information such as names, birthdates, email addresses, and even phone numbers [12].

Furthermore, a survey done by Google & Ipsos shows that 65% of Americans reuse the same passwords for different accounts online and a staggering 52% include personal info such as names and birthdate information into their passwords. Another interesting statistic taken from that survey reports that one in three people have shared their password information with others or even have access to someone else's passwords, which are not their own [13].

Also, a survey by Password Manager discovered that 19.4% of users ages 18-34 don’t even believe that using the same password / similar variation is a risk factor. Now for the majority of users who do believe that using the same password / similar variation is risky... 23% of survey respondents said that they “still do it anyway” [14].

NordPass also reports that easy passwords to guess just like “123456” have been ranked the most used but also one of the quickest passwords to crack within a matter of under 1 second [15]. This further suggests that bad habits within password security stem from human nature to choose convenience over security which is why it is important to visually educate users on how and why to improve password security habits.





[bookmark: _Toc228520174]2.5 PASSWORD HARDENING TECHNIQUES

Password hardening techniques are strategic implementations and different mechanisms used to improve the security of passwords against password cracking attack methods and tools. 

Entropy, which represents the unpredictability and randomness of a string, is a measure used to create strength within a password. NIST discusses attributes of a strong and secure password to have high entropy, and which can be accomplished by increasing the possible character set within the password such as using both upper- and lower-case letters, digits, special characters and symbols, as well as expanding the length of the password which exponentially increases the possible combinations.

An effective technique to harden password security is passphrases. This comprises a longer combination of unrelated and impersonalized words in a sequence. An example of this would be “CorrectHorseBatteryCarLawn”. Because this technique is created by a few sequential words rather than a random set of strings, it increases memorability, relating back to the typical human behavior, but with increased entropy so can be seen as a win-win situation for some users [16]. Even the Australian Cyber Security Centre fully supports passphrases and claims that its stronger compared to simple passwords [17] and demonstrates how to create strong passphrases with 3 main pillars; Creating long paraphrases as the longer it is the more secure it can be, Creating unpredictable paraphrases using a random mix of unrelated words and topics, and Creating unique phrases for each account so not reusing the same passphrase for every account users have [18].

Another underground strategy to improve password security is the use of password managers. A password manager can generate a secure password for you and store it safely for each service that you use, which eliminates the risk factor of reusing each password for every account / service and the factor of having to remember complex passwords. This is convenient for users as password managers use a function to autofill passwords whenever login is required which eliminates hassle and potential phishing attacks as passwords only autofill on the correct / corresponding login. And on top of that, password managers also give out warnings when a password has been leaked or breached to give you an opportunity to change if necessary [19]. 
Hashing is another foundational technique which is used to enhance security within passwords by transforming plaintext words into a fixed length output using mathematical formulas known as hash-functions [20]. Hashing, unlike encryption, is a one-way process as when data has been hashed, it cannot revert to its original form which makes it a great advantage for password security [21].

Although password hashing can be a great fundamental to password security, it is important to build upon that foundation to enhance security even more. This can be done through another mechanism known as password salting. Password salting adds a unique and random string of characters to each password before the processing of hashing, which makes the hashes ultimately unique and prevents attackers from using the rainbow attack [22]. In addition to counteracting the rainbow attack, it also complicates brute force attacks as attackers require guessing the salt as well as the password which increases the difficulty of compromising the password [23]. Password salting can be a great benefit to improving password security if done correctly, some common mistakes that can occur when salting are reusing the same salts / hashes, using short and predictable salts / hashes and not storing the salts in a secure manner.













[bookmark: _Toc228520175]2.6 RELATED STUDIES / EXPERIMENTS

To enhance the strength and reliability of this project, it is crucial to review existing research and experiments that are in relation to this project, analyzing findings in password strengths, human behavior regarding password security, and password cracking methods and techniques. These findings will allow for a benchmark to find comparisons, differentiations, and identify gaps between each other.

2.6.1 Early Quantitative Analysis of Password Strength

Joesph Bonneu presented an in-depth and influential analysis of passwords in “The Science of Guessing: Analyzing an Anonymized Corpus of 70 Million Passwords” [24]. Bonneu’s work leveraged a dataset of over seventy million user-chosen passwords that were obtained by Yahoo! users to give statistical insight towards password security. 

The aim was to transfer from purely heuristic guesses (such as “a password with 8 characters is strong enough”, “adding numbers and special characters is secure enough”, etc.) towards a more mathematical approach by simulating how an attacker could guess the passwords and the likelihood number of guesses an attacker would need to make. Joseph accomplished this through guessing entropy, Shannon entropy, and partial guessing metrics.

This study provides vital beneficiations. The first being that the choice of user-chosen passwords reveal a distribution that is highly skewed, for example, passwords like “123456”, “password123”, “qwerty” have a probability of being used by hundreds and thousands of users while more unique passwords such as “aT9!po3Z” suggest that it may only have been used little to zero times. 

Secondly, Bonneau created a statistical benchmark for assessing and evaluating password datasets without having to rely purely on cracking simulations. Bonneau laid the foundation for quantitative password evaluation as this study was built more from a mathematical standpoint of view rather than practical cracking tests. This allows for future research to be compared and analyzed in an objective manner as Bonneau’s provided a statistical framework to compare datasets scientifically that is consistent and not just by gut feeling. However, a limiting factor that came to notice in this study is the fact that the conclusion relied on an anonymous set of data which can lack contextual / demographical behavior and can lead to gaps in understanding the reason why weak passwords are chosen.


















2.6.2 Password Cracking Strategies

Fei Yu and Huang offer another perspective in addition to Bonneau’s study. Their study, “An Overview of Study of Password Cracking” comprises password cracking strategies such as brute force, dictionary and rainbow table attacks, evaluating technologies and algorithms that have a higher success rate of password cracking [25].

The authors put on emphasis on the fact that effectiveness of the attack doesn’t just depend solely on optimized algorithms but is also dependent on the type of hardware and the ability and power to multitask, as a regular CPU can only try a few passwords at a time whereas a GPU or FPGA (Field Programmable Gate Array) can try hundreds and thousands of passwords concomitantly which then allow attackers to reduce the time taken to crack passwords by a significant amount.

While Bonneau’s model was more mathematical and theory-based, Yu and Hang took more of an engineer-based approach, including practical and experimental insights focusing on real attack methods and the performance of technology when cracking passwords. This study also described probabilistic methods for example, the Markov Model, and how it improved the effectiveness of a brute force attack by guessing the likeliness of which characters would be next in the sequence depending on the current characters at the start. For example, if a password started with “Pa” the model might predict the next characters of the sequence to be “ssword”. Using an approach that focusses on predictability eliminates the approach of having to guess randomly and therefore saving time. 

Furthermore, they also tested their cracking techniques on real-world datasets that have been leaked, such as Hotmail and RockYou to evaluate the success of the techniques used. The results of the techniques used on real-world datasets displayed that dictionary-based attacks dominated the rest as user’s habits and practices of using predictable passwords made it extremely effective and easy to compromise.

A limitation that had been acknowledged by the two authors was that because their study was primarily focused on the efficiency of password cracking from a technical and computational perspective, they didn’t focus too heavily on human behavior aspect of things or how systems can be improved for security. Nonetheless, the study still discussed the advantages of hardware and provided realistic context with experiments using real-world data sets, which is important to add to a theoretical point of view.






















2.6.3 Behavior Model

As the efficiency of password cracking increased, by attackers utilizing faster and effective algorithms, user fatigue also increased as they face the constant battle of having to re-create new and unique passwords as well as having to remember them too and thus researches began to explore an improved method to balance the usability and security within password security. A study, “GestureMeter: Design and Evaluation of a Gesture-Based Password Strength Meter” by Cheon, Huh and Oakley, discussed a modern method that enhances password strength.

The authors acknowledged that entropy-based models can provide a mathematical score for password strength and does a great job in calculating the combinations and randomness of a password. However, this model often fails due to human behavior of convenience when choosing passwords, re-using same passwords and choosing passwords that are predictable etc. This study proposes a different mechanism towards authentication, using a gesture-based model. So instead of verifying authentication with a typed password, users draw gestures on a touchscreen. In this model, password strength was measured by machine-learning classifiers to analyze the dynamic input of features such as the length of the gesture, the curvature, the speed, and the variability.
This study, unlike the previous study, has more of a focus on human behavior and how humans interact with the system and the choices they make when creating passwords. After running experiments with the gesture model with real participants, the authors found that visual feedback in real time on how weak or strong the passwords are increased the increased the awareness of password security as well as becoming compliant with improving the strength of the password.

While GestureMeter provides a perspective from a human behavior standpoint, a couple of limitations can be seen. Firstly, the study does not necessarily compare the 2 different models of gesture-based authentication to traditional alphanumeric passwords which can leave some answers to which method is best to be used for password security. And lastly, the analysis of the human behavior was solely dependent on gesture-based passwords and not traditional alphanumeric passwords which can imply that the behavior may not be the same towards traditional passwords which is the most widely used authentication method.
2.6.4 Comparative Analysis

Table 1: A summary of key characteristics and methodological differences between the three studies.
	Author(s) / Year
	Datasets / Source
	Methodology
	Focus
	Key Findings
	Limitations

	Bonneau (2012)
	70 million Yahoo! passwords
	Statistical modeling, entropy metrics.
	Quantitative analysis of password strength.
	Defined guesswork and entropy metrics; established statistical baselines.
	Limited behavioral context; anonymized data.

	Yu & Huang (2015)
	Secondary datasets (Hotmail, phpBB, RockYou).
	Algorithmic modeling, GPU/FPGA.
	Practical password-cracking efficiency.
	Displayed hardware acceleration and how Markov models improve attack speed.
	Focused on computational, not behavioral, aspects.

	Cheon et al. (2023)
	Experimental user study - gesture-based.
	Machine learning, usability testing.
	Human-centric password strength measurements.
	Gesture passwords improve security awareness via feedback.
	No comparison with traditional passwords.



Table 1. A summary of key characteristics and methodological differences between the three studies [24]-[26]







2.6.5 Identifying Gaps & Project Relevance

Although all reviewed studies show significance towards password security, there are also several gaps which can be identified.

The first being that Bonneau’s study uses statistics to create a baseline for assessing the strengths of passwords but never practically tested and used cracking tools and techniques. Secondly, Yu and Hang, did practically demonstrate several cracking techniques and explained how the efficiency of cracking can be enhanced due to hardware and algorithm aspects, but the results were not utilized in a way to provide users educational feedback on how a user can create a password secure enough to withstand these advanced attacks. And lastly, Cheon et al. examined human behavior through gesture-based authentication however the findings only apply to gesture-based authentication users, so it won’t necessarily be of use to alphanumeric based authentication which is what the majority of online users use.

As a whole, these three studies lack a visual demonstration of weak and strong passwords and educational feedback to assist users in improving better password security habits. This project bridges that gap by demonstrating the different strength levels of passwords using cracking techniques in a Python-based simulation and furthermore transferring my findings into practical and visual feedback to help users improve password security.










[bookmark: _Toc228520176]CHAPTER 3 - Methodology

[bookmark: _Toc228520177]3.1 INTRODUCTION

This chapter outlines the approach taken for research and development to reach the aim of assessing and evaluating the strength levels of passwords using cracking techniques within a Python-based simulation. This project comprises a quantitative and experimental methodology which supports research from existing literature related to this project.

To simulate cracking techniques such as brute force attacks and dictionary attacks on passwords, this project will be executed within a controlled environment utilizing Python scripts and libraries. Quantitative data such as time to crack passwords and total number of attempts to crack passwords will be obtained to evaluate the strength of the passwords and thus identify correlations between the entropy and complexity of passwords. 

[bookmark: _Toc228520178]3.2 RESEARCH METHODOLOGY

3.2.1 Research Philosophy

The philosophical foundation of this project is Positivism. This foundation highlights obtaining data that is objective and measurable which can then be used to analyze and provide strong findings and conclusions and would be the most appropriate approach as this project involves testing different strength levels of passwords.





3.2.2 Research Strategy

The research strategy for this project is Deductive as this research begins with theories that are already established. This approach allows to test hypotheses, for example, “passwords with higher entropy take a longer period of time to crack” or “passwords with 8 characters is strong enough.” Using a deductive strategy provides more structure that better aligns with experimental research which ensures that the outcomes and findings of this project are validated data rather than assumptions.

3.2.3 Research Strategy

This project focuses on two main research approaches: literature review and experimental research. These methods combine both theoretical understanding as well as a practical demonstration within password security.


3.2.3.1 Literature Review

The literature review kays down a theoretical foundation for this project by examining existing academic studies and reports that are related towards password security. By reviewing work from Bonneau, Yu and Hang and Cheon et al. the research creates a benchmark for the results of this project whilst also identifying limitations and gaps that can be bridged through this project.

3.2.3.2 Experimental Approach

This approach tests the complexity of passwords and the effect of how resistance different levels of passwords are towards different attack techniques. This experiment will be conducted within a Python-based simulation and will utilize Python libraries such as hashlib, itertoools, pandas, and matploib to automate combinations, hash passwords, log results, and visualize cracking times.

Each password within different categories, of weak, medium and strong, will be tested to obtain quantifiable data on:
· Time taken to crack password
· Number of attempts taken
· Correlation between password length, entropy and success of cracking


3.2.4 Experimental Design

This experiment is solely based within a simulation and conducted within a controlled environment using Python and its tools to ensure that no real user data is being used.

3.2.4.1 Hypothesis

Passwords with higher complexity, entropy, and length will require significantly more time and attempts to crack compared to passwords with low entropy and predictable patterns.











3.2.4.2 Procedure

1. Dataset Preparation:
· Create a dataset of passwords divided into three categories of weak, medium and strong
2. Hashing Process:
· Each password is then hashed using hashlib to simulate how real passwords are stored within systems
3. Simulated Attacks:
· Brute-force attack - Generates every possible combination of characters within a defined range until the correct hash is matched.
· Dictionary attack - Uses a list of common words, phrases, and patterns to attempt to match the stored hash.
4. Data Collection:
· Record data of:
· cracking time
· number of attempts
· password category
5. Data Visualization:
· Create visual representations of data 
· Visuals will aid in showing the relationship between password complexity and resistance to cracking

3.2.4.3 Ethical, Legal and Limitations
· This project will be conducted in a controlled and offline environment to ensure that no real systems / personal info is at risk.
· Only fake passwords will be used, excluding personal data / leaked password lists.
· This project will comply with the ethical and legal standards set by the UK cyber security law by making sure that there is no unauthorized access or data misuse involved.
· Tools and scripts used in this project are only for educational purposes and will also add safety measures to prevent any malicious use of intent.

[bookmark: _Toc228520179]3.3 RESOURCES & PLANNING
To carry out this project effectively, the following resources will be required:
· Hardware:
· Personal laptop or desktop computer with sufficient processing power to run Python-based simulations.
· Stable internet connection
· Software:
· Python (latest version)
· Libraries: hashlib, bcrypt, itertools, string, pandas, and matplotlib for simulation, hashing, data handling, and visualization.
· IDE: Pycharm
· Microsoft Office Suite — used for documentation, data organization, and report writing.
· Data Storage and Management:
· OneDrive — for secure file storage and version control, in line with the UWTSD Research Data Management Policy.
· Local encrypted storage — as a secondary backup for project files and datasets.












[bookmark: _Toc228520180]CHAPTER 4 – Design & Implementation

[bookmark: _Toc228520181]4.1 INTRODUCTION
This chapter covers the scripting behind the Python-based simulation and the rationale behind implementing certain aspects into this experiment. It also covers the initial testing of this experiment, ensuring that there are no errors before the final execution. This chapter also discusses the main execution of the final experiment and showcasing the raw data that had been achieved through execution as well as elaborating on how the raw data was turned into processed data for better findings.



[bookmark: _Toc228520182]4.2 PROBLEM FORMULATION
The main problem that this project addresses is the fact that there is a lack of visual understanding on how different level strengths of passwords can impact the ease or the difficulty for an attacker to compromise it.  This project simulates password cracking techniques on different levels of password strength to not only measure but also to show a visual representation of the time taken and number of attempts required to crack passwords. This project aims to bridge a practical experimental approach with an educational visual approach which offers valuable insights, thus helping users make better decisions within password security.







[bookmark: _Toc228520183]4.3 DESIGN

[image: ]Figure 1: Block Diagram

In figure 1, the system design includes password data set / generation, hashing, simulating attacks, data recording and data visualization. This approach allows each section to be independently tested which gives clarity when accessing and evaluating the findings of this project. Literature conducted earlier in this report lacked the visual representation of what weak and strong passwords actually look like. Therefore, this project integrates theoretical, practical and educational elements to assist users in practicing better password security habits.








ARCHITECTURAL DESIGN:
[image: ]








Figure 2 – Architectural Design
Figure 2 shows an architectural design of how this experiment is to be carried out. This experiment is to be carried out from the MacBook and utilizes the PyCharm environment which then connects to a python interpreter to create a python environment for this experiment. The PyCharm environment is then split into multiple folders and python files needed to execute the attack simulation such as attacks, hashing, utils, etc. The main execution will be run on the main.py file once scripting has been complete and the results will appear in the console output as raw data when execution has been complete.








[bookmark: _Toc228520184]4.4 TOOLS & SOFTWARE USED
	TOOL / LIBRARY
	PURPOSE

	Python (Latest Version)
	Simulation Program

	PyCharm
	Development Environment

	Hashlib
	Hash Passwords

	Itertools
	Generate Combinations for Brute-force Attacks

	Pandas
	Store and Process Data

	Matplotlib
	Visualize Data Using Graphs

	Microsoft Excel
	Organize and Compare Final Results

















[bookmark: _Toc228520185]4.5 EXPERIMENT SET UP & INTIAL TESTING

4.5.1 Project Setup & File Structure
To create the password strength simulation in Python, PyCharm's development environment will be utilized for this experiment. The initial phase of setting up the simulation is to create a structure in Python project to ensure everything is organized and can be easily managed. This was done by creating different folders and separating python files rather than dumping everything into one messy script. This structure helped developing, testing, and troubleshooting a lot more conveniently, which made the process of implementation more straightforward.
[image: ]
Figure 3 – PyCharm Directory Structure
As seen above in figure 3, files, “main.py” which includes the main execution logic, “config.py” which includes experimental settings, “password generator” includes logic on generating passwords and have cracking methods implemented into files “dictionary.py” and “brute_force.py.” To support other utilities such as hashing and entropy, files “hasher.py” and “entropy.py” were created, as well as “visualize_results.py” to help interpret findings into visual graphs.

4.5.2 Configuration of Experimental Parameters

In the config.py file, the mode of the experiment, random seed, passwords generated per category, number of runs, passwords length ranges and character sets were included to ensure the simulation of the project ran smoothly.  The reasoning behind having two different modes, “FREEZE” and “MULTI” was to control whether the experiment reused a previous dataset or generated a fresh dataset.  With a fixed seed in this experiment, every time the simulation is run, the same dataset of targeted passwords will be used which is great for reproducibility. However, adding random seeds in the configuration file was used to test the consistency of the results. Randomizing and changing the seed reproduces a different data set, still sticking to the rules of generating passwords into three categories, to allow different experimental runs, testing whether results differed completely from previous seeded runs or stays somewhat consistent throughout different runs.

[image: ]Figure 4 - Configuration scripting file in PyCharm


4.5.3 - Password Generation
To comply with the UK Cyber Security and Data Protection Laws, no real passwords or leaked credentials were used to generate passwords for this experiment which ensures a safe and fully controllable environment.

The passwords generated were separated into categories of weak, medium, and strong. Each category followed specific rules such as length and entropy to ensure that the passwords generated show a difference in strength level to analyze the strengths of the passwords. Passwords in the weak category followed the rules of using common words combining numbers and a symbol and being 5 to 8 characters in length. The medium category followed the same structure as the weak category but increased entropy and complexity by increasing the length to 8-10 characters as well as an interchange in lowercase and uppercase letters randomly. The strong category differs from the previous two categories as it is split into two styles of strength. The first is the same structure as medium, but an even more increase in entropy and complexity containing 16 to 20 characters in length. And the second is a passphrase style password, again containing 16 to 20 characters in length. The rationale behind splitting the strong category in two is to analyze what style of password is the hardest to crack and would be better for security as passphrase style passwords are known to be excellent in security performance.

[image: ]
Figure 5 - Password Generator scripting file in PyCharm

To improve the quality of the dataset and prevent the password generator from duplicating passwords sets were included as seen below in figure 6. Sets in Python only allows unique values; therefore, if the password generator duplicates a password, the set will only keep one copy of it which automatically rejects the duplicate generated.

[image: ]Figure 6 - Password Generator scripting file in PyCharm










4.5.4 Implementing Hashing Functions
After the passwords were generated, the passwords were then hashed to simulate real word scenarios as seen below in figure 7. This was done through utilizing Pythons libraries using the SHA-256 hashing function, so instead of guessing plaintext passwords, the password simulation guesses the hashed value of the passwords generated.

[image: ]Figure 7 – Hashing Function scripting in PyCharm

Therefore, passwords were only considered cracked once the guess produced a match towards the hash value of the password. This is so that results from this experiment can be as realistic and reliable as possible as in real password systems; passwords are not normally just stored in plain text but stored in a hashed value.










4.5.5 Attack Scripting – Dictionary
To simulate how human-style passwords can be guessed, a rule-based dictionary attack was used to guess common words with small variations instead of just purely relying on word lists to guess the passwords. Using solely wordlists without variations would have concluded in producing unreliable results as the wordlist can match the exact password generated wordlist which makes the attack simulation unfair and unrealistic. Therefore, this experiment was carried out by using a synthetic base-word list with added variations to make guessing passwords that are more realistic and human-style, academically justifiable. Also, utilizing base words with variations is done so that leaked credentials or external password lists do not need to be used, again due to the UK Cyber Security and Data Protection Laws. This allows the experiment to simulate dictionary attacks without having to rely on using real user passwords.

[image: ]Figure 8 – Dictionary Attack Scripting Python File

Each guess produced by the dictionary attack simulation was filtered through the same hashing function used to generate the passwords. Once the attack has been run, the guessed hash was then compared to the password’s stored hash value and if it matched up, then the password was recorded as cracked and revealing the plaintext targeted password. If not matched, then the password was recorded as “NO”.

4.5.6 Attack Scripting – Brute Force
The brute force attack simulation was used to guess passwords by generating different possible combinations until a match with the targeted hash value is found.

When initially testing the brute force attack simulation, the result showed that simulating a brute force attack wasn’t logically and practically sustainable for this experiment. The increase of password length and entropy, as strength category increased, caused an increase in the total search space which means guessing all possible combinations wasn’t practical time wise as well as impractical for the computational power of the device being used to run the simulation. Thus, the results for cracking passwords with brute force ended up uncrackable or would take an extensive amount of time before passwords could be cracked as seen below in figure 9. Therefore, to save time and energy, the brute force simulation was forced to stop running when the password was either matched or if the threshold for attempts had been reached.

[image: ]
Figure 9 – Brute Force Initial Testing

At this point, the experiment took a turn as brute force was unable to measure results due to time and computational power. To ensure that objectives are still met for this experiment, a pivot had to be made. So, to ensure that there was a viable comparison between results, estimated time to crack, was implemented as a trade-off for the brute force attack simulation as seen in figure 10. Although it is theory based, this still gives justifiable results while eliminating the time and computational power setback.
[image: ]Figure 10 – Estimation Logic in Python
The formula used to calculate the estimated time for brute force to crack follows NIST’s research that the key space for passwords correlate to the given length of the password and size of character set [27]:
Keyspace = R^L
R = Size of Character Set
L = Password length                            
Example:
R = 10
L = 4
Keyspace = 10^4 = 10,000
Therefore, there are 10,000 possible passwords that exist dependant on the character size set and the password length given.

Expected Time = 0.5 X R^L  /  Guessrate

Guessrate = number of guesses per second

Example:
R = 10
L = 4
Guessrate = 100 guesses / seconds
The rationale behind using “0.5” was to include the average assumption that a password is typically found halfway between the total search space [28].
Keyspace = 10^4 = 10,000
Expected Time = 0.5 X 10,000 = 5,000 / 100 = 50 Seconds
Therefore, the estimated brute force time would take 100 guesses per second, and the correct password is typically found halfway through the total combinations which in this scenario would take 50 seconds.












4.5.7 Scripting Summary Table Output Recording Results & CSV Exporting
As well as having a summary table of results from the console output when the simulation has executed, a row of the results was created for each attack on the passwords as seen below in figure 11 and 12. The reasoning for this was to ensure that results can be easily analysed if it is being stored in a structured format, rather than relying solely on the console output, as restarting the run can erase results from previous run.
[image: ]Figure 11 – Logic Scripting behind Adding Rows
Each row included a plethora of information such as password category, target password, pattern type, attack type, cracked vs not cracked, time to execute, guess rate, character set size, password length, entropy estimate and estimated brute force time. These values were recorded to help analyse the different level strengths of passwords as well as how well the different attack simulations worked.
[image: ]Figure 12 – Logic Scripting behind Adding Rows


When the simulation executes, results will be automatically exported to a CSV file to support analysis in creating visual graphs and representations of the results as seen below in figure 13 showing the scripting. For each run of the simulation, a separate file was created to easily inspect and compare each run from one another.
[image: ]Figure 13 – Exporting Results to CSV Logic Scripting

4.5.8 Visualization Graphs
To show a visual representation of the results, the results from the exported CSV file will be converted into several bar and line graphs. To do this, a python script, as seen in figure 14, was used to convert the numerical data that has been stored into visual bar and line graphs. The scripts also utilize panda's library to analyze the numeric columns consistently by converting the data into a format which makes calculating the data more thorough and consistent. The reasoning behind not solely relying on summary tables and CSV rows to present results was to show a clearer representation of the results which makes it more convenient to interpret.
[image: ]
Figure 14 – Python Logic Scripting behind Converting CSV File into Data for Visual Graphs

4.5.9 Initial Testing
As mentioned above in chapter 4, section 4.5.6, an initial test was conducted to see how the passwords from the three different categories would react to the brute force attack simulation. Again, the results came back as all passwords uncrackable as seen below in figure 15.
[image: ]
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Figure 15 – Initial Testing Results of Brute Force Attack Simulation
This changed the whole trajectory of how this experiment was going to take place, as an initial objective of this experiment was to show the results of the attempts taken to crack password and if password was crackable or not however, as passwords were not able to crack, not due to passwords being high resistant, but due to the computational limits of the machine and software the a pivot had to be made as discussed above in chapter 4 section 4.5.6.


After this improvement had been made, another test run of this experiment was conducted to ensure that there were no errors or syntaxes that could interfere with obtaining valid results from this experiment as seen below in figure 16.
[image: ]
Figure 16 – Initial Test Run Complete with No Errors

To ensure consistent and reliable results from this experiment, multiple different datasets were tested using the same configuration settings to first ensure that the consistency of the attack simulation was producing similar patterns and results over a wide range of data rather than relying on just one dataset. The first data set generated to check the consistency was seed 60.

As seen below in figure 17, the results from seed 60 show that weak passwords have a high crack rate of roughly 57% as well as weak passwords requiring the fewest average dictionary attack attempts, demonstrating that the weak password category was the easiest category to crack with the dictionary attack.
[image: ]Figure 17 – Crack Rate by Category Graph (Seed 60)


Medium passwords had a much lower crack rate compared to the weak password category and were roughly 13% as well as requiring a greater number of attempts to crack the passwords compared to the weak password category. The strong passwords showed a 0% dictionary crack rate which indicates that the strong category remains the most resistant to the dictionary attack.

As brute force attacks could not be cracked, estimated time for brute force attacks was implemented instead. As seen below in figure 18, the brute force attack follows the same pattern as the dictionary attack simulation, supporting the idea that as password category and entropy increases, the longer it takes for a password to be cracked.

[image: ]Figure 18 – Average Estimated Brute-Force Time by Category (Seed 60)

Nine more runs with different seeds were then executed to evaluate the consistency of the attack simulation; the results are recorded in Table 2 below.

	Seed Number
	Weak Crack Rate
	Medium Crack Rate
	Strong Crack Rate
	Lowest Avg Dictionary Attempts
	Brute Force Est. Order
	Overall Pattern

	60
	57.7%
	13.3%
	0.0%
	Weak
	Correct
	Consistent

	61
	80.0%
	10.0%
	0.0%
	Weak
	Correct
	Consistent

	62
	76.7%
	0.0%
	0.0%
	Weak
	Correct
	Consistent

	63
	66.7%
	3.3%
	0.0%
	Weak
	Correct
	Consistent

	64
	76.7%
	6.7%
	0.0%
	Weak
	Correct
	Consistent

	65
	56.7%
	13.3%
	0.0%
	Weak
	Correct
	Consistent

	66
	66.7%
	3.3%
	0.0%
	Weak
	Correct
	Consistent

	67
	76.7%
	3.3%
	0.0%
	Weak
	Correct
	Consistent

	68
	60.0%
	3.3%
	0.0%
	Weak
	Correct
	Consistent

	69
	70.0%
	10.0%
	0.0%
	Weak
	Correct
	Consistent


Table 2: Comparative analysis between 10 different datasets

As shown in Table 2 above, results were consistent across the 10 seeds that were ran. Weak passwords remained the most vulnerable category with dictionary crack rates ranging from 56% to 80%, medium passwords showing a much lower crate rate ranging from 0% to 13.3% and strong passwords having a 0% crack rate. Additionally, weak passwords require the lowest average dictionary attack attempts, and brute force attack estimation remained a consistent order in increasing time to crack as password category increased. This shows that the simulation from this experiment produced consistent and repeatable behavior.
Therefore, one seeded run was used to represent the main results which will be discussed in the following section. The seed that was chosen to represent the results for this experiment was seed 69 as it clearly reflects the broad pattern which is seen across the ten seeded runs.














[bookmark: _Toc228520186]4.6 MAIN EXPERIMENT EXECUTION

4.6.1 Console Output of Executing the Simulation

The experiment has been configured to seed 69, which represents the main execution of this experiment. When the python file has been executed, the results from the console output are as shown in figure 19 below.
[image: ]Figure 19 – Console Output – Correct Setup / Configuration Confirmation
Figure 19 shows the first part of the console output, displaying that the experiment is loading in the correct configuration from the chosen seeded data set, 69, which represents the main execution for this experiment.

As seen below in figure 20, 21 and 22, the console output shows a summary table of the weak, medium, and strong passwords that have been tested against the dictionary and brute-force attack simulation. The summary table recorded the category of the password, the password that is being targeted (to later analyze and find patterns in strong password recommendations), the pattern type of how the target password was generated, the type of attack, whether the password was cracked or not, matched guesses, attempts taken to crack, time taken to crack, reasoning for simulation to stop out, length of the character set size, entropy, guessrate and brute-force estimated time to crack.
[image: ]
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Figure 20 – Console Output of Weak Password Category Summary Table

[image: ][image: ]Figure 21 – Console Output of Medium Password Category Summary Table





[image: ][image: ]Figure 22 – Console Output of Strong Password Category Summary Table

The last parts of the console output as seen below in figures 23, 24, and 25, displays a raw summary of the results in a more concise format. The short summary shows the category of the password as well as the category of the type of attack simulation. It also discusses the number of runs made in each category, the number of passwords that were cracked, the overall crack rate, the median and average number of attempts, and median and average time taken to crack / simulation stop out. The reasoning behind using the median and average for the number of attempts and time taken is to show the statistics of the fuller picture of this experiment. Additionally, the brute force estimated statistic was included in the summary, and the final lines of the output confirms that the run has been completed with no errors as well as confirmation that results have been exported into a csv file.

[image: ]
Figure 23 – Console Output: Weak Statistics

[image: ]
Figure 24 – Console Output: Medium Statistics

[image: ]Figure 25 – Console Output: Strong Statistics

4.6.2 Transforming Raw Data into Processed Data

Then the panda's library was used to load the raw data paired with the matplotlib library to generate the graphs from the stored raw data using the scripts below in figure 26 and 27.
[image: ]
Figure 26 – Exporting Results Logic Scripting (main.py file)
[image: ]
Figure 27 – Exporting Results Logic Scripting (vizualise_results.py file)
The graphs included main patterns from the experiment such as the cracking rate by category, average attempts by category and attack, average brute force estimated time by category, average entropy by category, and crack progression curve. The rationale behind measuring the graphs by strength category was to ensure a clear comparison and analysis between the three strength categories of passwords: weak, medium, and strong. Each graph was then saved in the Python directory as an image file for later analysis as seen in figure 28.
[image: ]
Figure 28 – Saved Image Files of Generated Graphs










[bookmark: _Toc228520187]CHAPTER 5 – Evaluation & Analysis

[bookmark: _Toc228520188]5.1 INTRODUCTION
This chapter discusses the results from the final experiment, breaking down and analyzing the data as well as benchmarking the results compared to similar research and outcomes. This chapter closes off discussing limitations and challenges faced throughout this experiment.

[bookmark: _Toc228520189]5.2 CRACKING RESULTS

5.2.1 Crack Rate by Category and Attack
As shown below in figure 19, the results demonstrate a clear difference with the dictionary attack simulation between the weak, medium and strong password categories. Weak passwords recorded a crack rate of 70%; this indicates that the passwords were highly vulnerable due to the rule-based guessing of the attack simulation. 

[image: ]
Figure 19 – Crack rate by Password Category Bar Chart

Medium passwords, however, recorded a crack rate of 10%, which is a significant drop in comparison to the weak category which suggests more resistance with some vulnerability to the attack. Strong passwords were recorded at a crack rate of 0% during this experiment for the dictionary attack and brute force attack simulation but as already mentioned, an estimated brute force metric has been included which will be discussed further in this section. Overall, the graph shows clearly that as password category increases in strength, so does the resistance of passwords to be cracked.

5.2.2 Average Attempts by Category and Attack
Shown below in figure 20, the weak passwords for the dictionary attack showcased the least number of attempts taken, whereas the medium and strong passwords required significantly more attempts to crack the passwords. This shows that the weaker passwords were cracked at a significantly low effort compared to the medium and strong passwords.

[image: ]Figure 20 – Average Attempts by Category and Attack Bar Chart


The bar chart shows that weak passwords required 43,976 dictionary attempts, medium with 134,938 and 143,106 attempts for strong passwords. This implies that the strength of the password had a direct correlation towards the effort and attempts required by the dictionary attack simulation. Strong passwords were shown to have the highest number of attempts yet was still unable to crack a password in that category which indicates the resistance to vulnerability for this category is extremely high as the attack continued the full search space to find a match but was still unsuccessful.


For the brute force attack simulation, all categories showed that results were capped at 200,000 attempts as the simulation stopped at the configured threshold due to computational power flaw. This culminates in the brute force bars in figure 22 to more so reflect the practical execution limit rather than the success rate of cracking passwords and as a result the dictionary attack results represent a greater comparison of the effort of the attacks across the different strength categories.


5.2.3 Average Entropy by Category
As seen in the bar chart below in figure 21, there is a slight increase in trend from weak to medium passwords and then a big gap between the entropy of medium and strong passwords. This implies that the password generation successfully separated the categories in terms of complexity.
[image: ]Figure 21 – Average Entropy by Category Bar Chart



5.2.4 Average Estimated Brute Force Time by Category
As mentioned earlier on in chapter 4, the brute force attack was deemed impractical to crack passwords as the number of possible combinations grew exponentially and was unable to maintain with the computers computational power. This resulted in the brute force attack simulation taking too long to execute which is not sustainable for this experiment and is why an average estimate of brute force time was implemented into this experiment.

[image: ]
Figure 23 – Average Estimated Brute Force Time Bar Chart

As seen above in figure 23, the x-axis of the bar chart shows the password categories, whereas the y-axis shows the estimated time to crack the passwords in seconds. The y-axis displays a logarithmic scale as the results recorded for the estimated brute force time increases at a drastic scale.


A common pattern that is clear within the results so far is the increase of resistance as the strength of password increases. Weak passwords had the lowest estimated cracking times, averaging anywhere from 4 hours to 1 week to crack the passwords. Medium passwords had a significant jump in estimated time to crack averaging a total of 89 years to crack the passwords. And the strong passwords had a drastically significant jump from the medium passwords, averaging anywhere from a quadrillion years to a septillion years to crack the passwords.



The reason for an astronomically large timeframe for the estimated time for brute force is because as complexity increases the search space also increases at an exponential rate and is why the estimates for the brute force attack should not be interpreted as real world cracking times but more so indicators of resistance to vulnerability as password strength and entropy increases.


5.2.5 Password Guessability Curve by Category 

In figure 24, the x-axis shows the number of guesses on a logarithmic scale, and the y-axis shows the cumulative percentage of passwords cracked. The weak password curve increases at a steady rate and then as the number of guesses start to increase, the cumulative percentage of cracked passwords in the weak category skyrockets. 
The medium password increases at a much slower and lower rate compared to the weak passwords which demonstrated high resistance during the attacks. Strong passwords again do not show on the graph due to no passwords being able to crack.

[image: ]
Figure 24 – Password Guessability Curve by Category Line Graph

Overall figure 24 shows that the weak passwords started to crack a lot earlier compared to the medium passwords which took longer for them to crack if even cracked.


[bookmark: _Toc228520190]5.3 EVALUATION & BENCHMARKING RESULTS

5.3.1 Evaluation of Overall Experiment
Overall, the experiment worked as expected showing that weak passwords were cracked more often with less effort and as strength in password increased, so did the resistance to crack and effort to crack also increased, especially with the strong password category as the dictionary attack was unable to crack 1 password from that category. The brute-force estimate results also increased as password category increased in strength. This consistency between the results shows that the categories were successfully generated in terms of complexity and resistance.












5.3.2 Benchmarking Results
To benchmark the results from this experiment, Kelley et al's study on, “Measuring password strength by simulating password-cracking algorithms”, was applied [29]. The reasoning behind using Keeley’s study to benchmark results was because the study clearly evaluates the strength of passwords using a simulated environment and presenting results as percentage of passwords cracked against the curve of password guessability on a logarithmic scale which somewhat matches the same structure of the password guessability curve in this experiment as seen above in this chapter section 5.2.5. Keeley et al also utilized 12,000 passwords collected from an online study which indicates a valid study to benchmark for comparing general password cracking trends.

As seen below in figure 25 from Kelley et al, the graph represents the trend that as the number of guesses increases on a log scale, the percentage of passwords cracked also increases. The labels in the graph, in figure 25, such as “b8, bIM, and c8 represent different password policy conditions that had been tested in Kelley et al’s study. It represents different conditions such as 8-character passwords, blacklist-based conditions, and complex 8-character policies.
[image: ]
Figure 25 – Keeley et al’s “The number of password’s cracked vs. The number of guesses, per condition, for experiment 4”


The easier password conditions such as b8s, b8, bIE, and bIM follow a trend of rising early and more steeply whereas the stronger password conditions such as bIH, c8 and b16 tend to have more of a gradual and steady rise in the percentage of passwords cracked as the number of guesses on the log scale increases.

[image: ]Figure 26 – A side by side comparison between, Keeley et al’s “The number of password’s cracked vs. The number of guesses, per condition, for experiment 4” and the “Password Guessability Curve by Category Line Graph” from this experiment

As seen above in figure 26, a similar trend can be identified within the results of this experiment. The result from this experiment in figure 26 shows a similar trend where weak password curve rises quite early and more deeply as the number of guesses increase on the logarithmic scale compared to the medium password where the curve rises more later and is not as steep. 

Overall, both graphs show that the similar trend of weaker password groups has a higher percentage of being guessable whereas stronger password groups have a lesser percentage of guessing.





5.3.3 Limitations
This experiment produced clear and consistent results; however, there were a few limitations that occurred during this experiment. The first limitation was that the passwords that were generated were synthetic rather than actual passwords from real world datasets. This means that the results are not fully authenticated; however, this was intended to comply with safety and ethical measures. Although synthetic passwords were used, results still represent patterns that simulate real world scenarios.
The second limitation of this experiment was that the brute-force attack simulation could not crack any passwords due to practical computational limits which were unexpected at the time. This means that no results were recorded if passwords were cracked or not with brute-force, so a pivot had to be made and that was when brute-force estimated time to crack was implemented to still demonstrate how resistant passwords were to the brute force attack. The third limitation was the fact that the brute-force estimated values were recorded at a substantial amount and may not be justified as real-world cracking times but instead it can be interpreted as an indicator that search space grew exponentially and with that time to crack grows exponentially too.
Although there were a few limitations, this experiment was able to meet its objectives, providing a safe and consistent way to compare the strength of different strength levels of password categories using attack simulations.










[bookmark: _Toc228520191]CHAPTER 6 – Conclusions & Recommendations

[bookmark: _Toc228520192]6.1 INTRODUCTION

This chapter summarizes the main outcome of this experiment and discusses the conclusions of each input completed to carry out this experiment. It also goes through recommendations to help better user's password security habits based on the results of this experiment as well as briefly discussing potential ideas for further and deeper research on password security.

[bookmark: _Toc228520193]6.2 SUMMARY
The results of this experiment showed the main trend that weak passwords were the easiest to crack, having the highest percentage of dictionary attack crack rate and requiring the lowest effort and attempts to crack. While medium passwords showed greater resistance and a lower percentage of crack rate and strong passwords remaining the most secure as no passwords were able to crack through the attack simulations. Therefore, because brute-force was unable to crack any strong passwords, estimated brute force times were implemented into this experiment and results showed the same concept, as password strength increased by category the estimated time to crack also increased drastically.








[bookmark: _Toc228520194]6.3 CONCLUSION
This report evaluated the strengths of passwords by utilizing a python-based simulation which used password cracking techniques such as brute force attacks and dictionary attacks and additionally evaluating the estimated time to crack through the brute force attack simulation. 

The chapters at the beginning of this study reviewed general literature relevant to password strength, human behavior in relation to password creation, password cracking techniques, and password strengthening techniques. Researching this set a great knowledge base and foundation to carry out the following experiment. The study was then followed by deepening research into literature review of other related studies and experiments to analyze and identify any limitations, common patterns, and benchmark results. 

The next chapter that followed this was the design and implementation of the python-based simulation, showing a visual and practical representation of how this experiment was to be carried out. Then the experiment was set up, and initial testing was implemented after which discusses how the experiment was created, the logic and the scripting behind it, as well as documenting the initial testing of the simulation to ensure that there were no errors and additionally tweaking and applying adjustments and improvements when errors were present.

The last chapter then discusses the main execution of this experiment, the results of raw data as well as how the raw data was transformed into process data to better visualize the results of this experiment. The results showed a clear difference between the three different levels of strength categories in terms of crack rate, number of attempts to crack, entropy, and estimated brute force time. Overall, this experiment demonstrated a different perspective on how password strength can be explored through using a python-based attack simulation.


[bookmark: _Toc228520195]6.4 RECOMMENDATIONS FOR PRACTICE & FURTHER RESEARCH
Based on the results from this experiment, there are a few recommendations to be made to improve user's password security habits. First, users should completely avoid weak and predictable patterns such as combining common words with short digits as these types of passwords were by far the most vulnerable throughout this experiment. Weaker passwords were cracked at the highest percentage out of the three different categories and taking fewer attempts and requiring less effort to crack, which clearly demonstrates the risk of choosing convenience over the importance of password security. The findings of this experiment supports the idea that longer and less predictable passwords are the most secure. The strong passwords in this experiment had the highest entropy values as well as the longest time taken to crack with the brute force estimated time to crack simulation. Based off this, a suggestion is then made to increase the password length to 12-16 characters long.

The second recommendation to be made is the utilization of passphrases and password managers. As discussed in the general literature review in chapter 2, passphrases and password managers can be a great solution to create long and strong passwords without having to remember passwords that are extremely complex. This pushes for convenience as well as great password security.


Further research can also be conducted in the future, which can be useful in helping improve online users’ password security habits. One idea would be to dive deeper into entropy and how closely it reacts to password cracking in more of a real-world scenario, as this experiment was more of a simulation and synthetic based. This would allow comparison of results with real user passwords and real human behavior rather than synthetically generated passwords and will provide more credible results.





[bookmark: _Toc228520196]CHAPTER 7 – Personal Reflection

[bookmark: _Toc228520197]7.1 INTRODUCTION
This chapter discusses a personal reflection throughout the entirety of this project, covering how well the aim and objectives of this experiment had been achieved and any challenges or setbacks that had been faced and how those had been overcome to ensure a well completed project.

[bookmark: _Toc228520198]7.2 AIM REFLECTION

The aim if this experiment was to assess and evaluate the different levels of password strengths by utilizing password cracking techniques in a Python-based simulation with the expectation of demonstrating how weak passwords lead to vulnerability and why password security should be prioritized over convenience. After reflecting on the final outcome of this experiment, the aim was achieved as the final simulation compared against the three different levels of password categories, weak, medium and strong, using dictionary and brute force attack methods within a Python-based simulation. Overall, the experiment succeeded in showing clear differences between the 3 password categories and even clearer results on how vulnerable weak passwords really are.








[bookmark: _Toc228520199]7.3 OBJECTIVES REFLECTION

7.3.1 - Reflection on Objective 1

The first objective of this experiment was to conduct a general literature review of existing research / experiments in relation to the project such as password strengths, cracking techniques, and human password behavior. The purpose of this was to aid in laying down the foundation of understanding and knowledge within the field, building upon already established findings, rather than making a start from limited personal knowledge.

Objective 1 was achieved as general literature review was conducted which built a strong knowledge base and was useful in helping shape the design and the trajectory that the experiment was heading in and the interpretation of the final results.

7.3.2 - Reflection on Objective 2
The second objective was to compare and analyze findings from general literature review, identify patterns and potential gaps to fill in findings and methods used to acquire findings. Objective 2 was also achieved from this experiment. Through reviewing and analyzing literature review on similar research / experiments, common patterns and gaps were identified such as a lack of visual representation of weak and strong passwords as well as a lack of educational feedback on assisting users to help improve better password security habits. Recognizing this aided in positioning this project to bridge those gaps.







7.3.3 - Reflection on Objective 3
Objective 3 was to use Python-based methods like Python libraries and attack methods for testing such as brute force and dictionary attacks to assess the behavior of password cracking techniques across a range of passwords with different levels of strength and complexity. This objective was achieved as this project utilized a python-based simulation to demonstrate password cracking techniques and methods such as the dictionary attack and brute-force attack. Although there were minor setbacks with the brute-force attack simulation, a pivot was made to adjust to problems and provide other solutions to still meet this objective. 

7.3.4 - Reflection on Objective 4
Objective 4 was to evaluate numerical data such as time and number of attempts needed to compromise passwords at various lengths and complexity while also comparing results found in general literature. This objective was only partially met. The experiment recorded results of the crack rate percentage, number of attempts, entropy values, time taken to crack or be stopped out, and estimated time for brute force to be cracked between all three password categories. The main limitation however during this experiment and is why the objective is partially met is because the brute force attack simulation was unable to crack any password due to time and computational power constraints. So rather than direct cracking results, for the brute force attack simulation, an estimated time to crack through brute force was implemented and is why this objective is only partially met.

7.3.5 - Reflection on Objective 5
The last objective of this experiment was to present conclusions and recommendations to promote awareness and understanding of password security and the importance of password security. This object was also achieved. The results of this experiment clearly demonstrated the vulnerability of weak passwords and was able to interpret the results into visual representations which gives practical insight one step further, supporting awareness and understanding of password security.
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A potential challenge faced during the interim viva was that when passwords for the 3 different categories were generated, the problem of the same password being generated could occur. This would be a big issue of not pre-empt as repeated passwords during this experiment would greatly reduce the validity and fairness between the results of the 3 different password categories. To address and mitigate this issue from occurring, password generation rules were checked and tested multiple times to ensure that no passwords were being duplicated throughout the experiment, especially in the final dataset.

The other challenge that was faced during this experiment was that the brute-force attack simulation was unable to directly crack any passwords due to time and computational power constraints. Handling this setback was tuff at first but after formulating some ideas, a pivot had to be made, implementing a similar but different approach to the brute-force attack simulation which allowed the project to still meet its aim and objectives. 

Overall, this project went very well, meeting its aim and objectives that were set at the start of this project as well as providing a useful learning experience towards personal understanding of password security and password cracking techniques.
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	Phase
	Task
	Start Date
	End Date

	PHASE 1
	PROJECT PROPOSAL
	06/10/2025
	20/10/2025

	Phase 1.1
	Topic foundation + research
	07/10/2025

	13/10/2025


	Phase 1.2
	Proposal writing + structure
	14/10/2025

	18/10/2025


	Phase 1.3
	Polish & submit
	19/10/2025

	20/10/2025


	PHASE 2
	INTERIM VIVA
	17/11/2025
	15/01/2026

	Phase 2.2
	Create Introductory Slides including introduction, aim, objectives, etc.
	17/11/2025

	23/11/2025


	Phase 2.3

	Create Literature Review Slides

	24/11/2025

	30/11/2025


	Phase 2.4

	Create Research Methodology Slides

	01/12/2025

	07/12/2025


	Phase 2.5

	Create Design Overview Slides

	08/12/2025

	14/12/2025


	Phase 2.6

	Create Conclusion Slides
	15/12/2025
	 21/12/2025


	Phase 2.7

	Practice for Interim Viva
	01/01/2026

	15/01/2026


	PHASE 3
	FINAL REPORT
	16/01/2026
	01/05/2026

	Phase 3.1
	Environment setup (Python, libraries, IDE)
	19 Jan
	23 Jan

	Phase 3.2
	Password dataset preparation (weak / medium / strong)
	24 Jan
	31 Jan

	Phase 3.3
	Password hashing simulation (hashlib, salting)
	1 Feb
	7 Feb

	Phase 3.4
	Brute-force attack simulation implementation
	8 Feb
	18 Feb

	Phase 3.5
	Dictionary attack simulation implementation
	19 Feb
	28 Feb

	Phase 3.6
	Trial Run & Tweaking Adjustments
	1 Mar
	7 Mar

	Phase 3.7
	Full experimental runs & data collection
	8 Mar
	21 Mar

	Phase 3.8
	Data analysis (time, attempts, entropy comparison)
	22 Mar
	4 Apr

	Phase 3.9
	Data visualization (graphs, tables)
	5 Apr
	12 Apr

	Phase 3.10
	Write results & discussion chapters
	13 Apr
	22 Apr

	Phase 3.11
	Final conclusions & recommendations
	23 Apr
	27 Apr

	Phase 3.12
	Proofreading, formatting & final submission prep
	28 Apr
	1 May
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	PYTHON FILE
	MAIN SCRIPTING FEATURES

	Config.py
	Separate configuration module for experiment settings, reproducibility controls, dynamic dataset naming, and debug output [30] – [32]


	Password_generator.py
	Random password generation, type hints, string variation, passphrase generation, uniqueness control [33] – [35].

	Hasher.py
	SHA-256 hashing, string encoding, hexadecimal digest output [35] – [36].

	Dictionary.py
	Rule-based dictionary attack, timing, string mutations, duplicate filtering [34], [35], [37] – [38].

	Brute_force.py
	Exhaustive guess generation, timing, guess-rate calculation, bounded stopping rules [34], [37] – [40].

	Visualize_results.py
	CSV processing, data grouping, graph plotting, log-scale visualization, image saving [41] – [47].

	Main.py
	Experiment execution, dataset storage, CSV export, statistics, brute-force estimation, summary output [48] – [53].
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The logbook was documented online through the Notion app and contains documentations of work and tasks completed daily and weekly throughout the entirety of this project. 
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APPLICATION FOR ETHICAL APPROVAL

In order for research to result in benefit and minimise risk of harm, it must be conducted
ethically.

undertaken on a systematic basis in order to increase the stock of knowledge, including knowledge of
man, culture and society, and the use of this stock of knowledge to devise new applications”. As such
this covers activities undertaken by members of staff, postgraduate research students, and both taught
postgraduate and undergraduate students working on dissertations/projects.

The individual undertaking the research activity is known as the “principal researcher”.

This form must be completed and approved prior to undertaking any research activity.

SECTION A: About You (Principal Researcher)

1 Full Name: Nino Aguilar

2 Student Number: 2305326

3 Email address: 2305326@student.uwtsd.ac.uk
4 Programme of Study: Networks and Cyber Security

SECTION B: Internal and External Ethical Guidance Materials

Please list the core ethical guidance documents that have been referred to during the completion of
this form (including any discipline-specific codes of research ethics, location-specific dodes of
research ethics, and also any specific ethical guidance relating to the proposed methodology).
Please tick to confirm that your research proposal adheres to these codes and guidelines. You may
add rows to this table if needed.

1 UWTSD Research Ethics & Integrity Code of Practice
2 UWTSD Research Data Management Policy
3 o

SECTION C: Details of Research Activity

Assessing Strengths of Passwords: A Python-Based Simulation of Password

1 Indicative title: Cracking Techniques

2 Proposed start

Prop 21st October 2025 Proposed end | .0 506

date:
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Introduction to the Research (maximum 300 words in each section)

Ensure that you write for a Non-Specialist Audience when outlining your response to the
points below:

Purpose of Research Activity

Proposed Research Question or Hypothesis

Aim of Research Activity

Objectives of Research Activity

How the research activity will be of use to your industrial partner/employer

Purpose of Research Activity

The purpose of this project is to design and develop a Python-based password cracking
simulation that demonstrates the impact of password length, complexity, and entropy on

3 | overall security. By simulating brute-force and dictionary attacks, this project aims to help
users visualise how weak and repetitive passwords can be compromised quickly. The study
supports cybersecurity awareness and emphasises the importance of strong password
creation practices in both personal and professional environments. No personal data or
participants will be used in this project.

Research Question or Hypothesis

How does password length and complexity influence the time and difficulty required to
compromise passwords using brute-force and dictionary attack methods?

Aim of Research Activity

5 | To simulate and analyse password vulnerabilities through automated cracking techniques,
thereby demonstrating how password complexity directly improves security and resistance
to attack.

Objectives of Research Activity
- Develop a Python-based simulation of brute-force and dictionary password attacks.

- Generate synthetic datasets representing passwords of varying strengths and
complexities.

- Record and compare cracking times for each password type.
- Visualise and analyse data to highlight how weak passwords increase security risk.

- Promote user awareness around effective password practices.

Proposed data collection methods (maximum 600 words)

Provide a brief summary of all the methods that may be used in the research activity to collect data,
making it clear what specific techniques may be used. If methods other than those listed in this
section are deemed appropriate later, additional ethical approval for those methods will be needed.
You do not need to justify the methods here, but should instead describe how you intend to collect
the data necessary for you to complete your project.
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This should describe how you intend to collect data. It should not include a discussion of the
theoretical basis for your data collection methods. Please note, that if you intend to collect any
audio/video recordings of interviews with participants then these will be are classified as Personal
Data under GDPR/DPA2018. If you intend to use these then note this in section H.

The data collected will be automatically generated by the Python simulation.
This includes:

¢ Password combinations (synthetic data only)
¢ Time taken to crack each password
*  Password length and complexity category

No human participants will be involved, and no personal or identifiable data will be
processed.

The data will be stored temporarily on a secure, password-protected OneDrive folder and
deleted after assessment.

SECTION D: Scope of Research Activity

Will the research activity include: YES NO
il Use of a questionnaire or similar research instrument? o
2 | Use of interviews? o
3 | Use of focus groups? o
4 Use of participant diaries? o
5 Use of video or audio recording? u]
6 Use of computer-generated log files? o
7 Participant observation with their knowledge? o
8 Participant observation without their knowledge? o
9 gt):rt‘::::g) personal or confidential information without the participants’ specific o
10 ;\:minis.tration of any question§, test stimuli, presentaltion that may be experienced o

physically, mentally or emotionally harmful / offensive?

11 | Performance of any acts which may cause embarrassment or affect self-esteem? o
12 | Investigation of participants involved in illegal activities? o
13 | Use of procedures that involve deception? o
14 | Administration of any substance, agent or placebo? o
15 | Working with live vertebrate animals? u]
16 | Procedures that may have a negative impact on the environment? o
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17 Other primary data collection methods. Please indicate the type of data collection
method(s) below.

Details of any other primary data collection method: o

(this box should expand as you type)

If you have ticked NO to every question then the research activity is (ethically) low risk and you may skip
section E and continue to section F.

If YES to any question, then no research activity should be undertaken until full ethical approval has been
obtained.

SECTION E: Intended Participants

Who are the intended participants:
YES

1 | Students or staff at the University? u]

2 | Adults (over the age of 18 and competent to give consent)? o

3 | Vulnerable adults? o

4 Children and Young People under the age of 18? (Consent from Parent, Carer or
Guardian will be required)

5 | Prisoners? o

6 | Young offenders? u]

7 Those who could be considered to have a particularly dependent relationship with
the investigator or a gatekeeper?

o
S8 888 8 Q3

8 | People engaged in illegal activities? u]

Others. Please indicate the participants below, and specifically any group who
9 | may be unable to give consent.

=}
<

Details of any other participant groups:
Complete this only if your participants cannot give consent. This includes animals.

(this box should expand as you type)

Participant numbers and source
Provide an estimate of the expected number of participants. How will you identify participants and
how will they be recruited?

Ballpark figures are fine, but make sure that you explain how you

Liow{manylparticlpantslare will identify and contact your participants.

10 | expected?
0

1 Who will the participants be?

(this box should expand as you type)
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12 How will you identify the
participants?
(this box should expand as you type)

Information for participants:
YES NO N/A

13 Will you describe the main research procedures to participants in

advance, so that they are informed about what to expect? = -

14 | Will you tell participants that their participation is voluntary? o u]

15 | Will you obtain written consent for participation? o u]

1o | you tistopriiperts that il s patpae 1 the 5 | o
(if relevant)?

17 If the research is observational, will you ask participants for their
consent to being observed?

o
o
<)

18 Will you tell participants that they may withdraw from the research at
any time and for any reason?

19 With questionnaires, will you give participants the option of omitting
questions they do not want to answer?

o
o
e g

20 Will you tell participants that their data will be treated with full
confidentiality and that, if published, it will not be identifiable as theirs?

21 Will you debrief participants at the end of their participation, in a way
appropriate to the type of research undertaken?

o
o
<)

22 | If NO to any of above questions, please give an explanation

You should be able to tick YES for all of these questions. If not, then explain why not in this box.

No participants involved.
(this box should expand as you type)

Information for participants: YES NO N/A
24 | Will participants be paid? o u]
25 | Is specialist electrical or other equipment to be used with participants? o o
Are there any financial or other interests to the investigator or
25 University arising from this study? o &
27 Will the research activity involve deliberately misleading participants in o o
any way, or the partial or full concealment of the specific study aims?

28 | If YES to any question, please provide full details

You should be able to tick NO for most of these questions. For any cases that you have ticked YES
then provide details in this box. If you are using cameras/voice recorders to record interviews then
please state that in this box

No participants involved.

(this box should expand as you type)
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SECTION F: Anticipated Risks

Outline any anticipated risks that may adversely affect any of the participants, the
researchers and/or the University, and the steps that will be taken to address them.

Risks to participants

For example: sector-specific health & safety, emotional distress, financial disclosure, physical harm,
transfer of personal data, sensitive organisational information. If you have identified in section D
that there are no participants then enter N/A and go skip to question 3.

Risk to participants: How you will mitigate the risk to participants:
There are always risks. Do not write N/A unless
you have no participants.

N/A (this box should expand as you type)
(this box should expand as you type)

If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity,
drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give
details of the procedures to deal with these issues, including any support/advice (e.g. helpline
numbers) to be offered to participants. Note that where applicable, consent procedures should
make it clear that if something potentially or actually illegal is discovered in the course of a project,
it may need to be disclosed to the proper authorities

(this box should expand as you type)

Risks to the investigator
For example: personal health & safety, physical harm, emotional distress, risk of accusation of
harm/impropriety, conflict of interest

Risk to the investigator: How you will mitigate the risk to the investigator:
There are always risks. Do not write NA.
Regular breaks and time management.

Minimal - The only risks relate to increased
screen time and workload.

University/Employer risks
For example: adverse publicity, financial loss, data protection

Risk to the University or your Employer: How you will mitigate the risk to the University or your
There are always risks. Do not write NA. Employer:

None. The project does not involve real user

data or access to restricted systems.
Y (this box should expand as you type)

Environmental risks
For example: accidental spillage of pollutants, damage to local ecosystems

Risk to the environment: How you will mitigate the risk to environment:
You may write NA if there are no research- .
related environmental risks. Driving to the Keep laptop safe at all times

university does not count as a risk.
(this box should expand as you type)

Personal laptop can be damaged

SECTION G: Feedback, Consent and Confidentiality

If you have identified in section D that there are no participants then enter skip this section and continue to
section H.

September 2023 6 Ethical Approval Form — SoAC Students Only
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Feedback
What de-briefing and feedback will be provided to participants, how will this be done and when?

You don’t need to email your participants with your final report. A good alternative is to set up an
email address that they will be able to contact for further details or results.

(this box should expand as you type)

Informed consent

Describe the arrangements to inform potential participants, before providing consent, of what is
involved in participating. Describe the arrangements for participants to provide full consent before
data collection begins. If gaining consent in this way is inappropriate, explain how consent will be
obtained and recorded in accordance with prevailing data protection legislation.

If you are using a paper questionnaire then you should have the participants sign an appropriate
consent form. These forms will count as personal data and should be noted as such in section J.
If you are using an online questionnaire, then you should have a screen before the questions start
that acts as a consent form, informing participants that by clicking on the NEXT button they are
providing consent.

(this box should expand as you type)

Confidentiality / Anonymity
Set out how anonymity of participants and confidentiality will be ensured in any outputs. If
anonymity is not being offered, explain why this is the case.

Do not collect names unless you really need them. Do not name participants or organisations in
any research publications (including the thesis) without their explicit permission.

All data are synthetic and anonymized by design.

SECTION H: Data Protection and Storage

Does the research activity involve personal data (as defined by the General
Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018 YES NO
“DPA”)?

“Personal data” means any information relating to an identified or
identifiable natural person (‘data subject’). An identifiable natural
person is one who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or o
more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person. Any
video or audio recordings of participants is considered to be
personal data.

If YES, provide a description of the data and explain why this data needs to be collected:

This includes audio/video data of participants, but can also include IP addresses and usernames.
Names, addresses and emails also count, as do consent forms.

(this box should expand as you type)

Does it involve special category data (as defined by the GDPR)? YES NO

September 2023 7 Ethical Approval Form — SoAC Students Only
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v [ password_strength_prototype ~/PycharmProjects/password_strength_prototype
> [J.venv
> [Dgraphs
v [Osrc
v [3) attacks
@ _init_.py
2 brute_force.py
2 dictionary.py
[ data
v [&J generation
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2 password_generator.py
v [ hashing
@ _init_.py
2 hasher.py
v [ utils
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2 entropy.py
2 timers.py
2 config.py
{} dataset_seed49_n30.json
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= results_seed49_n30.csv
2 visualize_results.py
> (b External Libraries
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“Special category data” means sensitive personal data consisting of
information as to the data subjects’—

(a) racial or ethnic origin,

(b) political opinions,

(c ) religious beliefs or other beliefs of a similar nature,

3 (d) membership of a trade union (within the meaning of the Trade o
Union and Labour Relations (Consolidation) Act 1992), .
(e) physical or mental health or condition,
(f) sexual life,
(g) genetics,
(h) biometric data (as used for ID purposes),
If YES, provide a description of the special category data and explain why this data needs to be
collected:
What counts as ‘sensitive’ will differ between cultures. Any information on behaviour that is not in
accordance with cultural norms would count as sensitive personal data.
4
(this box should expand as you type)
Will data from the research activity (collected data, drafts of the thesis, or | YES NO
materials for publication) be stored in any of the following ways?
5 | Manual files (i.e. in paper form)? =
6 | University computers? D
7 | Private company computers? b
8 | Home or other personal computers? :
9 | Laptop computers/ CDs/ Portable disk-drives/ memory sticks? =
10 | “Cloud” storage or websites? y
1 Other — specify: o o
For all stored data, explain the measures in place to ensure the security of the data collected, data
12 | confidentiality, including details of backup procedures, password protection, encryption,
anonymisation and pseudonymisation:
If possible, save your data on computers that are secure and regularly backed up. Many cloud
services only provide GDPR-compliant storage for business customers. An example of suitable text
is given below.
All data will be kept in password protected cloud storage on the University Office 365 system which
will not be shared. Audio/visual data will be transcribed and would be shown to participants to
check accuracy of reporting. Any USB sticks used to store or transfer data will be password
protected. All participants will be given a unique identifier to ensure confidentiality and this list will
be kept securely in the password protected folder.
(this box should expand as you type)
Data Protection
Will the research activity involve any of the following activities: YES NO
13 | Electronic transfer of data in any form? u]

September 2023 8 Ethical Approval Form — SoAC Students Only
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14 tSer;a:rr]i’r)lg of data with others at the University outside of the immediate research o
15 | Sharing of data with other organisations beyond the University? o
16 | Export of data outside the UK or importing of data from outside the UK? o
17 | Use of personal addresses, postcodes, faxes, emails or telephone numbers? o
18 | Publication of data that might allow identification of individuals? o
19 If YES to any question, please provide full details, explaining how this will be conducted in

accordance with the GDPR and Data Protection Act (2018) (and/or any international equivalent):

This includes data such as drafts of your thesis as well as experimental or survey data. An example
of suitable text is given below.

All data will be encrypted and kept in password protected cloud storage on the University Office 365
system which will not be shared. Any USB sticks used to store or transfer data will be password
protected. All data transfers will be encrypted and password protected. All participants will be given
a unique identifier to ensure confidentiality and this list will be kept securely in the password
protected folder. The data will be stored until the completion of the project and then deleted. In
accordance with the DPA2018, participants will have the right to ask to see what data is held
relating to them, and this data will be deleted immediately if the participant requests this, in which
case the data will not be used in the project.

(this box should expand as you type)

20

List all who will have access to the data generated by the research activity:

Normally the principal researcher, possibly also the supervisor and, if the project has an industrial
partner, a representative of that partner. Possibly also external examiner or second marker?

Just principal researcher and possibly supervisor

21

List who will have control of, and act as custodian(s) for, data generated by the research activity:

Usually the principal researcher.

The principal researcher

22

Give details of data storage arrangements, including security measures in place to protect the data,
where data will be stored, how long for, and in what form.

All data will be encrypted and kept in password protected cloud storage on the University Office 365
system which will not be shared. Any USB sticks used to store or transfer data will be password
protected, and will be reformatted at the end of the project in order to destroy the data. The data will
be stored until the completion of the project and then deleted.

All generated data (simulation logs, password results, graphs) will be stored securely in a
password-protected folder on the University’s Office 365 OneDrive system. Files will be
encrypted and deleted after the project’'s completion in May 2026. No personal data will be
processed or shared.

22

Confirm that you have read the UWTSD guidance on data management (see

23

https://www.uwtsd.ac.uk/library/research-data-management/)
Confirm that you are aware that you need to keep all data until after your
research has completed or the end of your funding

SECTION I: Declaration

September 2023 9 Ethical Approval Form — SoAC Students Only
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The information which | have provided is correct and complete to the best of my knowledge. | have
attempted to identify any risks and issues related to the research activity and acknowledge my
obligations and the rights of the participants.

In submitting this application | hereby confirm that | undertake to ensure that the above named
research activity will meet the University’s Research Ethics and Integrity Code of Practice which is
published on the University's website: https://www.uwtsd.ac.uk/media/uwtsd-website/content-
assets/documents/research/REICoP-July-2022.pdf

Date: 8/10/2025
1 | Signature of applicant: Nino Aguilar

FOR INTERNAL USE ONLY:

Ethical approval given
Date:
1 | Signature of assessor:
2 | Name:
3 |Role: Module Leader, Essential Research Methods (Bridging Course)
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Independant Log Book

v 06/12/2025
e Completed Chapter 1

o Tweaking and improving title, visual layout / structure, introduction and verbaige
within the aims and objectives

o Ensuring that the title, aims and objectives all allign with one another
o Changing verbaige from developing to assessing / evaluating
o Have more clarity on exactly how my project is going to pan out
e What to work on next:
o Make a start on the presentation
o Make a start on Chapter 2 for the Final Report Draft (general literature review)
o Read Book Resources
e Questions:

o How similar is the intro aims and objectives going to be with my proposal - is it
okay if i keep most of it the same? (of course except the improvement snad
changes needed to be made for improvement)
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v 10/12/2025

Meeting w/ Carlene:

o AIM:

o remove bridge the gap in aim

o make it shorter

o Fullstop after passwords. This will be done by xyz...
e INTERIM VIVA - PRESENTATION:

o Introis calm

o Aim and objectives after intro

o In What's This Project About:

= Change python based testing methods?? maybe not - be clear about
research method later on

o Literature review:
= General Knowlesge anout password Security:
e Research on Attack methods: Brute force attacks and Dictionary attacks
e Techniues to harden password security
e Encryption

= Conduct similar research [ expiriment and benchmark results towards
research [ experiment = gove reason and justify and cross reference

o What | plan to Achieve:
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o What | plan to Achieve:
= Qutline where i want to go beyond the degree - think about the future
o Research and Methodology + Block diagram needs to be completed

o Research more attack methods - is the two brute force attacks enough to collect
data

o Project Objectives:
= Analysing logs as well

= Use a monitoring tool to collect data (network scanning analysis tool to look
at headers?) - Wireshark while carrying out experiment
e TODO:

o Watch video guest lectures to enhance knowledge + make notes to see how i can
enhance mv broiect
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11/12/2025
e Focussing on improving literature review in final draft report:
o Discussing different types of attacks
o Discussing different types of password hardening techniques
15/12/2025
e Completing Literature review:

o Making a start on conducting research on similar experiments related to my
project to identify gaps / limmitations and pattern

o Mainly looking for similar papers and choosing which three would suit best for this
section for the literature review

17/12/2025

e Focussing on first two similar research [ papers and disecting and analysing the
experiments / research conducted and how it relates to my project

e Made some good progress and completed first paper study
18/12/2025
e Focussing on completing research on last study.

e Literatire review on related studies complete and onto comparing and finalizing the
literature review.

® Created a table to show a comparative analysis between the three studies and
identified certain gaps which i can potentially bridge into my project

19/12/2025

e Continued working on interim viva presentation and transferring what | have
compoleted in the literature review in the final draft report into my presentation.
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v 20/12/2025

Made a start on chapter 3 for the final draft report - overview of methodology

v Week: 05/01/2026 - 11/01/2026

Focussing on completing overview of methodology in final draft report

Transferred researxch methodology of what was completed into final draft report into
interim viva presentation

Created a block diagram to show a visual representation of what the experiment could
look like

Completed presentation and made a start on practicing

Practicing daily to prep for the presentation

v Week: 12/01/2026-18/01/2026

refining presentation based off feedback from Carlene
dialling in my presentation and practicing daily

Interim viva presnetation complete!

v Week: 26/01/2026- 08/02/2026

Making a start on the intial prototye and playing aroud with python and doing some test
runs to see how | could play this out

Ran through a lot off errors and setbacks so had to re-adjust and re-start a couple times

v Week: 09/02/2026 - 22/02/2026

Created inital prototype

However a bit lost on where | am going with the project and the angle | need to take
with it?
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v 10/03/2026

Today the password strength simulation was refined to improve the validity and
interpretability of the experiment. The output in main.py as updated so each row now
shows the exact target password and matched guess, rather than only the password
category. A password pattern classifier was also added to label structures such as
word+digits mixedcase+digits and passphrase_style. The strong password generator in
password_generator.py as then redesigned so the strong category now includes both
random complex passwords and passphrase-style passwords. The passphrase detection
logic in the output was updated accordingly. To make comparison within the strong
category fairer, the strong length range was standardised to 16—-20 characters so that
random-complex and passphrase-style passwords could be compared at similar lengths.
The frozen dataset was regenerated so the new generator logic would take effect. These
changes were made to strengthen alignment with the project objectives and to create
results that are clearer to analyse in the final report.
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v 11/03/2026

Today thle password strength experiment was advanced from console-based prototype
output into a more structured analysis workflow. CSV export was added in main.py o that
full experiment results could be saved and reused. A new visualize_results.py script was
then created using pandas and matplotlib to automatically generate graphs from the CSV
data, including crack rate, attempts, entropy, and brute-force estimates. After reviewing
the first graphs, the experiment was scaled up by increasing the number of passwords per
category and repeating runs with different random seeds to check whether the observed
patterns remained stable. The dictionary attack was also reviewed and refined so that it
followed a clearer bounded rule-based guessing model. Later runs showed a more realistic
pattern in which weak passwords were consistently the most vulnerable, medium
passwords were more resistant, and strong passwords remained the most resistant. The
main purpose of these changes was to improve the quality, interpretability, and report-
readiness of the experiment while keeping the methodology safe and academically
justifiable.

v 20/03/2026

e Meeting w. Carlene
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00 . password_strength_prototype “  Version control v

[0 — @ configpy x
o 1 # src/config.pyl
8o
# ___________________________
# Experiment mode
# ___________________________
# "FROZEN" = use the existing dataset json file (reproducible, same passwords every run)

# "MULTI_RUN"= generate fresh random datasets repeatedly (for theme/pattern analysis)
MODE = "FREEZE" # <-- switch between "FROZEN" and "MULTI_RUN"

RANDOM_SEED = 49

# How many passwords to generate per category (FROZEN + per-run in MULTI_RUN, depending on main.py)
N_PER_CATEGORY = 30 # keep small while testing; increase later (e.g., 100, 500, 1600)

# How many runs in MULTI_RUN mode (only used if your main.py reads this)
N_RUNS = 18 # e.g., 10 now; 30/50+ later

# If your MULTI_RUN uses a changing seed, this increments per run: (RANDOM_SEED + run_index)
SEED_INCREMENT_PER_RUN = True

# ___________________________
# Password length ranges
# ___________________________
@ s WEAK_LEN_RANGE = (5, 8)
MED_LEN_RANGE = (8, 10)
g STRONG_LEN_RANGE = (16, 20)
> B oo
# Character sets
GJ S S
LOWER = "abcdefghijklmnopgrstuvwxyz"
@ UPPER = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"
?_9 DIGITS = "0123456789"

SYMBOLS = "!@#$%"&x()-_=+[1{};:,.?2/"
0 password_strength_prototype > src > @@ config.py

1:16 LF UTF-8

CurrentFile v [> £ & Q

4 spaces

V2 A v

Python 3.13 (password_strength_prototype)

G

&
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v 24/03/2026
e Simulation complete
® Included graph to benchmark with similar research / results
® Made a start on final draft report implementation section
e Next Tasks:
o Complete Chapter 4 - by end of march

o Move to chapter 5 discussing results / benchmarking / comparing - by halfway
through april

o Conclusion
o Complete!
v 25/03/2026
e |ndependent Project Focus - Chapter 4
v 30/03/2026 - 05/04/2026
e Focusing on completing chapter 4 in final draft report
v 06/04/2026 - 12/04/2026
e Focussing on completing chapter 5
v 13/04/2026 - 19/04/2026
e Chapter 5 Complete
e Focusing on making a start on chapter 6 - Conclusions & Recommendations
v 20/04/2026 - 26/04/2026

e Focusing on chapter 6 & making a start on chapter 7
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v 27/04/2026-30/04/2026
e Chapter 6 & 7 complete

e working on final touches and polishing up final report
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() @ . password_strength_prototype “  Version control v

'I' — 2 _init_.py

[=]
(]=]

T O 0@ @ D

0 password_strength_prototype > src > generation > @ password_generator.py

v

def

def

72 password_generator.py x

generate_strong(n: int) -> List[str]:

Strong category = mixture of:
- random complex passwords
- passphrase-style passwords

nun

out = set()

n_passphrase = n // 2
n_random = n - n_passphrase

1 usage

for pw in generate_strong_random(n_random) :

out.add(pw)

for pw in generate_strong_passphrase(n_passphrase):

out.add(pw)

# Very small fallback in case overlap somehow reduced count

attempts = 0

while len(out) < n:
attempts += 1
if attempts > 100000:

raise RuntimeError("Strong generator stuck while topping up unique passwords.")

extra = generate_strong_random(1)[0]

out.add(extra)

return list(out)

generate_dataset() -> Dict[str, List[str]]:

random.seed(config.RANDOM_SEED)
return {

"weak": generate_weak(config.N_PER_CATEGORY),
"medium": generate_medium(config.N_PER_CATEGORY),
"strong": generate_strong(config.N_PER_CATEGORY),

3 usages

LF UTF-8 4 spaces

Current File v

b &

="

Python 3.13 (password_strength_prototype)
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def generate_weak(n: int) -> List[str]: 1usage
Weak: common word-based passwords with small predictable variations.
Includes a mix of:
- lowercase word + 1-2 digits
- capitalised word + 1-2 digits
- lowercase word + simple separator + 1 digit

Still intentionally weak, but less perfectly uniform.

nun

out = .()

candidates = [w for w in SAFE_BASE_WORDS if w.islower()]
separators = ["_", ".", n_u
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# src/hashing/hasher.py
import hashlib

def sha256_hash(text: str) -> str: 8usages
return hashlib.sha256(text.encode("utf-8")).hexdigest()
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def dictionary_attack( 3 usages
target_hash: str,
*

base_words: List[str],

hash_fn: HashFn,

max_attempts: int = 200_000,

include_years: bool = True,
v) -> Dict[str, object]:

) nun

Prioritised rule-based dictionary attack.
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--- Stats: WEAK / brute_force ---
Runs: 30 | Cracked: 0 | Crack rate: 0.0%
Attempts: median=200000.0 | avg=200000.0
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def estimate_times_seconds(length: int, charset_size: int, guess_rate: float, victim_worst_p: float = 0.10) -> Tuple[float, float]: 2usages

nun

Returns:
expected_time (50% of keyspace)
victim_worst_time (p of keyspace, default 10% => fast crack scenario)
if guess_rate <= 0 or length <= 0 or charset_size <= 1:
return float("inf"), float("inf")

total = charset_size ** length

expected = (total * 0.5) / guess_rate

victim_worst = (total * victim_worst_p) / guess_rate
return expected, victim_worst
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def print_category_stats(- List[dict], category: str, attack: str) -> None: 2usages
rows = [r for r in results if r["category"] == category and r["attack"] == attack]
if not rows:
return
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-s.append({

"category": category,
"target_password": pw,
"pattern_type": pattern_type,
"attack": "dictionary",
"cracked": bool(dict_
"attempts": int(dict
"time_seconds": float(dict 0.0)),

"stop_reason": dict .get("stop_reason", dict_-.get("stop", "unknown")),
"found_password": dict_| .get("found_password", None),

"length": length,

"R": R,

"entropy_bits": entropy_bits,

"guess_rate": None,

"est_expected": None,

"victim_worst_10": None,

.get("cracked", False)),

ip)
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csv_file = -_results_to_csv(r‘esu'l.ts)

print("\n[INFO] Batch run complete.")
print(f"[INFO] Results -ed to CSV: {csv_file}")
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def load_results(csv_path: str) -> pd.DataFrame: 1usage
df = pd.read_csv(csv_path)

# Ensure expected numeric columns are numeric
numeric_cols = [

"attempts",

"time_seconds",

"length",

R,

"entropy_bits",

"guess_rate",

"est_expected",

"victim_worst_10",




image17.png
--- Stats: WEAK / brute_force ---
Runs: 30 | Cracked: 0 | Crack rate: 0.0%
Attempts: median=200000.0 | avg=200000.0
Time: median=0.000000s | avg=0.008694s
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--- Stats: MEDIUM / brute_force ---
Runs: 30 | Cracked: 0 | Crack rate: 0.0%
Attempts: median=200000.0 | avg=200000.0
Time: median=0.000000s | avg=0.009871s
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--- Stats: STRONG / brute_force ---
Runs: 30 | Cracked: 0 | Crack rate: 0.0%
Attempts: median=200000.0 | avg=200000.0
Time: median=0.000000s | avg=0.009308s
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Process finished with exit code 0
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/Users/ninoaguilar/PycharmProjects/password_strength_prototype/.venv/bin/python /Users/ninoaguilar/PycharmProjects/password_strength_prototype/src/main.py
[DEBUG] config imported from: /Users/ninoaguilar/PycharmProjects/password_strength_prototype/src/config.py

[DEBUG] config.MODE = FREEZE

[DEBUG] config.FROZEN_DATASET_FILENAME = dataset_seedé69_n30.json

[DEBUG] config imported from: /Users/ninoaguilar/PycharmProjects/password_strength_prototype/src/config.py

[DEBUG] config.MODE = FREEZE

[DEBUG] config.MODE (raw) = 'FREEZE'

[DEBUG] MODE (normalized) = FREEZE

[INFO] Using frozen dataset file: dataset_seedé9_n30.json

=== Measuring brute-force guess rate (probe) ===
WEAK: approx 2057461 guesses/sec
MEDIUM: approx 996809 guesses/sec
STRONG: approx 736458 guesses/sec
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WEAK (all rows)
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=== MEDIUM (all rows) ===

Category | TargetPassword | PatternType | Attack | Cracked | MatchedGuess | Attempts | Time(s) | Stop | Len | R | Entropy(bits) | GuessRate
--------- B i et R e R e att EEE L BT R PR
medium | OraNge-53 | word+digits+symbol | dictionary | NO | - | 143106 | 0.081598 | search_space_exhausted | 9 | 62 | 53.59 | -
medium | OraNge-53 | word+digits+symbol | brute_force | NO | - | 200000 | 0.084983 | max_attempts | 9 | 62 | 53.59 | 2353404
medium | DRAgon-57 | word+digits+symbol | dictionary | NO | - | 143106 | 0.083918 | search_space_exhausted | 9 | 62 | 53.59 | -
medium | DRAgon-57 | word+digits+symbol | brute_force | NO | - | 200000 | 0.106633 | max_attempts | 9 | 62 | 53.59 | 1875598
medium | cOfFEE_38 | word+digits+symbol | dictionary | NO | - | 143106 | 0.107234 | search_space_exhausted | 9 | 62 | 53.59 | -
medium | cOfFEE_38 | word+digits+symbol | brute_force | NO | - | 200000 | 0.104527 | max_attempts | 9 | 62 | 53.59 | 1913388
medium | wEak_614 | word+digits+symbol | dictionary | NO | - | 143106 | 0.100407 | search_space_exhausted | 8 | 62 | 47.63 | -
medium | wEak_614 | word+digits+symbol | brute_force | NO | - | 200000 | 0.000000 | estimated_only | 8 | 62 | 47.63 | 996809
medium | SummeR.03 | word+digits+symbol | dictionary | NO | - | 143106 | 0.089111 | search_space_exhausted | 9 | 62 | 53.59 | -
medium | SummeR.03 | word+digits+symbol | brute_force | NO | - | 200000 | 0.000000 | estimated_only | 9 | 62 | 53.59 | 996809
medium | ORANGE_774 | word+digits+symbol | dictionary | YES | ORANGE_774 | 92305 | 0.069836 | match | 10 | 62 | 59.54 | -
medium | ORANGE_774 | word+digits+symbol | brute_force | NO | - | 200000 | 0.000000 | estimated_only | 10 | 62 | 59.54 | 996809
medium | DraGOn895 | word+digits | dictionary | NO | - | 143106 | 0.198288 | search_space_exhausted | 9 | 62 | 53.59 | -
medium | DraGOn895 | word+digits | brute_force | NO | - | 200000 | 0.000000 | estimated_only | 9 | 62 | 53.59 | 996809
medium | ShAdow_75 | word+digits+symbol | dictionary | NO | - | 143106 | 0.110125 | search_space_exhausted | 9 | 62 | 53.59 | -
medium | ShAdow_75 | word+digits+symbol | brute_force | NO | - | 200000 | 0.000000 | estimated_only | 9 | 62 | 53.59 | 996809
medium | SUMMER.69 | word+digits+symbol | dictionary | YES | SUMMER.69 | 51700 | 0.066077 | match | 9 | 62 | 53.59 | -
medium | SUMMER.69 | word+digits+symbol | brute_force | NO | - | 200000 | 0.000000 | estimated_only | 9 | 62 | 53.59 | 996809
medium | HelLo-141 | word+digits+symbol | dictionary | NO | - | 143106 | 0.102689 | search_space_exhausted | 9 | 62 | 53.59 | -
medium | HelLo-141 | word+digits+symbol | brute_force | NO | - | 200000 | 0.000000 | estimated_only | 9 | 62 | 53.59 | 996809
medium | cofFee.00 | word+digits+symbol | dictionary | NO | - | 143106 | 0.093899 | search_space_exhausted | 9 | 62 | 53.59 | -
medium | cofFee.00 | word+digits+symbol | brute_force | NO | - | 200000 | 0.000000 | estimated_only | 9 | 62 | 53.59 | 996809
medium | DraGoN714 | word+digits | dictionary | NO | - | 143106 | 0.182659 | search_space_exhausted | 9 | 62 | 53.59 | -
medium | DraGoN714 | word+digits | brute_force | NO | - | 200000 | 0.000000 | estimated_only | 9 | 62 | 53.59 | 996809
medium | OPANGE_82 | word+digits+symbol | dictionary | NO | - | 143106 | 0.150515 | search_space_exhausted | 9 | 62 | 53.59 | -
medium | OPANGE_82 | word+digits+symbol | brute_force | NO | - | 200000 | 0.000000 | estimated_only | 9 | 62 | 53.59 | 996809
medium | ADMIN_362 | word+digits+symbol | dictionary | YES | ADMIN_362 | 40293 | 0.039408 | match | 9 | 62 | 53.59 | -
medium | ADMIN_362 | word+digits+symbol | brute_force | NO | - | 200000 | 0.000000 | estimated_only | 9 | 62 | 53.59 | 996809
medium | hE110.782 | word+digits+symbol | dictionary | NO | - | 143106 | 0.128555 | search_space_exhausted | 9 | 62 | 53.59 | -
medium | hE110.782 | word+digits+symbol | brute_force | NO | - | 200000 | 0.000000 | estimated_only | 9 | 62 | 53.59 | 996809
medium | oraNge.156 | word+digits+symbol | dictionary | NO | - | 143106 | 0.093867 | search_space_exhausted | 10 | 62 | 59.54 | -
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--- Stats: WEAK / dictionary ---

Runs: 30 | Cracked: 21 | Crack rate: 70.0%
Attempts: median=2769.0 | avg=43976.7
Time: median=0.001617s | avg=0.032384s

--- Stats: WEAK / brute_force ---

Runs: 30 | Cracked: 0 | Crack rate: 0.0%

Attempts: median=200000.0 | avg=200000.0

Time: median=0.000000s | avg=0.010668s

EstExpected: median=5hrs 19mins | avg=3days 13hrs 7mins
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--- Stats: MEDIUM / dictionary ---

Runs: 30 | Cracked: 3 | Crack rate: 10.0%
Attempts: median=143106.0 | avg=134938.7
Time: median=0.079932s | avg=0.084470s

--- Stats: MEDIUM / brute_force ---

Runs: 30 | Cracked: 0 | Crack rate: 0.0%
Attempts: median=200000.0 | avg=200000.0
Time: median=0.000000s | avg=0.010169s
EstExpected: median=110years | avg=1,202years
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--- Stats: STRONG / dictionary ---

Runs: 30 | Cracked: 0 | Crack rate: 0.0%
Attempts: median=143106.0 | avg=143106.0
Time: median=0.074894s | avg=0.076107s

--- Stats: STRONG / brute_force ---

Runs: 30 | Cracked: 0 | Crack rate: 0.0%

Attempts: median=200000.0 | avg=200000.0

Time: median=0.000000s | avg=0.008689s

EstExpected: median=40,099,682,841,966,078,328,832years | avg=1,505,106,398,280,497,760,305,152years
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def -_r'esu'l.ts_to_csv(r'ows: List[dict]) -> str: 1usage
-s experiment results to CSV for later analysis.
Returns the filename used.

nun

fname = results_filename()

fieldnames = [
"category",
"target_password",
"pattern_type",
"attack",
"cracked",
"found_password",
"attempts",
"time_seconds",
"stop_reason",
"length",
"R,
"entropy_bits",
"guess_rate",
"est_expected",
"victim_worst_10",
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3 import - as pd

import matplotlib.pyplot as plt
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