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[bookmark: _Toc165559303]Abstract
This coursework was used to explore and learn about cybersecurity, including some of the preventative measures that can be used to protect people from attacks, as well as the attacks themselves and what they can do. During this time, I managed to gain valuable information about the different preventative measures that I was unaware of, while reinforcing my knowledge on the measures I was already familiar with. This also included some well needed information about different attacks that are used, and gave useful tools that I did not know about. 
As well as this, I put the information learned to the test using various online training programs to solidify my knowledge, which you will be able to see the certificates for.
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For this coursework I was asked to look over several different tools and research different resources to find out more about cybersecurity. This included looking at the NIST Cybersecurity framework, designed to help businesses and companies understand cybersecurity. I was also asked to go over two tools, Nmap and Wireshark, and write about how they work and how they can be used by hackers. This followed into looking over two different cyber-attacks, WannaCry and TeleRAT, and explaining the damage that was caused, and how the attacks were even possible. I finally was asked to explain two different types of attacks, including how they operate, who would be a target, and preventative measures possible.
This led on to me creating a network diagram to demonstrate different network principles and finally doing some extra online learning tools for some extra information.
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The NIST (National Institute of Standards and Technology) cybersecurity framework is used to help businesses and companies better manage and understand cybersecurity, its risks, and provides guidelines based on five different elements: Identify, Protect, Detect, Respond, and Recover. [1]

Identify is the first element of the framework, and helps the businesses involved to understand cybersecurity risks to their specific systems, data and assets. It is essential for businesses to understand their specific assets, as this can greatly help find the most dangerous threats that can cause damage to the confidentiality, integrity, and availability to the systems. This can be done through conducting vigorous risk assessments, helping to produce a priority list for threats and potential safeguards against those threats. 
Protect is the second element of the NIST Framework. This follows on from the Identify stage, and this includes implementation of the safeguards against priority threats. This includes controlling who can log onto the network and use certain devices, using encryption software for sensitive data for added security, having regular data backups, and most importantly, teaching employees proper safety policies and security awareness training. These helps safeguard data by reducing access to data and assets, and if those systems were to be compromised, all essential and personal data is kept hidden with the encryption mechanism. [2]
The third element of the framework is Detect. Despite methods explained in the protect element, businesses must still prepare for the fact that cyber threats can still happen, and they can be deadly if not dealt with quickly. This is where detect is useful. By implementing sever monitoring systems, detection tools and firewalls, the company can see in real time suspicious behaviour, and can quickly react to that behaviour. By detecting threats early, the severity of the impact to the system is greatly reduced, and can even prevent damage from occurring. 
Respond is the 4th element of this framework. If a threat was not thwarted in time, or gained access to personal and sensitive information, there must be a plan of action in place that must be executed as soon as possible. This can involve shutting down certain parts of the system to contain and deal with the threat, trying to restore to normal working conditions as soon a possible, and coordinating with those potentially affected. In some cases, forensic evidence should be preserved, to help understand how the threat was able to affect the system, and help develop a prevention to that method.
The last method is Recover this is where once the threat has been dealt with and addressed, the main concern should be on recovery and restoration of affected systems. This can be done from restoring backups, implementing additional security measures and patches. Personal and private data should be focused on first, followed by less essential systems. [3]
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During the reconnaissance stage of a cyber kill chain, attackers gather information about the target to pinpoint vulnerabilities and weaknesses of a network. Nmap and Wireshark are two different networking tools that usually enable users to perform network troubleshooting, however, can be used by hackers to gain information about the target network and its traffic, providing information not normally available to the public.
Nmap, or Network Mapper, is an open-source utility for determining available hosts on a network, the services those hosts provide, and target information about the host. [4] Nmap uses raw IP packets to determine the available hosts, and can even determine OS used by the host, and the ports that are currently being used by the hosts. This means that Nmap acts as a broad scout, allowing the attackers to determine what specific ports and services are being used, and potentially exploit those known vulnerabilities in the next stages of their attack.
Wireshark is a network protocol analyser, meaning that it can capture data packets, filters those data packets and will provide a visualisation of that data packet. This allows attacks to deploy Wireshark into a network, and set specific filters for potential exploitable threats, and can then use the data captured to see many different types of information, including protocols being used, active hosts on a network and sensitive information in a cleartext format. In the wrong hands this can be very dangerous, and can be used to cripple a network if unprepared. 
While both Nmap and Wireshark are both used for reconnaissance, the methods each of these tools use are quite different, allowing for a greater range of information known about the targeted network. Nmap helps to identify hosts and services that are currently being run on a network, while Wireshark directly analyses the network traffic to extract vital information about the network. Using these tools together allow an attacker to gain valuable information about a target and provides help for the next stages of an attack based on the information gathered  
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WannaCry and TeleRAT are examples of malware, malicious software that McAfee [5] describes as “software designed to harm or exploit any programmable device”. These programs were used in 2017 and 2018 respectively to cause devasting damage to the devices that were affected.

WannaCry was an example of a ransomware attack for Windows OS, where it held the user’s files hostage until a sum of money was paid for their return. This is often paid via bitcoin, as it is near untraceable, leaving no paper trail to the attacker. A weakness in the OS was exploitable by the attackers, allowing access into the system to deploy the attack. While Microsoft did supply a security patch almost 2 months before the attack [6], those who did not install the patch were still targetable. One of the most damaging attacks happened against the NHS, with around a 1/3 reportedly attacked, costing almost £92 million in damages due to cancelled appointments. This could have been avoided using only a few simple steps. Firstly, keeping your operating system, or at least security patch wise, updated. With the fix that Microsoft deployed 2 months before, the systems that were attacked would have been safe. Another defence is to never open suspicious links or email attachments. Sites such as NordVPN have a link checker available for the public, so if a link does not seem quite right, you can always copy the link into the checker to see if it is safe.
TeleRAT is a type of Android malware that combined two other common malware types. It is a combination of Telegram’s bot API and IRRAT Trojan. Using the telegram app, the IRRAT Trojan was able to steal the user’s contact information, google account information, and even enable and disable the user’s camera. Once this data was taken, it was sent to the Telegram bot, which was waiting, hidden, for instructions [7]. This allowed the attacker to gain almost unfiltered access to the device, and was able to extract personal data. This attack only affected around 2,200 people, with most of those being affected in Iran. Some of the ways this could be prevented would by using first-party application sources, rather than the 3rd party sources used by those affected. While the applications look legitimate, they acted as Trojans for the malware, allowing the devices to be exploited. Another method to prevent these types of malware affecting people is to check application permissions, and only to allow permission to legitimate requests for legitimate reasons, as once permission is granted, you are exposed to the attackers.
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Both Whaling and Pharming are both common cyber security attacks that go under the umbrella name of a “phishing” attack. This is where an attacker will send illegitimate links or downloadable files to anyone they can, and rely on the user clicking the link or downloading the malicious files [8]. These attacks can yield personal information or even attack the system directly, so is important to be aware of these attacks.
Whaling is a type of spear-phishing, in where the attackers will target high level company executives and officials [9]. Due to the attackers usually being well versed in phishing awareness and having well set-up spam filters, attackers require a high level of authenticity to even try and attempt to attack these officials, creating a high-risk high-reward scenario. These attacks will commonly pretend to be a bank or a business partner, and will ask for some kind of urgent help. Urgency in this case will usually lower peoples guard, making it easier to fool somebody. Once the details are entered into a website or document is downloaded, the attacker can start to steal information or cripple a company’s system. High level officials also have more access to data within the company, leading to a larger information pool to gather from, further increasing the effectiveness of the attack.
Pharming is also a phishing attack; however, the intended victims can be almost anyone. Pharming is a type of attack where malicious code is sent via an email that will redirect internet traffic to another site [10]. This can be extremely harmful if the attacker were to pretend to be a bank or PayPal. The attacker could send an urgent email, the victim will then install the malicious code, and when clicking on the seemingly legit link, will get sent to a scam site. From here the attacker can record the details used and gain access to the victims account. This attack is extremely dangerous, as even with a malware free device, you are not safe, even manually entering a desired web address will not fix the problem.
Both attacks can be avoided, with a few simple steps. Firstly, only follow links that start with HTTPS (The S at the end is very important). This means that the site has a valid security certificate and will usually be the safest links the user can press. Secondly, having an up-to-date antivirus and anti-malware is essential for keeping the user safe. It will alert you if malware is detected and will make sure that malware can be contained and dealt with accordingly. Finally, adding two factor authentication to important files and sites. These require something else other than a password to access, and will generally mean only the user has access to those sites, reducing the risk of an attack.
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[image: A diagram showing a router connected to two switches via two cables, for redundancy. Each of the switches are connected to an end device, e.g. pc, server]
[bookmark: _Toc165463754]Figure 1 Network diagram

With the proposed diagram, I have managed to incorporate both specified design principles, focusing on achieving high availability. For one, I have eliminated as many single points of failure as possible, with each switch having redundant connections to the router in case of a fault. This then will lead onto the second point, with reliable crossover. With the connections made, I have allowed data to take many different parts allowing a smooth journey from point A to point B.
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There are many different software and hardware technologies that can be implemented to further increase the effectiveness of network security. Each of these technologies may not be as strong independently, however in combination with other technologies, can provide excellent security. One of these technologies, a Firewall, is near necessary for most computer users. A firewall is a network device that will monitor incoming and outgoing network traffic, and can block data packets from entering or leaving a system dependent on a set of pre-defined rules. [11]. Firewalls can be lifesavers when combating malware, as it can prevent stolen information leaving the network and going to the attacker, making it highly valuable for companies and businesses. VPNs, or Virtual Private Networks are also strong software technologies. These networks provide encrypted connections for secure communications. This allows remote workers to access a company’s network while still maintaining a high level of security, providing employees and travelling workers with access to the company network and files. Access control is also a strong technology that can be implemented for companies. Access control dictates what files and other network devices can be seen by employees based on their role or rank. This can prevent a lower-level employee accidently installing malware onto their machine and be able to look through confidential files. This can greatly reduce the impact of threats as most attackers strive for personal and private data, rather than general job files.
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During my time researching for this project, I found out about many different tools and attacks that can be quite devastating for everyone, ranging from the casual internet browser to big companies and businesses. This allowed me to reflect on my own tools and defences against cybersecurity threats, and gave me some helpful information to help prevent these attacks. In the future I would have liked to use more book and research articles, however as cybersecurity is always evolving its always hard to find up-to-date resources that are over a few years old. It would also have been helpful to speak to industry experts in the field and ask them about their experiences with certain attacks or tools and discuss what the best way to protect data would be.
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