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[bookmark: _Toc149735872]What is Malware?
Malware is derived from ‘malicious software’ and is any software that can cause damage to computer systems. [1] This means that malware comes in various shapes and sizes meaning it is hard for a business to be able to be agile enough to deal with every threat. Attackers could be internal or external to the company and these could either be lone wolf actors or state actors with large amounts of resources. Malware as we know it today started in 1986 with a virus called Brain.A [2] and has evolved today to multifaceted attacks using multiple types of malware like Trojans, Worms, Phishing etc. 
[bookmark: _Toc149735873]What is Ransomware?
Ransomware is a type of malware that is made specifically to extort individuals and businesses out if money by holding their documents and files ‘hostage’ behind encryption in return for payment usually in a cryptocurrency. This is done to make the digital trail extremely hard to follow as following transactions through the blockchain is a very challenging task to undertake. Some notable examples of ransomware on businesses are the major attack on the NHS in 2017 wiping out their network for days, The group known as Lapsus$ hacked Nvidia and leaked source code for graphics cards and Cryptowall which I will get onto later. These are just a few examples of how bad actors have used ransomware to cripple business and their customers. Out of all the malware that are available, ransomware is the most dangerous for the business as it has the risk to shut down the entire system and cause great financial damage. 
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Ransomware like all malware comes in many different forms. With a 200% increase in ransomware attacks between 2019 and 2021 [3] many more forms of ransomware will be sent into the cyber domain. This means your business will need to be able to deal with far more threats than before. Some of these threats include phishing attacks these rely on social engineering and the incompetence of staff members when it comes to technology. This may be in the form of an email posing as a staff member or just a normal scam. However, Once the virus is on the network this is where it takes hold in multiple forms it will normally do one of two things. It will either sit dormant and wait until instructed to execute from a remote machine or it will immediately start its attack phase. If the virus has a backdoor it could send and receive data this could create more risk for the business and if the breach isn’t fully secured the vulnerability could never be fixed. There are ways to prevent this that will be at the end of the report.  
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The main risk to the business is the staff. If the staff aren’t trained then they could fall for basic phishing scams like emails claiming they have won great rewards of more complex phishing attack called a spear phishing attack this is where an attacker poses as maybe a middle manager and will send across a file or link instructing employees to open them and by that point it us too late to do anything. Other forms of attack include internal attacks where someone with physical access to machines or servers and will deposit malware onto the machines to allow the package to run and then they have the data. Then finally there is an external attack where an attacker will try and gain access to machines or more typically your network from an outside breach in the network via the internet. This means anyone from across the globe can attack you. This therefore means that security systems across the business should be kept up to date and well maintained. 
[bookmark: _Toc149735876]Cryptowall Case Study
Crytpowall is an excellent example of a complex ransomware with advanced features like trying to attach itself to startup files along with many other techniques and methods to cause issues for the targets network/machines. [4] [5]One of the biggest issues with Cryptowall is the persistence of the encryption it uses 256 bit RSA-2048. It would take the world most powerful supercomputer 300 trillion years to crack. [6] This causes a large issue that there is no way to personally decrypt your files. Unless you pay. It has also been made open source which is a positive and a negative. It means that tools can be made to decrypt the data but also it means that almost everyone on the internet has access to the malware meaning more potential attackers out there. 
[bookmark: _Toc149735877]How to protect your business
Now to protect your business there is one main point that should be emphasized and that is staff awareness and training. This should be a top priority for the business. Getting staff to recognize suspicious emails and be able to identify threats is a must if the business is to protect itself. Then other things to consider is the security systems around your cyber infrastructure so for example do you have access to your fiber connection lines, is there redundancy in the internet connection. Then make sure the system admin are updating software and firmware on the network and machines, that can reduce the risk of an external attack being able to penetrate the network. 
Conclusion
[bookmark: _GoBack]Overall ransomware is a large risk to the business however there are plenty of ways to mitigate the risk and make sure the business and its assets are protected. 
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