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[bookmark: _Toc198559145]1. Introduction
Cybersecurity has become one of the most pressing concerns for organisations in modern times. With the increasing danger of cyber threats and the growing dependency on technology for companies, cybersecurity is a top priority [1]. This is especially true for financial services organisations like FinSecure Ltd (FSL), as handling sensitive financial data makes them a high-value target for cybercriminals [2].
Given the recent cybercrime incidents at FSL, weaknesses in the company’s security policies are becoming more apparent. As more staff work remotely and rely on mobile internet-connected devices, the risk continues to grow, making the previous ineffectual security approaches inadequate.
This report aims to provide a detailed explanation of threats posted to FSL, suggest policies and tactics to mitigate cybercrime, and encourage a more vigilant and informed work environment.

[bookmark: _Toc198559146]2. Identification of Threats
Threats can originate both from within FSL (internal threats) and from external sources. Below is a breakdown of these threats, and the dangers they pose.

[bookmark: _Toc198559147]2.1 Internal Threats
Internal threats can be just as damaging as external attacks, sometimes more, given the fact they typically arise from employees, managers, or partners who have authorised access to the company’s systems and data.
[bookmark: _Toc198559148]A. Insider Threats
Employees with malicious intent (e.g. resentful staff) may intentionally steal, leak, or damage data. Additionally, employees could be manipulated by external attackers through social engineering to provide access to data or systems [3].
[bookmark: _Toc198559149]B. Negligent Behaviour
Unintentional actions by well-meaning employees, such as clicking on links in phishing emails, using weak passwords, or providing sensitive details to unauthorised people, can all lead to serious security breaches.
[bookmark: _Toc198559150]C. Privilege Misuse
Poor IT management and misunderstanding of computer permissions can lead to staff members having more privileges than necessary, which increases the risk of unauthorised actions, whether intentionally or unintentionally [4].



[bookmark: _Toc198559151]2.2 External Threats
External threats come from people outside the organisation attempting to breach the system or disrupt services.
[bookmark: _Toc198559152]A. Phishing
These are among the most common forms of cyber attacks and have already impacted FSL. Attackers send deceptive emails to employees, containing harmful links or attachments which can provide access to attackers, reveal sensitive info, or download malware [5].
[bookmark: _Toc198559153]B. Ransomware
Ransomware attacks encrypt data, which the attackers then demand payment for decryption. These attacks are especially dangerous to financial institutions due to the sensitive nature of client financial data, which could lead to lawsuits and loss of consumer trust if leaked.
[bookmark: _Toc198559154]C. Denial-of-Service (DoS) and Distributed Denial-of-Service (DDoS) Attacks
These attacks attempt to overload a company’s online systems, making them unavailable to clients and employees. Large corporations and company services are prime targets due to their need for continuous uptime [6].
[bookmark: _Toc198559155]D. Social Engineering
Social engineering includes phone scams, impersonation, or manipulation to gain access to sensitive information or credentials. These attacks exploit human psychology rather than technical vulnerabilities, meaning employees can be exploited if they’re not trained to spot this form of attack [7].


[bookmark: _Toc198559156]3. Security Policies
To mitigate cyber attacks, FSL must adopt a comprehensive set of cybersecurity policies. These policies serve as rules and guidelines for how employees handle information systems and data. When aligned with global standards such as ISO/IEC, NIST, and GDPR, these policies enhance organisation security and reduce the risk of breaches.


[bookmark: _Toc198559157]3.1 General Policy Objectives
The main goals of FSL’s cybersecurity policies should comply with the CIA Triad for cybersecurity:
· Confidentiality: Ensure that sensitive data is only accessible to authorised individuals.
· Integrity: Safeguard the accuracy and trustworthiness of information.
· Availability: Guarantee that data and systems remain accessible to authorised users when needed.
This triad is a central model in cybersecurity strategies [8]. The following policies respect this and are designed to ensure compliance and to create a culture of security awareness among employees.



[bookmark: _Toc198559158]3.2 Specific Policies
Below are key policies for FSL’s company, intended to strengthen security and educate employees.

[bookmark: _Toc198559159]1. Acceptable Use Policy (AUP)
· Purpose: Definitions of acceptable use of company IT resources (email, internet, devices) [9].
· Key Points:
· Prohibit access to non work related or unsecure websites.
· Prevent use of company systems for illegal activity.

[bookmark: _Toc198559160]2. Access Control Policy
· Purpose: Limit access to data and systems based on employee roles and responsibilities [10].
· Key Points:
· Role-based permissions and privileges.
· Regular reviews of user access.
· Revoke user access upon employee termination.

[bookmark: _Toc198559161]3. Password Management Policy
· Purpose: Enforce strong password practices to prevent unauthorised access.
· Key Points:
· Minimum password complexity (length, symbols, numbers, etc).
· Passwords must be changed every few months.
· Repeated or common passwords disallowed.

[bookmark: _Toc198559162]4. Email and Communication Policy
· Purpose: Prevent misuse of email and reduce phishing risk.
· Key Points:
· Prevent automatic downloads of attachments.
· Mandatory use of company approved email services.
· Disallow use of confidential information in unencrypted emails.

[bookmark: _Toc198559163]5. Data Classification and Handling Policy
· Purpose: Enforce proper handling of data based on data sensitivity [11].
· Key Points:
· Classify data types (e.g. Public, Internal, Confidential, or Restricted)
· Encryption and access restrictions for sensitive data.
· Log/record all access to restricted data.

[bookmark: _Toc198559164]6. Incident Response Policy
· Purpose: Detail the steps for detecting, reporting, and responding to cyber incidents.
· Key Points:
· Mandatory reporting of suspected incidents.
· Defined roles for investigation and escalation.
· Post-incident risk analysis and documentation.

[bookmark: _Toc198559165]4. Mitigation Measures
To effectively protect FSL against internal and external threats, specific mitigation measures should be used. When used alongside the new aforementioned security policies, these measures will strengthen the company’s cybersecurity.
[bookmark: _Toc198559166]4.1 Technical Measures

[bookmark: _Toc198559167]A. Multi-Factor Authentication
· Adds an extra layer of security by requiring a second avenue of verification (e.g. text message code or authenticator app) in addition to passwords.
[bookmark: _Toc198559168]B. Antivirus Software
· All devices, including employee’s own/home work devices, must have sufficient antivirus software, such as Kaspersky or Microsoft Defender.
[bookmark: _Toc198559169]C. Network Sections and Firewalls
· Seperate the network into sections (e.g. Communications, Finance, Operations) to limit access between departments [12].
· Utilise firewalls to monitor and control incoming and outgoing traffic between sections.
[bookmark: _Toc198559170]D. Data Encryption
· Apply strong encryption (such as AES-256 encryption) to sensitive data.








[bookmark: _Toc198559171]4.2 Administrative Controls

[bookmark: _Toc198559172]A. Principle of Least Privilege
· Users should only have access to the systems and data necessary for their specific job roles [13].
· Conduct regular reviews to adjust or revoke unnecessary privileges.
[bookmark: _Toc198559173]B. Incident Response Team
· Establish a team responsible for detecting, combating, and recovering from cyber incidents.
· Each member should have defined roles and responsibilities within the incident response plan.
[bookmark: _Toc198559174]C. Security Awareness
· Since human error is a major risk for internal threats, ongoing staff education should be a major part of risk mitigation.

[bookmark: _Toc198559175]4.3 Implementation Timeline

	Phase
	Timeframe
	Key Actions

	Phase 1: Immediate
	0–3 months
	Enable MFA requirements, enable antivirus protection, begin staff phishing awareness training, start access control reviews.

	Phase 2: Short Term
	3–6 months
	Network sectioning for firewalls, implement encryption, begin building incident response team.

	Phase 3: Ongoing
	Continuous
	Monitor, review, and update policies; carry out regular permission reviews; refresh staff awareness through regular training.

	
	
	




[bookmark: _Toc198559176]5. Monitoring and Response
Monitoring incidents and having early responses is essential for managing cyber threats before they escalate. For companies like FinSecure Ltd (FSL) who handle sensitive financial data, the ability to quickly identify, contain, and recover from security incidents is critical to maintaining customer trust and business.

[bookmark: _Toc198559177]5.1 Continuous Monitoring
Vigilant monitoring enables early detection of risks and potential attacks. FSL should implement a dedicated monitoring system to ensure continuous vigilance.
Key Monitoring Tools and Activities:
· SIEM System: Reads logs from firewalls, servers, applications, and devices; analyses their data in real-time for any risks or threats [14].
· Intrusion Detection/Prevention Systems (IDS/IPS): Alerts or blocks suspicious network traffic.
· Security Testing: Conducted regularly by internal teams or trusted external specialists to test the company’s security systems for weaknesses or flaws.
· User Activity Monitoring: Tracks access and actions of privileged accounts to detect potentially harmful actions from employees.




[bookmark: _Toc198559178]5.2 Incident Response Plan (IRP)
A strong incident response plan ensures that FSL can act quickly and effectively when a cyber incident occurs. The IRP should follow NIST guidelines [15] and include the following phases:
1. Preparation
· Staff training, policy documentation, and deployment of protection tools (antivirus, firewalls, etc.).
· Clear roles given to the Incident Response Team.
2. Detection and Monitoring
· Monitor logs and alerts.
· Look into any incidents and assess risk and impact.
3. Containment
· Isolate affected systems to prevent spread or further damage.
4. Resolve
· Identify the breach cause (e.g. malware, user error).
· Remove or remedy the threat.
5. Recovery
· Restore affected systems from backups.
· Monitor systems for signs of damage or breach.
6. Post-Incident Review
· Conduct a review session to evaluate the flaws or weaknesses in security that allowed the incident to happen.
· Update incident documentation and adjust policies if needed.



[bookmark: _Toc198559179]6. Training and Awareness
This section outlines a training plan for FSL, ensuring staff are educated on cyber threats, encouraging ongoing awareness initiatives, and providing measures for staff accountability and improvement.

[bookmark: _Toc198559180]6.1 Staff Training Strategy

[bookmark: _Toc198559181]A. Cybersecurity Induction
· Mandatory training session for all new employees.
· Covers core topics such as data protection, acceptable use, password and MFA, phishing identification, and reporting protocols.
· Includes a quiz or questionnaire to measure understanding.
[bookmark: _Toc198559182]B. Role-Specific Training
· Employees in sensitive roles (Finance, Security, HR) should receive more advanced training, and expectations of incident response participation [16].
· System administrators and developers should receive technical security training aligned with their responsibilities.
[bookmark: _Toc198559183]C. Refresher Courses
· Conduct mandatory refresher training every few months.
· Update training content based on recent threats or breaches, and general trends in cybercrime.


[bookmark: _Toc198559184]6.2 Compliance and Evaluation

[bookmark: _Toc198559185]A. Monthly Security Updates
· Email news and updates on trending threats (e.g. ransomware, phishing, etc) to employees, and tips for spotting threats.
[bookmark: _Toc198559186]B. Phishing Tests
· Regular, controlled tests to evaluate staff response to phishing emails.
· Track and report staff who fail to identify the threat, and provide further training to employees who fall for simulated attacks.
[bookmark: _Toc198559187]C. Posters and Reminders
· Visual reminders placed in office areas and shared digitally for remote workers.
· Highlight key policies, such as reporting suspicious emails or not sharing sensitive info.
[bookmark: _Toc198559188]7. Conclusion
Cybercrime is a growing threat in the modern world, and robust cybersecurity measures are vital for business practice today. For FinSecure Ltd (FSL), the recent cyber incidents have highlighted vulnerabilities that must be addressed.
This report has identified some key internal and external threats facing FSL, ranging from insider threats and negligent behaviour, to external threats like phishing, social engineering, and ransomware. To help combat this, some policies and mitigation tactics have been laid out in this report, as well as methods of implementation.
FSL must foster a culture of vigilance and cybersecurity awareness among its employees, reinforced with continuous education and training on emerging cyber threats. Mitigation of cybercrime is essential to prevent loss of business and customer trust, especially in financial companies.
By implementing the recommendations outlined in this report, FSL will not only strengthen its security and become better equipped to deal with incidents, but will also become more trustworthy to clients and partners. Cybersecurity is an ongoing journey, and this report provides the foundation for FSL to begin working towards a safer online work environment.
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Introduction

Cybersecurity is critical for FinSecure Ltd due to the recent incidents involving phishing and unauthorized access. This presentation outlines key threats, policies, mitigation strategies, and training initiatives to improve security.







Internal Threats







Insider Threats: Malicious or manipulated employees.





Negligent Behaviour: Weak passwords, phishing link clicks.





Privilege Misuse: Unnecessary access increases risk.







External Threats







Phishing: Deceptive emails causing breaches.





Ransomware: Data encrypted for ransom.





DoS/DDoS: Service disruptions.





Social Engineering: Manipulating staff for access.







Key Security Policies









Acceptable Use Policy – Defines proper use of IT resources.





Access Control – Role-based access and regular audits.





Password Policy – Strong, unique passwords required.





Email Policy – Secure, approved tools only.





Data Handling – Classified and encrypted data handling.





Incident Response – Clear response roles and reporting.







Technical Mitigation Measures









Multi-Factor Authentication (MFA).





Antivirus software across all devices.





Firewalls and segmented networks.





AES-256 data encryption.













Administrative Controls







Least Privilege - Only necessary access granted.





Dedicated Incident Response Team.





Continuous Security Awareness Training.







Implementation Timeline











Phase 1 (0–3 months): MFA, antivirus, phishing training.





Phase 2 (3–6 months): Network segmentation, encryption, IR team.





Phase 3 (Ongoing): Review policies and conduct training.







Monitoring and Response









Continuous Monitoring – SIEM, IDS/IPS systems.





User activity logs for anomaly detection.





Incident Response Plan – Based on NIST guidelines.







Training and Awareness







Cybersecurity Induction – Mandatory for all new staff.





Role-Specific Training – Extra training for sensitive positions.





Ongoing Updates – Phishing tests and monthly threat newsletters.





Conclusion













Cybersecurity is critical to FSL’s future.





Report outlines threats, policies, and a response strategy for FSL.





Commitment to training and monitoring is essential for long-term success.
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