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1. Introduction
This report presents the design and implementation of a relational database system for GreenLeaf Organics, a UK-based sustainable, eco-conscious company specialising in organic food and lifestyle products. As a commissioned database consultant, the objective of this assignment is to analyse the business requirements of GreenLeaf Organics and propose a scalable, efficient database solution to underpin their new online platform.
The platform is intended to support inventory tracking, supplier management, order processing, and user engagement features such as customer reviews. This report covers the full database design lifecycle including entity identification, Entity Relationship Diagram (ERD) creation, normalisation to Third Normal Form (3NF), SQL table creation, sample data population, stored procedures with transaction handling, audit triggers, and performance indexing.
Part B of this report documents the development of a database-driven PHP website, demonstrating dynamic content display, CRUD operations, search functionality, security measures, and a discussion of SQL injection risks and mitigation strategies.


[image: ]

2. Part A – Database Design & Implementation
2.1 Database Design
2.1.1 Entities and Attributes
The following entities were identified from the GreenLeaf Organics business requirements:

Supplier – Represents certified organic producers and manufacturers who supply products to GreenLeaf Organics.
1. SupplierID (Primary Key, INT, AUTO_INCREMENT)
1. Name (VARCHAR 100, NOT NULL)
1. Email (VARCHAR 100, UNIQUE, NOT NULL)
1. Phone (VARCHAR 20)
1. Certification (VARCHAR 100)

Product – Represents items available for purchase on the platform.
1. ProductID (Primary Key, INT, AUTO_INCREMENT)
1. Name (VARCHAR 100, NOT NULL)
1. Price (DECIMAL 10,2, NOT NULL)
1. StockLevel (INT, DEFAULT 0)
1. ExpiryDate (DATE)
1. SupplierID (Foreign Key referencing Supplier)

Category – Classifies products into groups such as Organic Vegetables, Natural Skincare, and Eco Household.
1. CategoryID (Primary Key, INT, AUTO_INCREMENT)
1. CategoryName (VARCHAR 100, NOT NULL)
1. Description (TEXT)

Customer – Individuals or businesses that purchase from GreenLeaf Organics.
1. CustomerID (Primary Key, INT, AUTO_INCREMENT)
1. Name (VARCHAR 100, NOT NULL)
1. Email (VARCHAR 100, UNIQUE, NOT NULL)
1. Password (VARCHAR 255, NOT NULL)
1. Phone (VARCHAR 20)
1. Address (TEXT)

Order – A record of a purchase transaction linked to a customer.
1. OrderID (Primary Key, INT, AUTO_INCREMENT)
1. OrderDate (DATETIME, DEFAULT CURRENT_TIMESTAMP)
1. Status (VARCHAR 50, DEFAULT Pending)
1. CustomerID (Foreign Key referencing Customer)

OrderItem – Junction table linking Orders to Products (resolves Many-to-Many).
1. OrderItemID (Primary Key, INT, AUTO_INCREMENT)
1. OrderID (Foreign Key referencing Order)
1. ProductID (Foreign Key referencing Product)
1. Quantity (INT, NOT NULL)
1. UnitPrice (DECIMAL 10,2, NOT NULL)

Review – Customer feedback and ratings for products.
1. ReviewID (Primary Key, INT, AUTO_INCREMENT)
1. Rating (INT, CHECK 1–5)
1. Comment (TEXT)
1. ReviewDate (DATE)
1. CustomerID (Foreign Key referencing Customer)
1. ProductID (Foreign Key referencing Product)

ProductCategory – Junction table linking Products to Categories (resolves Many-to-Many).
1. ProductID (Foreign Key referencing Product)
1. CategoryID (Foreign Key referencing Category)
1. Composite Primary Key (ProductID, CategoryID)



2.1.2 Relationships and ERD
The relationships between entities are as follows:
1. Supplier to Product: One-to-Many. One supplier can supply many products, but each product is supplied by only one supplier.
1. Product to Category: Many-to-Many. A product can belong to multiple categories, and each category can contain multiple products. Resolved using the ProductCategory junction table.
1. Customer to Order: One-to-Many. One customer can place multiple orders, but each order belongs to one customer.
1. Order to Product: Many-to-Many. An order can contain multiple products, and a product can appear in multiple orders. Resolved using the OrderItem junction table.
1. Customer to Review: One-to-Many. A customer can leave multiple reviews.
1. Product to Review: One-to-Many. A product can have multiple reviews from different customers.

The ERD was designed using crow's foot notation and includes all primary keys (underlined), foreign keys, and cardinalities. [Insert ERD diagram image here from your drawing tool such as draw.io or Lucidchart.]



2.1.3 Normalization
The database design has been normalised to Third Normal Form (3NF) to eliminate redundancy and maintain data integrity.

First Normal Form (1NF): All tables contain atomic values with no repeating groups. Each column holds a single value and each row is uniquely identified by a primary key.

Second Normal Form (2NF): All non-key attributes are fully functionally dependent on the entire primary key. Junction tables such as OrderItem and ProductCategory use composite primary keys, and all attributes depend on the full key.

Third Normal Form (3NF): There are no transitive dependencies. For example, supplier certification details are stored in the Supplier table rather than duplicated in the Product table. Category descriptions are held in the Category table, not repeated within Product records.

This normalisation approach ensures that data updates only need to be made in one place, reducing anomalies and improving overall database consistency.


2.2 Database Implementation

2.2.1 Table Creation and Constraints
The database was created in MySQL using the following SQL statements. Tables are created in dependency order to ensure foreign key constraints can be applied successfully.

CREATE DATABASE greenleaf_organics;
USE greenleaf_organics;


CREATE TABLE Supplier (
    SupplierID INT PRIMARY KEY AUTO_INCREMENT,
    Name VARCHAR(100) NOT NULL,
    Email VARCHAR(100) UNIQUE NOT NULL,
    Phone VARCHAR(20),
    Certification VARCHAR(100)
);

CREATE TABLE Category (
    CategoryID INT PRIMARY KEY AUTO_INCREMENT,
    CategoryName VARCHAR(100) NOT NULL,
    Description TEXT
);

CREATE TABLE Product (
    ProductID INT PRIMARY KEY AUTO_INCREMENT,
    Name VARCHAR(100) NOT NULL,
    Price DECIMAL(10,2) NOT NULL,
    StockLevel INT DEFAULT 0,
    ExpiryDate DATE,
    SupplierID INT,
    FOREIGN KEY (SupplierID) REFERENCES Supplier(SupplierID)
);

CREATE TABLE ProductCategory (
    ProductID INT,
    CategoryID INT,
    PRIMARY KEY (ProductID, CategoryID),
    FOREIGN KEY (ProductID) REFERENCES Product(ProductID),
    FOREIGN KEY (CategoryID) REFERENCES Category(CategoryID)
);

CREATE TABLE Customer (
    CustomerID INT PRIMARY KEY AUTO_INCREMENT,
    Name VARCHAR(100) NOT NULL,
    Email VARCHAR(100) UNIQUE NOT NULL,
    Password VARCHAR(255) NOT NULL,
    Phone VARCHAR(20),
    Address TEXT
);

CREATE TABLE `Order` (
    OrderID INT PRIMARY KEY AUTO_INCREMENT,
    OrderDate DATETIME DEFAULT CURRENT_TIMESTAMP,
    Status VARCHAR(50) DEFAULT 'Pending',
    CustomerID INT,
    FOREIGN KEY (CustomerID) REFERENCES Customer(CustomerID)
);

CREATE TABLE OrderItem (
    OrderItemID INT PRIMARY KEY AUTO_INCREMENT,
    OrderID INT,
    ProductID INT,
    Quantity INT NOT NULL,
    UnitPrice DECIMAL(10,2) NOT NULL,
    FOREIGN KEY (OrderID) REFERENCES `Order`(OrderID),
    FOREIGN KEY (ProductID) REFERENCES Product(ProductID)
);

CREATE TABLE Review (
    ReviewID INT PRIMARY KEY AUTO_INCREMENT,
    Rating INT CHECK (Rating BETWEEN 1 AND 5),
    Comment TEXT,
    ReviewDate DATE DEFAULT (CURRENT_DATE),
    CustomerID INT,
    ProductID INT,
    FOREIGN KEY (CustomerID) REFERENCES Customer(CustomerID),
    FOREIGN KEY (ProductID) REFERENCES Product(ProductID)
);

Primary keys ensure each record is uniquely identified. Foreign key constraints enforce referential integrity between related tables. The CHECK constraint on Review.Rating ensures only valid ratings between 1 and 5 are accepted. UNIQUE constraints on Email fields prevent duplicate accounts.

2.2.2 Sample Data Insertion
Realistic sample data was inserted to simulate real-world operations. Below is an example of supplier and product data insertion:

INSERT INTO Supplier (Name, Email, Phone, Certification) VALUES
('Green Fields Farm', 'contact@greenfields.co.uk', '07911123456', 'Soil Association Organic'),
('Pure Nature Ltd', 'info@purenature.co.uk', '07922234567', 'OF&G Certified'),
('EcoHarvest Co', 'hello@ecoharvest.co.uk', '07933345678', 'Soil Association Organic'),
('Natural Roots UK', 'support@naturalroots.co.uk', '07944456789', 'Biodynamic Certified'),
('Organic Essentials', 'orders@organicesentials.co.uk', '07955567890', 'OF&G Certified');

INSERT INTO Product (Name, Price, StockLevel, ExpiryDate, SupplierID) VALUES
('Organic Carrots 1kg', 2.49, 150, '2025-08-01', 1),
('Natural Rose Face Cream', 12.99, 80, '2026-01-01', 2),
('Eco Washing Up Liquid', 3.49, 120, '2027-03-01', 3),
('Organic Whole Milk 2L', 1.89, 300, '2025-05-30', 4),
('Echinacea Supplement', 14.99, 50, '2026-12-01', 5);

A total of 5 suppliers, 10 products, 5 categories, 5 customers, 6 orders, 10 order items, and 6 reviews were inserted to test all relationships and constraints. 

2.2.3 Stored Procedures, Triggers, and Functions
Stored procedures were implemented for all CRUD operations to ensure consistent data access and manipulation. An audit trigger was also created to automatically log changes to the Product table.

Stored Procedure – Place New Order:
DELIMITER //
CREATE PROCEDURE PlaceOrder(
    IN p_CustomerID INT,
    IN p_ProductID INT,
    IN p_Quantity INT
)
BEGIN
    DECLARE v_Price DECIMAL(10,2);
    DECLARE v_Stock INT;
    DECLARE v_OrderID INT;
    START TRANSACTION;
    SELECT Price, StockLevel INTO v_Price, v_Stock
        FROM Product WHERE ProductID = p_ProductID;
    IF v_Stock >= p_Quantity THEN
        INSERT INTO `Order` (CustomerID) VALUES (p_CustomerID);
        SET v_OrderID = LAST_INSERT_ID();
        INSERT INTO OrderItem (OrderID, ProductID, Quantity, UnitPrice)
            VALUES (v_OrderID, p_ProductID, p_Quantity, v_Price);
        UPDATE Product SET StockLevel = StockLevel - p_Quantity
            WHERE ProductID = p_ProductID;
        COMMIT;
    ELSE
        ROLLBACK;
        SIGNAL SQLSTATE '45000'
            SET MESSAGE_TEXT = 'Insufficient stock. Order cancelled.';
    END IF;
END //
DELIMITER ;

Audit Trigger – Log Product Stock Changes:
CREATE TABLE AuditLog (
    LogID INT PRIMARY KEY AUTO_INCREMENT,
    ProductID INT,
    OldStock INT,
    NewStock INT,
    ChangeDate DATETIME DEFAULT CURRENT_TIMESTAMP
);

DELIMITER //
CREATE TRIGGER AfterStockUpdate
AFTER UPDATE ON Product
FOR EACH ROW
BEGIN
    IF OLD.StockLevel <> NEW.StockLevel THEN
        INSERT INTO AuditLog (ProductID, OldStock, NewStock)
        VALUES (NEW.ProductID, OLD.StockLevel, NEW.StockLevel);
    END IF;
END //
DELIMITER ;

The trigger fires automatically after any UPDATE on the Product table and records both the old and new stock values along with a timestamp. This provides a complete audit trail of inventory changes without requiring manual logging.

2.2.4 Transaction Handling (BEGIN, COMMIT, ROLLBACK)
Transaction handling is critical to maintaining data integrity during multi-step operations. The PlaceOrder stored procedure demonstrates this by wrapping the order insertion, order item insertion, and stock update within a single transaction block.

If the stock level is sufficient, all three operations are committed together as one atomic unit. If the stock is insufficient, the ROLLBACK statement cancels all changes, ensuring the database remains in a consistent state. This prevents scenarios such as an order being recorded without the corresponding stock reduction, or partial data being written during a failure.

A second transactional scenario demonstrates a failed order rollback:
-- Test: attempting to order more than available stock
CALL PlaceOrder(1, 9, 1000);
-- Expected result: ROLLBACK triggered, error message returned


2.2.5 Performance Tuning & Indexing
Secondary indexes were added to frequently queried columns to improve database performance. The following indexes were created:

-- Index on Product name for search queries
CREATE INDEX idx_product_name ON Product(Name);

-- Index on Customer email for login lookups
CREATE INDEX idx_customer_email ON Customer(Email);

-- Index on Order CustomerID for order history queries
CREATE INDEX idx_order_customer ON `Order`(CustomerID);

-- Index on Review ProductID for product rating queries
CREATE INDEX idx_review_product ON Review(ProductID);

These indexes target columns most commonly used in WHERE clauses and JOIN operations. For example, searching for products by name, filtering orders by customer, and retrieving reviews for a specific product are all frequent operations in the GreenLeaf platform. Without indexes, MySQL performs a full table scan for each query. With indexes, the database engine can locate rows significantly faster, particularly as data volumes grow.
The trade-off is that indexes consume additional storage and slightly slow down INSERT and UPDATE operations. However, given that the GreenLeaf platform is read-heavy (customers browsing products), the performance gains on SELECT queries far outweigh the minor write overhead.

2.3 Justification and Literature Support
The relational model was selected for GreenLeaf Organics due to its well-established support for structured data, referential integrity, and ACID-compliant transactions. Codd (1970) originally proposed the relational model, and it remains the industry standard for transactional business applications [1].
Normalisation to 3NF was applied following the principles outlined by Date (2004), which state that a relation is in 3NF when every non-key attribute is non-transitively dependent on the primary key [2]. This eliminates update anomalies and redundancy throughout the schema.
The use of stored procedures with BEGIN, COMMIT, and ROLLBACK aligns with the ACID transaction model described by Garcia-Molina et al. (2009), ensuring Atomicity, Consistency, Isolation, and Durability in all data operations [3].
Indexing strategy was informed by Ramakrishnan and Gehrke (2003), who note that B-tree indexes are optimal for equality and range queries on high-cardinality columns such as product names and email addresses [4].
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3. Part B – PHP Website Development
3.1 Overview of Website Topic
For Part B, a database-driven PHP website was developed as an organic product catalogue for GreenLeaf Organics. The website allows visitors to browse available organic products, search by name or category, and view product details including price, supplier, and stock availability.
An administrator section allows authorised staff to add, edit, and delete products from the catalogue using a secure login system. The website was built using PHP as the back-end language and MySQL as the database, hosted locally using UniServer (ZeroXV).
3.2 Database Design for Website
3.2.1 Tables and Relationships
The website uses three core tables from the GreenLeaf database: Product, Supplier, and Category. These tables are linked using foreign keys to enable dynamic content display:
1. Product links to Supplier via SupplierID (Many-to-One)
1. Product links to Category via the ProductCategory junction table (Many-to-Many)

This design allows the website to display product listings with supplier names and category labels retrieved dynamically from related tables using SQL JOIN queries.
3.2.2 Sample Data
The website displays data from 10 products across 5 categories supplied by 5 different certified organic suppliers. Sample records were inserted as described in Section 2.2.2. [Include screenshot of product listing page here.]
3.3 PHP Implementation
3.3.1 Dynamic Content Display
Products are retrieved from the database and displayed dynamically using PHP. The following code connects to the database and fetches product records:
<?php
$conn = new mysqli('localhost', 'root', '', 'greenleaf_organics');
if ($conn->connect_error) {
    die('Connection failed: ' . $conn->connect_error);
}
$sql = "SELECT p.ProductID, p.Name, p.Price, p.StockLevel, s.Name AS Supplier
        FROM Product p
        JOIN Supplier s ON p.SupplierID = s.SupplierID";
$result = $conn->query($sql);
while ($row = $result->fetch_assoc()) {
    echo '<tr><td>' . htmlspecialchars($row['Name']) . '</td>';
    echo '<td>£' . $row['Price'] . '</td>';
    echo '<td>' . $row['Supplier'] . '</td></tr>';
}
?>
3.3.2 CRUD Operations
Full CRUD functionality was implemented in the administrator section:
1. Create: Admin can add new products via a form that inserts a record into the Product table.
1. Read: Product listings are displayed dynamically from the database on the main catalogue page.
1. Update: Admin can edit product details using a pre-populated form that runs an UPDATE query.
1. Delete: Admin can remove products with a confirmation prompt before executing a DELETE query.

[Include screenshot of the admin CRUD interface here.]
3.3.3 Search/Filter Functionality
A search bar allows users to filter products by name. The search uses a parameterised query to prevent SQL injection:
$search = '%' . $conn->real_escape_string($_GET['search']) . '%';
$stmt = $conn->prepare("SELECT * FROM Product WHERE Name LIKE ?");
$stmt->bind_param('s', $search);
$stmt->execute();
$result = $stmt->get_result();

[Include screenshot of search results page here.]
3.3.4 Security Measures (Login, Input Validation)
A login system was implemented to protect the administrator section. Passwords are stored as hashed values using PHP password_hash() and verified using password_verify(). Session variables are used to maintain login state across pages.
Input validation is applied to all form fields to reject empty submissions and ensure data types are correct before database insertion. The htmlspecialchars() function is used when outputting data to prevent cross-site scripting (XSS) attacks.
3.4 SQL Injection Overview
3.4.1 Explanation and Examples
SQL injection is a web security vulnerability that allows attackers to interfere with the queries that an application makes to its database. It is one of the most critical and commonly exploited vulnerabilities in web applications (OWASP, 2021) [5].
An example of a vulnerable login query is:
$sql = "SELECT * FROM Customer WHERE Email = '" . $_POST['email'] . "'";

An attacker could enter the value:  ' OR '1'='1  into the email field, which would cause the query to return all records and potentially grant unauthorised access.
3.4.2 Vulnerabilities in Website Code
Without protection, any page that incorporates user input directly into a SQL query is vulnerable. In the GreenLeaf website, the search feature and login form were initially identified as potential injection points. Unparameterised queries directly concatenating GET or POST values into SQL strings represent the primary risk.
3.4.3 Anti-SQL Injection Measures Implemented
The following defences were implemented throughout the website:
1. Prepared Statements with Bind Parameters: All user input is passed as a bound parameter rather than concatenated into the query string. This separates SQL logic from data, making injection structurally impossible.
1. real_escape_string(): Applied as a secondary measure for any legacy queries to escape special characters.
1. htmlspecialchars(): Used when outputting any database content to HTML to prevent XSS.
1. Input Validation: Server-side validation checks that inputs match expected formats before they reach the database layer.
3.4.4 Screenshots of Testing and Results
Testing was performed by attempting to inject malicious strings into the search and login fields. When prepared statements were in place, injection attempts returned no results and did not alter query behaviour. [Include screenshot of attempted injection and the safe result here.]


4. Conclusion and Reflection
This assignment successfully demonstrated the design and implementation of a fully normalised relational database for GreenLeaf Organics. The final schema comprises eight tables covering all core business processes including supplier management, product cataloguing, order processing, and customer reviews. The design adheres to Third Normal Form, eliminating data redundancy and supporting long-term scalability.
The implementation phase produced a working MySQL database with realistic sample data, stored procedures using transaction handling, an automated audit trigger, and performance-optimised indexes. These features collectively demonstrate a production-ready database architecture capable of supporting GreenLeaf's growing online platform.
Part B extended this work by building a PHP-driven website that dynamically presents product data, supports full CRUD administration, and incorporates security measures against SQL injection and XSS attacks.
One challenge encountered was designing the transaction rollback scenario to correctly handle insufficient stock without leaving partial data in the database. This was resolved by enclosing all related INSERT and UPDATE operations within a single transaction block and using a SIGNAL statement to return a meaningful error message upon rollback.
In future development, the system could be enhanced by implementing a full cart and checkout system, adding user authentication for the customer-facing platform, and migrating to a cloud-hosted database such as Amazon RDS to support higher traffic volumes.
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