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1. [bookmark: _Toc229737983]Introduction

Vigilant Trust & Asset Management (VTAM) operates in a sector where trust, confidentiality, and service availability are central to the business. As a medium-sized financial services company, VTAM holds client records, account information, investment data, internal financial documents, and communications that would be valuable to criminals. The recent phishing campaign and the attempted ransomware infection show that the organisation is no longer dealing only with basic malware or opportunistic spam. It is facing attackers who understand how employees work, how cloud services are used, and how pressure can be applied to make people act quickly.
This paper recommends a Zero Trust security framework for VTAM. I have treated Zero Trust as a practical risk-management approach, not as a single product to use. The main principle is that users, devices, applications, workloads, and network sessions should not be trusted by default. Each request should be checked against identity, device health, data sensitivity, location, behaviour, and current risk. The proposal is aligned with CISA's Zero Trust Maturity Model [1], the NIST Cybersecurity Framework (CSF) 2.0 [2], ISO/IEC 27001-style governance, and the CISA Known Exploited Vulnerabilities catalogue [3].


2. [bookmark: _Toc229737984]Identification of Modern Threats

The most serious threat to VTAM is ransomware because it can affect confidentiality, integrity, and availability at the same time. Modern ransomware groups often steal data before encrypting systems, creating business disruption, regulatory exposure, client notification costs, and reputational damage even where backups exist [4]. Ransomware-as-a-Service also increases VTAM’s exposure because less-skilled criminals can rent ransomware tools, phishing kits, leak sites, and payment infrastructure from organised ransomware groups [5]. Likely entry routes include phishing links, malicious attachments, stolen SaaS credentials, weak remote access controls, unpatched internet-facing services, and compromise of a trusted supplier.
Credential theft is a closely related threat. If an attacker obtains a valid password and can pass or bypass multi-factor authentication, their activity may appear to be normal user behaviour. This is especially dangerous for email, finance applications, customer relationship management systems, cloud platforms, and administrator accounts. Business email compromise is also a realistic risk, as criminals may attempt to redirect payments, alter client instructions, or impersonate senior executives [6].
AI-enabled social engineering increases the scale, speed, and credibility of these attacks. Criminals can create convincing emails, text messages, voice calls, and fake meeting requests that use the language of finance, compliance, IT support, or senior management [7]. Deepfake audio and scripted vishing are particularly concerning for VTAM because employees may receive urgent requests from executives, clients, suppliers, or external advisers.
Supply chain compromise is another major risk. VTAM depends on SaaS providers, identity services, cloud platforms, external IT support, software vendors, market data suppliers, and professional service firms. A weakness in one of these organisations could expose VTAM through shared credentials, integrations, APIs, remote support access, or inherited vulnerabilities [8].
Cloud and endpoint risks further expand the attack surface. Cloud misconfiguration, excessive OAuth permissions, unmanaged mobile devices, and shadow IT can allow data exposure or unauthorised access outside traditional network controls. Internal risks must also be considered, including negligent staff, excessive privileges, accidental data sharing, and the possibility of a disgruntled employee. [9]


3. [bookmark: _Toc229737985]Security Policies Required

VTAM needs policies that are short enough to be understood but strong enough to be enforced. The policies should be approved by leadership, owned by named roles, reviewed at scheduled intervals, and linked to evidence such as logs, access reviews, training records, supplier assessments, and incident reports. The NIST CSF 2.0 functions can be used to keep the policy set balanced: Govern, Identify, Protect, Detect, Respond, and Recover [2, pp. 15-23].

Table 1. Security Policies
	Policy Area
	Purpose statement
	Main control evidence

	Zero Trust access
	Check identity, device condition, role, and risk before access.
	Conditional access logs

	Identity and MFA
	Require MFA for all users; use phishing-resistant MFA for high-risk roles.
	MFA and PAM reports

	Endpoint and mobile
	Allow only encrypted, patched, enrolled, and monitored devices.
	MDM/EDR compliance

	Cloud and SaaS
	Use secure baselines, logging, encryption, and identity federation.
	CSPM/SaaS reports

	Vulnerability management
	Prioritise internet-facing, critical, and KEV-listed weaknesses.
	Patch tickets

	Supplier security
	Assess critical suppliers before and during service delivery.
	Supplier risk register

	Data protection
	Classify, encrypt, retain, and monitor sensitive data.
	DLP and inventory

	Incident response
	Use severity levels, escalation paths, evidence handling, and recovery steps.
	IR playbooks

	Security awareness
	Run continuous, role-based phishing, vishing, and ransomware exercises.
	Simulation metrics





4. [bookmark: _Toc229737986]Proposed Zero Trust Architecture

The target architecture should follow CISA's five Zero Trust pillars: identity, devices, networks, applications and workloads, and data [1, pp. 4-11]. These pillars should be supported by visibility and analytics, automation and orchestration, and governance. In simple terms, VTAM should move from a perimeter-based model to a model where every access request is evaluated in context.
Identity is the first control point. VTAM should centralise identity management, require strong MFA, remove shared accounts, and use conditional access for all major services. Devices should be enrolled in management, checked for encryption and patch status, and monitored through EDR or XDR. Network access should move away from broad VPN connectivity towards Zero Trust Network Access (ZTNA), where users reach only the specific applications, they are authorised to use [1, pp. 13-15].
Applications and workloads should be protected through secure configuration, secure development practices, logging, vulnerability scanning, and least-privilege service accounts. Data controls should include classification, encryption, DLP monitoring, retention rules, and restricted access to high-value client and financial records. [1, pp. 26-28]
[image: ]
Figure 1. Zero Trust Security Flow for VTAM



5. [bookmark: _Toc229737987]Technical and Administrative Mitigations

VTAM should start with controls that reduce the highest risk quickly [2, pp. 1-2]. Phishing-resistant MFA should be used for administrators, executives, finance staff, IT support, and any user with access to sensitive client data [1, pp. 13-15]. Conditional access should detect unusual sign-in locations, impossible travel, new devices, risky sessions, and repeated MFA prompts. Privileged Access Management should remove standing administrator rights and replace them with approved, time-limited access.
Endpoint security should include EDR or XDR, full-disk encryption, automated patching, application allow-listing for high-risk systems, USB control, local administrator removal, and mobile device management. Devices that fall out of compliance should be blocked or placed into a restricted network until fixed [10].
For cloud and SaaS, VTAM should use Cloud Security Posture Management and SaaS Security Posture Management to find exposed storage, excessive permissions, disabled audit logs, weak encryption, risky OAuth applications, and insecure administrative settings [1, pp. 16-19] [2, pp. 18-21]. Infrastructure-as-code scanning should be used before changes reach production so that insecure cloud deployments are stopped early.
Ransomware resilience requires more than antivirus. VTAM should maintain immutable and offline backups, test restoration quarterly, protect backup administration with separate credentials, and segment backup infrastructure from the main environment [11]. DLP should monitor bulk exports, client record downloads, payment files, and sensitive email attachments. Administrative controls should include supplier reviews, risk assessments, acceptable-use enforcement, board reporting, and tabletop exercises.
These mitigations should be implemented in phases, starting with controls that reduce the highest likelihood and highest impact risks, such as MFA for privileged users, KEV-based patching [3], EDR coverage, and tested immutable backups.



6. [bookmark: _Toc229737988]Monitoring and Incident Response

A medium-sized financial services company may not be able to build a large Security Operations Centre, so a managed detection and response provider would be realistic. Whether internal or outsourced, monitoring should cover identity provider logs, endpoint telemetry, firewall and DNS logs, SaaS audit logs, cloud activity logs, vulnerability scanner results, DLP alerts, and supplier access activity. These sources should feed into a SIEM, with SOAR used for repeatable containment actions.
Priority detections should include mass file encryption, suspicious inbox rules, unusual administrator creation, repeated MFA prompts, impossible travel, data exfiltration, privilege escalation, exposed cloud storage, malware execution, and use of known exploited vulnerabilities. VTAM should also monitor third-party access because supplier accounts can be attractive to attackers.
The incident response process should be simple and rehearsed: prepare, detect, triage, contain, eradicate, recover, communicate, and improve [12]. During an incident, evidence must be preserved because the company may need it for regulators, cyber insurance, legal advice, or law enforcement. After the incident, VTAM should immediately isolate affected endpoints, disable compromised accounts, preserve forensic evidence, block malicious indicators, identify the initial access route, check whether data exfiltration occurred, verify backup integrity, restore from clean immutable backups, and communicate with legal, regulatory, insurance, and executive stakeholders before returning systems to production.
[image: ]
Figure 2. Incident response flow for VTAM. The process is designed to be rehearsed so that response actions are consistent under pressure.

7. [bookmark: _Toc229737989]Training and Security Culture

Annual awareness training alone would not be enough for VTAM. Staff need short, regular, practical training that reflects the threats they actually face. Monthly micro-learning, quarterly phishing simulations, vishing drills, executive whaling scenarios, and ransomware tabletop exercises would be more effective. Finance, IT administrators, developers, executives, and client-facing staff should receive role-specific material.
Employees should be trained to verify payment changes using a separate trusted channel, report suspicious calls quickly, challenge unusual urgency, protect MFA prompts, and avoid sending client data through unapproved tools. A positive reporting culture is important because early reporting can stop an incident from becoming a crisis.



8. [bookmark: _Toc229737990]Implementation Roadmap

The first 90 days should focus on stabilising the basics: enforce MFA, identify critical assets, deploy or tune EDR, onboard high-value logs to the SIEM, test backup recovery, review privileged accounts, and scan internet-facing systems against the KEV catalogue. These actions give VTAM immediate risk reduction and better visibility.
Within six months, VTAM should implement ZTNA for remote access, deploy CSPM and SaaS posture monitoring, introduce DLP for sensitive data, formalise supplier security reviews, and create SOAR playbooks for common containment tasks. Training should also move to a continuous programme with phishing and vishing exercises.
Within twelve months, the organisation should mature toward micro-segmentation, automated policy enforcement, continuous control monitoring, board-level cyber risk reporting, and repeatable NIST CSF Profiles and Tiers [2, pp. 10-14]. At that stage, Zero Trust becomes part of normal business risk management rather than a temporary project.



9. [bookmark: _Toc229737991]Conclusion

VTAM should adopt Zero Trust because its current risk environment cannot be managed by perimeter defences alone. The company needs to assume that credentials can be stolen, devices can become compromised, suppliers can be breached, and cloud settings can drift from secure baselines. A Zero Trust framework gives VTAM a structured way to reduce these risks through continuous verification, least privilege, strong device control, protected data, monitoring, and rehearsed response.
The recommended approach is realistic for a medium-sized financial services firm because it starts with high-value controls and then matures over time. By combining CISA's Zero Trust pillars with NIST CSF 2.0 governance and incident-management outcomes, VTAM can improve resilience against ransomware, social engineering, supply chain compromise, cloud misconfiguration, and insider risk while maintaining a professional level of assurance for clients and the board.
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Figure 1. Simplified Zero Trust Architecture for VTAM
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Monitoring and Incident Response Flow for VTAM
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