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[bookmark: _Toc228233420]Introduction:
This report will explain the setup and management of a virtualised enterprise network across two sites: Swansea and London. The purpose is to design, showcase and test a multi-site network using both Windows server and Linus based systems. The network is designed to support key essential enterprise services such as routing, directory services, secure communication, automated network management and shared resources. 
The Swansea site acts as the main hub for core network services. It hosts the domain controller, DNS server, IIS web server and remote desktop services, which work together to manage authentication, IP allocation and service delivery. While the London server is setting up using a Debian based router and client machines, creating a secondary network that connects to Swansea through controlled routing. 
There are no sources in the current document.the two networks. This reflects a real world enterprise setup, where multiple locations need to work together under the same system. 
This report will covers the configuration and testing of each component, including network setup, service setup, connectivity and security features. Each section includes explanations and supporting screenshots to show that the network has been implemented correctly. 













[bookmark: _Toc228233421]Network topology and IP configuration
Swansea network:
The Swansea server was configured with the server role required to support the enterpeise network. These include active directory domain services (AD DS), domain name system (DNS) and the DHCP server role. 
AS DS provides authentication and allows the management of users, computers and security policies across the domain. DNS handles name resolution by translating hostnames into IP addresses, allowing devices to find and communicate to client devices, which reduces the need for manual setup and helps avoid conflicts or errors.[7]
Together, these roles form the foundation of the Swansea network and keep everything running smoothly and consistently across both sites. They support secure logins, smooth communication between devices and easier network management which are all important for maintaining a stable multi site enterprise environment.
[image: The image depicts the Server Manager dashboard in Microsoft, where users can manage roles and features for servers, such as DNS, Active Directory, and various services, and select which roles to install on a specified server.

AI-generated content may be incorrect.]


Swansea network IP configuration showing IP address and subnet mask:
The Swansea network was configured using the IP range 192.168.10.0. From the screenshot, the Swansea server was assigned a static IPv4 address of 192.168.10.2, with a subnet mask of 255.255.255.0 and a default gateway of 192.168.10.1
The default gateway represents the routing devices responsible for forwarding traffic between network, allowing communication between the Swansea and London sites. The configuration ensures that key features such as domain controller and DNS server stay consistent and reliable network identity, while also allowing inter networks communication
[image: The image shows a Command Prompt window displaying network configuration information for two network interfaces, London and Swansea, including their IP addresses, subnet masks, and default gateways.

AI-generated content may be incorrect.]






London network:
London network IP configuration showing IP address and subnet mask:
The London network was configured using the IP range 192.168.20.0.  as shown in the screenshot, the London server was assigned a static IP address of 192.168.20.2, with a subnet mask of 255.255.255.0 and a default gateway of 192.168.20.1
The default gateway allows devices in the London network to communicate with other networks, including the Swansea network. This is important for allowing routing between sites and ensuring that data can be transferred reliably across the network. 
[image: The image shows a command prompt window displaying network configuration information for an Ethernet adapter, including IPv4 settings and DNS server details.

AI-generated content may be incorrect.]







Debian router:
The Debian router acts as the gateway between the Swansea and London networks. It was configured with two network interfaces:
Ens33 – 192.168.10.1 (Swansea) 
Ens34 – 192.168.20.10 (London)
This setup allows the router to connect to both network at the same time and forward traffic between them. The Debian router works as the main routing point, allowing devices in Swansea and London to communicate with each other. 
[image: The image shows a terminal session displaying the output of the 'ip a' command, which lists network interface configurations for a Debian-based router, including IP addresses, subnet masks, and statuses.

AI-generated content may be incorrect.]












[bookmark: _Toc228233422]Routing configuration
RRAS installation (Swansea):
Routing and remote access service (RRAS) was installed and configured on the Swansea server to enable communication between different networks. RRAS us required in this setup to allow routing between Swansea and London networks. [9]
Step taken: 
1. Selected add roles and feature 
2. Chose role-based installation, chose the server
3. installed remote access role 
4. enable routing and remite access via tools
5. configured using custom configuration, LAN routing
6. start service
[image: The image shows a Windows Server Manager interface, displaying a list of server roles and features for installation, such as DNS, DHCP, and various services like Active Directory and File and Storage Services.

AI-generated content may be incorrect.]
[image: The image displays a server dashboard in a Windows Server Configuration interface, showcasing various settings related to Routing and Remote Access, including options for enabling DirectAccess and managing network interfaces.

AI-generated content may be incorrect.]
[image: The image displays a Windows Server Manager dashboard, showing various network interfaces and their statuses, including LAN, DNS, and remote access configurations.

AI-generated content may be incorrect.]

[bookmark: _Toc228233423]LAN routing setup
Swansea – London routing:
Swansea = 192.168.10.0 
London = 192.168.20.0
LAN routing was configured to enable communication between Swansea and London networks. The Swansea network and London network are in separate subenets, therefore routing is needed for device in each network to communicate with one another.[6]
On the Swansea side, RRAS was configured on the windows server to handle routing functions.
On the London side, Debian router was configured with network interfaces to connect both subnets. 
The Debian router was assigned IP address on both networks, allowing it to act as a gateway between both networks. IP forwarding was enable to allow packets to be routed between two networks. 
Debian router: [image: The image shows a Debian GNU/Linux terminal interface for a router, displaying various system information and IP configurations.

AI-generated content may be incorrect.]


Successful ping:
[image: The image shows a terminal window with a ping command output for IP address 192.168.20.10, indicating a successful connection with an average round trip time of 1ms.

AI-generated content may be incorrect.]
[image: A user is running a ping command in the Command Prompt to check connectivity with a device at IP address 192.168.10.10, which is responding with varying response times.

AI-generated content may be incorrect.]

[bookmark: _Toc228233424]Firewall configuration
CMPv4 echo request rule:
Firewall configuration was required to allow ping communication between devoces on the network. By default, window defender firewall blocks incoming ICMP traffic, which prevents devices from responding to ping requests. 
To resolve this, the inbound rule ‘file and printer sharing (ICMPv4 in) was enabled in windows defender firewall with advanced security. This allows the system to respond to ping requests from other devices on the network.
Enabling this rule is important for testing connectivity, as it allows tools such as ping to be used to verify that routing between Swansea and London networks is working correctly. 
[image: The image displays a computer screen with various firewall settings and protocols, including Inbound and Outbound rules for HTTP-In, RPC, and TCP-In, along with different filters and permissions.

AI-generated content may be incorrect.]
[image: The image displays the Windows Defender Firewall with Advanced Security interface, showing various options for managing firewall rules, including inbound and outbound rules, connection security, and properties.

AI-generated content may be incorrect.]London 















[bookmark: _Toc228233425]routing (Debian)
IP forwarding was enabled on the Debian router to allow it to route traffic between the Swansea and London networks. Without IP forwarding, the router would not pass packets between its network interfaces.[9]
To ensure the configuration remains after a system reboot, presisten IP forwarding was enabled by modifying the system configuration file.
Steps taken:
1. edited the system configuration file files on debian using: sudo nano /etc/sysctl.conf
2. added the following line: net.ipv4.ip_forward=1
3. saved and exited the file
4. applied the configuration using: sudo sysctl -p 
static routers were configured by setting the Debian router as the default gateway for both Swansea and London networks. This allows devices in each network to send traffic to other networks via the router. 
[image: The image shows a text-editing interface in nano, a text editor, with specific commands highlighted for text navigation and editing.

AI-generated content may be incorrect.] [image: The image displays a terminal screen output with a Debian-based router configuration command to enable IP forwarding.

AI-generated content may be incorrect.]
[image: ]















Connectivity testing:
Ping test:
connectivity between the Swansea and London networks was tested using the ping command. Ping sends requests to a target device and checks whether a response is received.
Successful pin results confirmed that routing and firewall configuration were correctly set up, allowing communication between devices on different networks.
[image: The image shows a computer screen displaying the Windows Defender Firewall with Advanced Security interface, which allows users to manage inbound and outbound rules for network security.

AI-generated content may be incorrect.]








Traceroute:
Traceroute was used to analyse the oath taken by packets between devices. This command shown each hop a packet takes to reach the destination.
It confirmed that traffic was being routed through the Debian router, showing that routing between the Swansea and London networks was working correctly. 
[image: The image displays a Windows Defender Firewall interface with a list of inbound and outbound rules, a ping test to IP address 192.168.20.10, and a traceroute to IP address 192.168.10.10.

AI-generated content may be incorrect.]








[bookmark: _Toc228233426]Active directory domain services
Domain controller setup:
Forest name : saya.acca
A new active directory forest was created with the name saya.acca. this acts as the root domain for the network, and it used to manage users, computers and resources. by creating a forest allows the system to organise and control authentication, permissions and policies across all connected devices in the network.
[image: The image shows a computer system properties window where the user has the option to change the computer's name, domain membership, and other advanced settings.

AI-generated content may be incorrect.]
[image: The image displays a Debian-based router's management interface, featuring various sections such as Server Manager, Active Directory, and DNS configurations, with options to view and manage users, computers, and security groups.

AI-generated content may be incorrect.]









AD DS installation:
Active directory domain services were installed on the windows server to configure it as a domain controller. AD DS is important as it provides user authentication, management of users and computers and group policy control across the network. [10]
[image: The image depicts the Server Manager dashboard in Microsoft, where users can manage roles and features for servers, such as DNS, Active Directory, and various services, and select which roles to install on a specified server.

AI-generated content may be incorrect.]









[bookmark: _Toc228233427]DNS configuration
Forward lookup zone:
A forward lookup zone allows the system to resolve domain names into IP addresses. The zone was automatically created during the active directory domain services installation using the domain name “saya.acca” it stores DNS recors that map hostnames to their corresponding IP address. [7]
A record for all servers:
An address records were created in the forward lookup zone to map each server’s hostname to its IP address. This allows devices in the network to communicate using names instead of IP addresses. E.g. S-DC.saya.acca = 192.168.10.2
[image: The image displays a server's DNS Manager interface with various DNS records and configurations, including Forward Lookup Zones, Reverse Lookup Zones, Host records, and Performance statistics.

AI-generated content may be incorrect.]






Reverse lookup zone:
A reverse lookup zone allow the system to resolve IP addresses back into hostnames. We can use it to troubleshooting network, verifying connections and supporting tool like ping and tracert. [13]
Ptr records:
Pointer records were created in the reverse lookup zone. It helps map IP addresses back to hostnames. This ensures that when an IP address is queried, the corresponding hostname is returned. E.g. 192.168.10.2 = S-DC.saya.acca
[image: The image shows a server management interface displaying DNS configuration details, including forward and reverse lookup zones, with specific IP addresses and timestamps.

AI-generated content may be incorrect.]







Domain membership:
Client machine successfully joined to the saya.acca domain
The client machine was successfully joined to the saya.acca domain using domain administrator credentials. This allows centralised management and authentication within the network.
[image: The image shows a computer system properties window where the user has the option to change the computer's name, domain membership, and other advanced settings.

AI-generated content may be incorrect.]
[image: The image displays the VMware Workstation interface, featuring the Server Manager dashboard, with various tabs such as Active Directory, DNS, and a list of computers and users.

AI-generated content may be incorrect.]












Install DHCP role: [8]
The DHCP server role was installed on the Swansea (S-DC) domain controller using the add roles and features wizard in server manager.
Installing the DHCP role allows the server to automatically assign IP addresses and key network setting such as the default gateway, subnet mask and DNS server, to addressing errors and ensures consistent network connectivity across both the Swansea and London network.
[image: The image is a screen from VMware Workstation displaying the Server Manager interface with a list of server roles and features to be installed, including Active Directory and DHCP Server.

AI-generated content may be incorrect.]






Create DHCP scopes:
After installing the DHCP server role, scopes were created to define the range of IP addresses that can be automatically assigned to clieny devices. As shown in the screenshot, two scopes were created to support both network sites:
Swansea scope: 192.168.10.0
London scope: 192.168.20.0
Each scope was set up with an appropriate IP address range, along with key DHCP option such as subnet mask, default gateway and DNS server. These settings ensure that client devices receive the correct network configuration automatically when they connect to the network. 

[image: The image displays a Windows Server Manager dashboard, showcasing various server and network configurations, including DHCP scopes, DNS settings, and server options.

AI-generated content may be incorrect.]
[image: The image shows the Server Manager dashboard in a Windows Server, displaying various network settings such as DHCP, DNS, and address pools, along with options to manage policies and filters.

AI-generated content may be incorrect.]

[image: The image depicts the Server Manager dashboard, showing various network configurations and options for DHCP, DNS, and IP addresses.

AI-generated content may be incorrect.]
[image: The image shows a computer screen with a VMware Workstation window open, displaying a command prompt with various IP configuration details for an Ethernet adapter.

AI-generated content may be incorrect.]












[bookmark: _Toc228233428]File sharing and permission
Disk mounting:
Second disk mounted: a second virtual disk was added to the swansea domain controller through the virtual machine setting to provide additional storage for shared resources. the disk was configured with a capacity of 10GB and attached to the virtual machine as an extra storage device. [1]
Using a separate disk for file sharing helps keep data organised and makes it easier to manage share resources, while also reducing the risk of user data affecting the performance of the system driver. 
[image: The image displays a virtual machine configuration page in VMware Workstation, with various settings for memory, CPU, disk storage, network adapters, and hardware options, and includes options to defragment and manage disk space.

AI-generated content may be incorrect.]
[image: The image shows a virtual machine (VM) interface, displaying various tabs such as Library, Home, and different VMs (e.g., ClientS1, Debian-router), along with a file system layout and system information.

AI-generated content may be incorrect.][image: The image shows a Windows Server screen displaying various disk drives and partitions, including a boot, page file, crash dump, and basic data partition, with their statuses and sizes.

AI-generated content may be incorrect.]Sharing configuration:
A shared folder was created on the new E driver to provide storage that can be accessed across the network. As shown in tge screenshots, both sharing permissions and security permissions were configured to control access properly. 
sharing permissions:
domain user – full control: this allows authenticated domain users to read, write, modify and delete files within the shared folder
everyone – read only: this restricts general access to read only, meaning users can view files but cannot make any chances. This helps prevent accidental or unauthorised modifications.
NTFS permissions were configured to provide an additional layer of security at the file system level. These permissions apply whether the folder is accessed locally or over the network.[2]
Domain users – full control: this ensures domain users can fully manage files and folders, including creating, editing and deleting content.
Other users – restricted access: permissions for other account were limited to prevent unauthorised changes while still allowing basic access where needed. 
Using both sharing and NTFS permissions together provide better control over access. it reflects best example in enterprise environments where shared resourcrs need to be secure and well managed. [2]
[image: The image displays a Windows Server with VMware Workstation, showing a list of shared folders, including System32, Domain Users, and wwwroot, and their associated permissions.

AI-generated content may be incorrect.]
[image: The image displays a Windows Server environment with various options such as File Explorer, Task Scheduler, Event Viewer, and Device Manager, along with a list of shared folders and permissions settings.

AI-generated content may be incorrect.]

[image: The image shows a Windows 10 interface with the File Explorer open, navigating to a shared folder labeled 'sharedFolder' located on a new volume (E:), and the user is viewing its properties and permissions.

AI-generated content may be incorrect.][image: Everyone

AI-generated content may be incorrect.]
Access testing:
Access to the shared folder was tested from a client machine to check that the sharing and NTDS permissions were working correctly. the shared folder on the swansea server was successfully accessed over the network using \\S-DC\SharedFolder path.
A test file was created, saved and opened within the shared folder, confirming that members of the domain users group have the correct permissions to read and edit files. This shows that both the sharing permissions and NTFS permissions have been applied and work as expected.
This test confirms that the shared folder is accessible across the network and the authorised users can interact with the files, while access control is still enforced based on the configurated permissions. It also shows that the files sharing setup supports secure and efficient use within the domain environment. 
[bookmark: _Toc228233429][image: test.txt

AI-generated content may be incorrect.]



IIS web server configuration
Downloading IIS:
[image: The image appears to be a user interface for a server management console, specifically for the Microsoft System Center Configuration Manager, where users are selecting and installing server roles and features, such as Active Directory, Web Server (IIS), and others.

AI-generated content may be incorrect.]










Website setup:
Using the IIS manager to create a new website and linked to the directory. The site was given a name and configured with the correct physical path so IIS can locate and serve the web content. The binding was set to use HTTP on port 80, allowing user on the internal network to access the site through a web browser. [5]
This allows the server to host and deliver web content across the network. Storing the website files on the E:\ drive also helps keep the system organised by separating web content from the operating system, making it easier to manage and maintain. 
[image: The image displays a desktop interface with various folders and files, including a server manager, a local server, and different types of media and system files.

AI-generated content may be incorrect.]
[image: The image shows a user interface for a web server management tool with options to add a website, configure application pools, manage server connections, and view site settings.

AI-generated content may be incorrect.]















Windows authentication:
Window authentication was enabled in IIS to ensure that only authorised domain users can access the websites. When a user attempts to access the site, their login details are verified against active directory, ensuring that only authenticated users within the domain can view the content. 
[image: The image depicts a section of the Internet Information Services (IIS) Manager interface, specifically focusing on the Authentication settings for a site named SayaSite, where Anonymous Authentication is disabled and Windows Authentication is enabled.

AI-generated content may be incorrect.]










Website testing:
The website was tested from a client machine to verify that it was accessible over the network. The site was successfully loaded in a web browser, showing the configured content. This confirms that the IIS server is correctly hosting the website and that users on the network can access it. It also shows that the website configuration, file path and bindings are working as expected.
[image: saya

AI-generated content may be incorrect.]
[bookmark: _Toc228233430]







Remote desktop service
RDS installation:
Remote desktop service (RDS) was installed on the Swansea server to allow remote access from other machines on the network. As well as allowing authorised users to access the server remotely, supporting management and improving accessibility across the network. 
[image: The image displays a VMware Workstation interface with a deployment wizard for Remote Desktop Services, specifically showing progress for the installation of services on a server named S-DC.saya.acca.

AI-generated content may be incorrect.]











[image: The image is a user interface of the Microsoft Remote Desktop Services (RDS) management console, showing various options and services for managing remote desktop infrastructure.

AI-generated content may be incorrect.]














Certificate configuration
Certificates were added in remote desktop services to enable secure connections. A certificate was created and assigned to the required RDS services, including RE web access and RD connection broker. This allows the system to use HTTPS, encrypting data between the server and client. This is imprint as it ensures secure authentication and protects data during remote access sessions. [3]
[image: The image is a screen from the Microsoft Remote Desktop Services (RDS) deployment properties, showing the certificate levels for various roles like RD Connection Broker, RD Web Access, and RD Gateway, indicating their current status as Untrusted and prompting the user to update the certificate.

AI-generated content may be incorrect.]








Testing 
Certificate status and service availability were checked to confirm that the system is ready for secure remote access. this proven that the RDS setup is working as expected and support remote connectivity within the network. 
[image: The image shows a Windows Server 2012 R2 interface displaying the Remote Desktop Services (RDS) deployment configuration for a VMware Workstation.

AI-generated content may be incorrect.]
[bookmark: _Toc228233431]
Conclusion 
Overall, this project showed the setup of a virtualised multi-site network across Swansea and London. Key services such as routing, active directory, DNS, DHCP, file sharing, IIS and remote desktop services were configured and tested to ensure the network worked reliably. 
The Swansea server acted as the main hub, hosting core services like the domain controller, DNS, DHCP, IIS and RDS. 
The London network was connected using a Debian router and static routing, allowing secure communication between both sites, testing confirmed that routing, firewall rules and IP forwarding were working correctly.
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