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MedAssist is a private healthcare provider in the UK that offers people different kind of outpatient services such as blood tests, doctors’ appointments and other specialist tasks. The clinic has a team of doctors and admin staff who work to provide the patients with the best service possible. MedAssist are getting bigger and the system they are using is no longer viable because of how manual it is the records are starting to be misplaced, and the record-keeping is not as efficient as before. Because of how manual everything is, the influx of new patients is making it harder for staff to manage the information. To improve this, they need a reliable database system that can automate certain aspects making the record-keeping more manageable. 
The new database will mainly be for registering patients, managing the departments, booking appointments and making records of the appointments and treatments. They also want the system to have the ability to let patients leave feedback after their appointments. This database is needed to keep the clinic running smoother, easier for the staff to manage and also just to provide a better service for the patients.
The aim of the project is to design the database system for MedAssist and the database needs to be able to store patient details, effectively manage the doctors and departments through the database system, handle the booking of appointments, the treatment nots and to let patients leave feedback. The goal is to make the clinic run smoothly and more organised while reducing mistakes from all the manual input. 
To achieve this, I will be making an entity relationship diagram (ERD) that shows all the main entities and the relationships between them. I will be creating the database in MySQL while also inputting sample data to give an accurate display of how the database will function for the staff.
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1. [bookmark: _Toc237520603]ERD Database Design


[image: ]

This is the ERD I have made for the MedAssist system which is being created to replicate the day to day running of the clinic. The database has 6 tables, and the relationships are connected correctly. The ‘departments’ table has a one to many relationship with the ‘doctors’ table because one department can have multiple doctors, but a doctor can only work in one department (with just one specialty) and this is assigned by the ‘departmentid’ which is the foreign key. The ‘Patients’ and ‘Doctors’ tables both have one to many relationships with the ‘appointments’ this is because a patient can have multiple appointments and vice versa doctors also can have many appointments at the same time each appointment links to just one patient and doctor. For the consultation outcomes, ‘appointments’ connects to ‘treatments’ in a one to one relationship through ‘appointmentid’, to make sure that the consultation only creates one treatment record with the diagnosis and prescription. The feedback table links to both appointments and patients with foreign keys; this lets the patients leave reviews after the visit about their specific visits and also for the clinic as a whole.
When it comes to normalisation the database gets third normal form (3NF) so it stops things like data being dupliucated and other glitchy things happening when you try to edit and delete data and doing this keeps the data clean and precise. To get to the first normal form (1NF) every attribute has its base values such as ‘PatientID’ in the patient tab or other unique primary keys. The second normal form (2NF) happens automatically as the tables use one simple key, so all the information depends on the primary keys. The third normal form (3NF) has less issues with the mismatch of the entry of the data for example, if you just put department names or descriptions in the doctors table, that department info would depend on the DepartmentID, which then depends on the DoctorID. Once departments have their own table, everything only depends on its own primary key and not the key of the other tables [1] [2] [3].



2. [bookmark: _Toc237520604]Implementation Documentation

(Unfortunately, I made the database before starting the report, so the screenshots are of the already completed database)

I created the database with 6 tables, each table has a different number of columns based on the data entered.
[image: ]
In the appointment I have added the ‘AppointmentID’ as the primary key then added both ‘PatientID’ and ‘ DoctorID’ as the foreign keys.
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In the department table I have only added the ‘DepartmentID’ as a primary key
[image: ]
In the doctor table ‘DoctorID’ is the primary key and ‘DepartmentID’ is the foreign key
[image: ]
In the feedback table ‘FeedbackID’ is the primary key then ‘PatientID’ and ‘AppointmentID’ are the foreign keys
[image: ]


In the patient table I have added the ‘PatientID’ as the primary key.
[image: ]
In the treatment table ‘TreatmentID’ is the primary key and ‘AppointmentID’ is the foreign key
[image: ]

For each table I have added the relevant data types, I have also made sure all the “ID” primary keys are auto increment to make sure the ID’s number themselves as appropriate.
ALTER TABLE `appointment`
  ADD PRIMARY KEY (`AppointmentID`),
  ADD KEY `PatientID` (`PatientID`),
  ADD KEY `DoctorID` (`DoctorID`);

--
-- Indexes for table `department`
--
ALTER TABLE `department`
  ADD PRIMARY KEY (`DepartmentID`);

--
-- Indexes for table `doctor`
--
ALTER TABLE `doctor`
  ADD PRIMARY KEY (`DoctorID`),
  ADD KEY `DepartmentID` (`DepartmentID`);

--
-- Indexes for table `feedback`
--
ALTER TABLE `feedback`
  ADD PRIMARY KEY (`FeedbackID`),
  ADD KEY `PatientID` (`PatientID`),
  ADD KEY `AppointmentID` (`AppointmentID`);

--
-- Indexes for table `patient`
--
ALTER TABLE `patient`
  ADD PRIMARY KEY (`PatientID`);

--
-- Indexes for table `treatment`
--
ALTER TABLE `treatment`
  ADD PRIMARY KEY (`TreatmentID`),
  ADD KEY `AppointmentID` (`AppointmentID`);

--
-- AUTO_INCREMENT for dumped tables
--

--
-- AUTO_INCREMENT for table `appointment`
--
ALTER TABLE `appointment`
  MODIFY `AppointmentID` int NOT NULL AUTO_INCREMENT, AUTO_INCREMENT=13;

--
-- AUTO_INCREMENT for table `department`
--
ALTER TABLE `department`
  MODIFY `DepartmentID` int NOT NULL AUTO_INCREMENT, AUTO_INCREMENT=6;

--
-- AUTO_INCREMENT for table `doctor`
--
ALTER TABLE `doctor`
  MODIFY `DoctorID` int NOT NULL AUTO_INCREMENT, AUTO_INCREMENT=6;

--
-- AUTO_INCREMENT for table `feedback`
--
ALTER TABLE `feedback`
  MODIFY `FeedbackID` int NOT NULL AUTO_INCREMENT, AUTO_INCREMENT=13;

--
-- AUTO_INCREMENT for table `patient`
--
ALTER TABLE `patient`
  MODIFY `PatientID` int NOT NULL AUTO_INCREMENT, AUTO_INCREMENT=14;

--
-- AUTO_INCREMENT for table `treatment`
--
ALTER TABLE `treatment`
  MODIFY `TreatmentID` int NOT NULL AUTO_INCREMENT, AUTO_INCREMENT=13;
Here are the patient records that were added to the database including First name, Last name, date of birth, phone number, and e-mail addresses.
INSERT INTO `patient` (`PatientID`, `FirstName`, `LastName`, `DOB`, `Phone`, `Email`) VALUES
(2, 'Mark', 'Jacobs', '1989-04-15', '07387937365', 'mark.jacobs@yahoo.org'),
(3, 'Lucas', 'Barrett', '1995-08-11', '07461283591', 'lucas.barrett@youtubemail.com'),
(4, 'Sam', 'Lenae', '1992-07-23', '07592816437', 'sam.lenae@waters.com'),
(5, 'Eron', 'Kabashi', '1987-02-19', '07738192564', 'eron.kabashi@yahoo.org'),
(6, 'Timothy', 'Gordon', '1990-09-30', '07856419382', 'timothy.gordon@youtubemail.com'),
(7, 'Fred', 'Douglas', '1985-12-12', '07918374625', 'fred.douglas@waters.com'),
(8, 'Alex', 'Asake', '1998-06-17', '07162485930', 'alex.asake@yahoo.org'),
(9, 'Carly', 'Bruno', '1993-03-05', '07251963847', 'carly.bruno@youtubemail.com'),
(10, 'Rose', 'Gray', '1988-10-27', '07483726195', 'rose.gray@waters.com'),
(11, 'Joy', 'Malone', '1996-01-14', '07514692837', 'joy.malone@yahoo.org'),
(12, 'Brandon', 'Langley', '1991-08-09', '07629581463', 'brandon.langley@youtubemail.com'),
(13, 'James Ellis', 'Ford', '1986-05-21', '07795421638', 'james.ford@waters.com');

Here you can see the primary and foreign keys added with the alter table functions.
ALTER TABLE `appointment`
  ADD PRIMARY KEY (`AppointmentID`),
  ADD KEY `PatientID` (`PatientID`),
  ADD KEY `DoctorID` (`DoctorID`);

--
-- Indexes for table `department`
--
ALTER TABLE `department`
  ADD PRIMARY KEY (`DepartmentID`);

--
-- Indexes for table `doctor`
--
ALTER TABLE `doctor`
  ADD PRIMARY KEY (`DoctorID`),
  ADD KEY `DepartmentID` (`DepartmentID`);

--
-- Indexes for table `feedback`
--
ALTER TABLE `feedback`
  ADD PRIMARY KEY (`FeedbackID`),
  ADD KEY `PatientID` (`PatientID`),
  ADD KEY `AppointmentID` (`AppointmentID`);

--
-- Indexes for table `patient`
--
ALTER TABLE `patient`
  ADD PRIMARY KEY (`PatientID`);

--
-- Indexes for table `treatment`
--
ALTER TABLE `treatment`
  ADD PRIMARY KEY (`TreatmentID`),
  ADD KEY `AppointmentID` (`AppointmentID`);

Here is the sample data for the treatment table with different treatments.

INSERT INTO `treatment` (`TreatmentID`, `AppointmentID`, `Diagnosis`, `Prescription`, `Notes`) VALUES
(1, 1, 'Routine check completed', 'No medication required', 'Patient told to have regular checks.'),
(2, 2, 'Mild skin irritation', 'Moisturiser', 'Patient advised to apply every night.'),
(3, 3, 'Lower back muscle strain', 'Pain killers', 'Patient advised to complete medicine course and do stretches.'),
(4, 4, 'Minor condition needing small surgery', 'No medicine', 'Another checkup before surgery.'),
(5, 5, 'Blood test', 'No medication required', 'Blood sample collected for lab.'),
(6, 6, 'Cough', 'Cough medication', 'Patient advised to rest and drink more water.'),
(7, 7, 'Acne', 'Topical acne treatment', 'Patient advised to follow the routine given.'),
(8, 8, 'Muscle injury', 'Anti-inflammatory', 'Patient advised to rest the area and go to physiotherapy.'),
(9, 9, 'Operation recovery', 'Pain Killers', 'Recovery as expected need a follow-up.'),
(10, 10, 'High cholesterol', 'Low cholesterol diet given', 'Patient advised to maintain a balanced diet and come back for another visit.'),
(11, 11, 'High blood pressure', 'Blood pressure medicine', 'Patient advised to check and note blood pressure twice a day.'),
(12, 12, 'Psoriasis', 'Corticosteroid cream', 'Patient told to use cream as directed and follow up if it gets worse.');

Finally, I have also added the sample data for the feedback table.

INSERT INTO `feedback` (`FeedbackID`, `PatientID`, `AppointmentID`, `Rating`, `Comments`) VALUES
(1, 2, 1, 5, 'No Comment'),
(2, 3, 2, 4, 'Very nice doctor, really helped me out'),
(3, 4, 3, 5, 'Medication helped me'),
(4, 5, 4, 4, 'Doctor and Nurse were very friendly'),
(5, 6, 5, 5, 'Very kind and straight to the point'),
(6, 7, 6, 3, 'Very rude, tried to help me but was not very nice'),
(7, 8, 7, 5, 'Answered all my questions as well as possible'),
(8, 9, 8, 4, 'Good experience, the clinic was very nice'),
(9, 10, 9, 5, 'Doctor made everything easy for me to understand'),
(10, 11, 10, 4, 'Appointment was early so I had more time after'),
(11, 12, 11, 3, 'The appointment was very quick and everyone was helpful'),
(12, 13, 12, 5, 'My appointment was very late and it took too long');


1- Checking how many patients are registered
SELECT COUNT (PatientID) FROM patient;
[image: ]

2 – Checking how many doctors are working

SELECT COUNT(DoctorID)
FROM doctor;
[image: ]






3 – All patient names in order of their last names
SELECT PatientID, FirstName, LastName, DOB FROM patient ORDER BY LastName
[image: ]
4 – listing the doctors in order of their last names
SELECT DoctorID, FirstName, LastName, Speciality FROM doctor ORDER BY LastName
[image: ]
5 – Ordering the doctors by their speciality
SELECT DoctorID, FirstName, LastName, Speciality FROM doctor ORDER BY Speciality

[image: ]
6 – Finding all doctors who are a dermatologist
SELECT * FROM doctor WHERE Speciality = ‘Dermatologist’;
[image: ]

7 – Finding doctors who’s name starts with the letter M
SELECT * FROM doctor WHERE FirstName LIKE 'M%';
[image: ]
 8 – SELECT * FROM appointment WHERE AppointmentDate > '2026-01-01';
[image: ]

9 – Treatments handled by DoctorID 3 after 10am
SELECT * FROM appointment WHERE DoctorID = 3 AND AppointmentTime > '10:00:00';
[image: ]
10 – showing all patients listed by their last name in alphabetical order
SELECT * FROM patient ORDER BY LastName ASC;
[image: ]








3. [bookmark: _Toc237520605]Stored Procedure and Transactional Scenarios

Stored procedures can be used for MedAssist’s database to make things like adding updating and deleting patient records easier and more reliable. This is because it lets you store the commands for SQL in the database itself so when you need to use it you can just run it and you don’t have to keep pasting the same SQL code every time you need to use them.
I used an insert procedure which can be used when a new patient registers to the clinic, in my case I used this to populate the database e.g
INSERT INTO `department` (`DepartmentID`, `DepartmentName`, `Description`) VALUES
(1, 'General Medicine', 'General healthcare'),
(2, 'Dermatology', 'Skin conditions'),
(3, 'Physiotherapy', 'Physical rehabilitation'),
(4, 'Surgical', 'Surgeries'),
(5, 'Blood Tests', 'Phlebotomy');
This was used to populate the departments and department names. Doing this saves me having to manually write the departments and department names. Below are other insert procedures I used.
INSERT INTO `doctor` (`DoctorID`, `DepartmentID`, `FirstName`, `LastName`, `Speciality`, `Phone`, `Email`) VALUES
(1, 1, 'Emily', 'Carter', 'General Practitioner', '07134567890', 'emily.carter@healthmail.com'),
(2, 2, 'David', 'Harrison', 'Dermatologist', '07245678901', 'david.harrison@medicmail.com'),
(3, 3, 'Rachel', 'Bennett', 'Physiotherapist', '07356789012', 'rachel.bennett@cliniccare.com'),
(4, 4, 'Michael', 'Patel', 'General Surgeon', '07467890123', 'michael.patel@healthmail.com'),
(5, 5, 'Olivia', 'Turner', 'Phlebotomist', '07578901234', 'olivia.turner@medicmail.com');
[4] [5]

This one was for the patient details, everything is controlled by the patient ID rather than manually typing all of this information in every time.
Transactional handling is good because when you need to make multiple changes at one time it can be done with this method. They usually start with START TRANSACTION and they end with a COMMIT or ROLLBACK which either permanently saves the changes or cancels all the changes made at that time [6].
COMMIT would be once you have made all the changes needed and they are correct this would save them in the database and update the details entered [7].
ROLLBACK is the function that “rolls back” any changes made which is essentially just reversing them to a previous point in time this stops the changes from being made in the event that something goes wrong or something fails to update it will roll back to the last safe state or in a gaming term “last save file” this is important for MedAssist because if records are incomplete or wrong it can cause severe problems because of the nature of the business [8].
These are good because in a database for a healthcare provider it’s important to make sure all the data stays as accurate as possible, having only half of the data or only parts of it will cause issues for the staff and reduce t he level of patient care provided. Having the stored procedures makes it so the repeated tasks can be done easier and faster so these stored procedures will help MedAssist be more reliable and improve the integrity of the patient information.


4. [bookmark: _Toc237520606]Performance Tuning Enhancement

To make the database run smoother and faster, using a targeted indexing method like the B tree indexing would the best way because of the searches that the clinic will most likely be doing. The database has primary keys and foreign keys which can find the individual records and connections. 
The ‘appointment’ table has an index for the ‘PatientID’ and the ‘DoctorID’ this is good for the database because the staff might need to find all appointments for someone or all appointments that a certain doctor handled and through this method it will make the searches show everything needed.
I’ve also added a unique index on e-mail and a normal index on phone in the patient table, this makes finding patients during check-in basically instant, and it stops people putting the same e-mail address in twice.
All of this makes the clinic run smoother day to day, less time spent waiting at reception, doctors can get past treatment notes straight away, and feedback reports stay quick without locking up the main tables. The searches that will be made are going to be very similar each time as the things being searched for will not change but the number of people it needs to be searched for will increase in size.
The b-tree indexing strategy should make it easier for the MedAssist database and also make the searches faster and easier. The reception staff should be able to find appointment and patient information faster and the doctors should be able to find treatment information easier without having to manually check every file/line item [9] [10].

5. [bookmark: _Toc237520607]Conclusion

Overall, I feel the database that I created will work well and has met the criteria that MedAssist required. The database works and the relationships for it make sense while meeting the required needs. The system can add patients, edit patient data, remove patients, log treatments, manage departments and doctors working in them, book appointments and let patients leave feedback which are the main things MedAssist needed help with. The database keeps everything maintained and simplifies the day to day tasks for the staff.
By creating the ERD, it allowed me to use the diagram as a sort of step by step to create the database and have a clear goal to follow while doing so. Using the normalisation (1NF), (2NF) and (3NF) avoids the data duplication and reduced the problems that can be cause by accidental deleting of data and updating the wrong data. The primary and foreign keys along with the sample data work which shows that the database works. This project also allowed me to learn and put SQL into practice. I used stored procedures to make things easier for the staff, it makes things less manual and more consistent in line with the data being entered.
The version I made is just a basic version but still very functional, this database leaves a lot of room for someone to build on it and make an even better version, the foundation exists and works but can be made to do so much more. For the future things like creating specific user logins and making user logs to note down what changes were made by who and when could improve the running because if there are any issues, they can be traced back to whoever made them and providing the support needed to keep the clinic running smoothly. As it stands the database is already enough for the size of the clinic currently and it will make the workflow more efficient while giving the patients a better service.
There can still be further future improvements, one that can be added quickly is a dashboard which gives a basic update of how many tasks were completed e.g. how many bookings made in the week, who (doctor) had the most appointments, what the patient feedback has been like things like these can make the clinicians make more informed decisions on the inner running of the clinic.
The system can also have email and SMS reminders to remind patients of their appointments, the database can be linked to an app or an online system/website that automatically sends out reminders 24-48 hours prior to an appointment and also can be used as the feedback system for patients by sending a link via text or email.
The last thing I can think of is maybe having the database link to a local pharmacy to automatically send prescriptions to be handled automatically, this saves time for the patients having to collect a prescription then take it to the pharmacy and wait for them to process it. Patients will be able to simply provide their details at a nominated pharmacy to collect their prescriptions.
During the creation of this I came across some challenges that slowed down the process for me a bit, mainly it was creating the ERD properly, although we did this previously in another semester/year remembering how to create it properly was difficult I think outside of the database making the ERD properly took the majority of my time.
I was also struggling with the SQL itself there were a lot of times I was forgetting to add the ‘;’ at the end which kept giving me errors. This is the case for when I was adding the sample data too, I think it took me more than 5 times to get it all added properly most of the time when adding it I was getting “0 results added” and I realised I had capitalised one of the letters for the table I was adding to so the table it was trying to add to didn’t actually exist and I faced this problem on more than one table.
This report is also one of the challenges I am facing as I struggle to explain in details things I have completed and struggle to meet the word count usually. Despite these challenges I feel the project has helped me excel in many ways, and although I have not done everything as well as I should have, I tried my best to do what I could with what I had and I feel like compared to when I started the project, I have a better understanding of databases and SQL.

6. [bookmark: _Toc237520608]SQL Injection

After going through the PHP in my project, I checked to see where the website was vulnerable. I have added anti-sql injection in places like the login page

    $stmt = $pdo->prepare('SELECT * FROM admin WHERE username = :username');
    $stmt->execute(array(':username' => $username));
    $admin = $stmt->fetch();
If someone tries to inject code into this, the statement will basically search for it as a regular search and it won’t be able to inject as SQL, the password is also the same with the password_verify preventing the injection.

When a new game is added, the INSERT query uses named guidelines to safely add the information:
        $stmt = $pdo->prepare('INSERT INTO games (title, platform, release_date, hours_played, price, genre_id, year_id, owner_id)
            VALUES (:title, :platform, :release_date, :hours_played, :price, :genre_id, :year_id, :owner_id)');
        $stmt->execute($values);
The values from the form are passed through the prepared statement instead of being directly added to the SQL query. This helps protect the database from SQL injection because any SQL code entered into fields such as the title or platform will be treated as normal text rather than as part of the SQL command.


The prepares statements work because they separate the SQL from the other data. The database reads the structure then the user’s input is added after, this way any special characters or sql commands just get used as text and they can’t alter the SQL. The statements protect the main functions of the database like logging in, searching, adding, removing and editing.
Although the php site is mainly protected but there are some places where it could be a bit stronger like if I used prepared statements everywhere throughout it would make it more consistent all over and give better protection.
Overall, I think my games website is properly protected against SQL injection with the use of PDO statements throughout keeping the user areas protected. The vulnerabilities are not as big as you would think considering the size and use of the website some small improvements would help and keep it completely protected but all in all as it is now, I think it should work as intended and be quite safe from external injections.
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$_SESSION['admin_id'] = $admin['admin id'];
$_SESSION['admin_username'] = $admin[ username'];
header ('Location: index.php');
exit;
} else {
$error = 'Username or password is wrong.';
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sdel->execute(array(':id' => $id))
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} else {
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$stmt = $pdo->prepare('SELECT g.*, gen.genre name, py.year value, ob.owner_type
FROM games g
JOIN genres gen ON g.genre id = gen.genre id
JOIN purchase year py ON g.year_id = py.year id
JOIN owned_by ob ON g.owner_id = ob.owner_id
WHERE g.game id = :id');
$stmt->execute(array(':id' => $id));
$game = $stmt->fetch():





