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This paper is a supportive element to the PowerPoint presentation based specifically on ‘hacking’, as a form of cyber crime. This text, however, will look more broadly at Technology as a means of committing cyber crime. Cyber space is undoubtedly a large part of modern day lives, as individuals rely more so upon online shopping, banking and social media. This unfortunately allows for cyber crime to be carried out through the sharing of personal information, with those who may not be who they claim to be (Wall, 2007). A specific definition for cybercrime can vary, but the basic principle is the intentional use of illegal activities, within cyberspace or electronically, at the expense of others (Dashora, 2011). 
Cyber crime is different to ‘traditional crimes’ as they are only carried out through the medium of networks, ICT, telephones and so on. This is often more convenient as it is easy to deceive individuals if they cannot be seen and sometimes not heard too. Often, the use of these types of crimes can encourage the use of such ‘traditional crimes’ in this way too, as the ‘dark web’ can be utilised to disguise many illicit activities (Downing and Maguire, 2013). So, although cyber-dependent activities utilise the internet, cyberspace also involves cyber-enabled activities. This is whereby crimes which can be carried out in the ‘real world’ can be used and enhanced through technology. These activities could include; theft, fraud and even sexual offences such as trafficking and exploitation (Downing & Maguire, 2013).
Moreover, as technology and computer systems expand and progress, it only leads to more temptation for crime to occur. As there are more opportunities, behind ‘a screen’, it often draws people to commit or be involved in some kind of illegal activity (Nuth, 2008). However, this also allows crime fighters to have the best technologies to fight the impending criminal activity. Hence, creating both advantages and disadvantages for criminals and the law enforcement, as they co-evolve in this environment. The use of high technology crime, allows for personal information to be obtained through many avenues. This may be via a computer and network or merely though the files on a hard drive of a computer. Furthermore, the possibilities of various methods to obtain illegal information or even to expose information in return for money, is dangerous. This is a growing concern, as it  gives those who may not have otherwise committed criminal activity, an opportunity to do so (Moore, 2010).   
An example of online malware which is utilised to obtain or carry out illegal activity, is Botnets or Ddos (distributed denial of service). Botnets are virus’ which take place on a user’s system without the owners knowledge, and can also be used in a Ddos attack itself. This type of attack floods the server to obtain information, and can continue to do so as it is undetectable. Types of crime using these strategies include email spamming and click- bait fraud. These are among the most dangerous types of online attack for a victim, in the sense that they often do not know it has occurred, and even ‘clicking back’ straight away is not always enough (Alomari et al, 2012). 
A somewhat popular form of money driven, ‘real world’, crime can include holding someone hostage in exchange for ransom. Unfortunately, the internet has allowed criminals to use this strategy, but with their personal information at stake instead. As individuals move towards digitalisation of personal information (for convenience), Ransomware is able to take advantage of this. Ransomware is a form of cyber crime which obtains valuable information of the victim and then they must pay the perpetrator to get it back (Mohurle and Patil, 2017). This is a somewhat easy way to earn money if the criminal knows what they are doing. Furthermore to this, key logging may be used as well as many other methods, in order to track everything an individual types and sends the data to the criminal. This is a type of spyware, used to monitor persons of interest by capturing all key strokes and storing this information. This is another manipulative way hackers and criminals gain access to personal banking information but also to see any fraudulent activity and possibly use this as blackmail (Wazid et al, 2013). These are among the most popular routes to gain access to sensitive information.
Technology as a means of committing crime is not a new occurrence in modern day lives, as individuals rely heavily upon mobile phones, laptops, smart gadgets (Alexa), online banking apps and online shopping, to name a few. These are all susceptible to hacking, virus’ and consequently, the stealing of information. 
Hate crime is a further aspect of cyber crime, and includes such activities as child sexual exploitation. This is a highly sensitive activity which is unfortunately spurred on through the advancements of the internet and technology. The possession of indecent images and the grooming of minors through fake profiles on social media, are occurrences which happen far too often (Kloess et al, 2014). Criminal activities such as these are able to take place fairly easily through access to the internet and meeting other ‘like minded’ people. Those who either share the same inhumane thoughts or those who are ensuring an activity happens, in order to profit in some way (live abuse webcams). This type of crime is prevalent today as the scale and reach to others is endless and allows for more money to be made from such crimes, while allowing those to also get away with exposing children in such a way. The expensive and time consuming investigative efforts often mean many cases go under the radar. Along with highly skilled encryption experts, often making the websites and conversation exchange hard to obtain (Kloess et al, 2014). 
Unfortunately, developments in technology have changed the face of many criminal activities. These new forms pose a serious threat to much of society, especially those who are unaware of such threats (the elderly, for example). The complex understanding required for some of these activities are what makes those vulnerable. In order for crime control to be utilised and combat these activities as best they can, they must also grow and adapt (Sarre et al, 2018). As criminals explore new avenues of committing crime, undetected, the government and specialised agencies must also change to overcome this. The Amount of public awareness is also a crucial part of protecting each other. The more people are aware of the possible threats, the more cautious they are likely to be (Sarre et al, 2018). In order to overcome attempts to access personal information, the public should exercise the following; strong passwords, always back up devices and not give away any information where it looks suspicious. This type of suspicion could be from; spam emails, texts or even phone calls (Awan et al, 2017). Communication through the internet means a cheap and anonymous exchange of information, which the criminal uses to go in and out of domains and accounts. Other criminal acts, which may not be seen as directly ‘dangerous’, include prostitution. Prostitutes can now utilise online forums for their services, to discuss locations or even to exchange images for a fee. This is an example of a less extreme use of the internet, but nonetheless an activity which if it had taken place in the streets, is considered illegal (Sanders et al, 2016). Drugs are among the more dangerous uses of the internet, in terms of the illicit trading side of the dark web. Drugs are dangerous when the normal chemical properties are present, but online trading may mean it is something else entirely (cleaning chemicals, for example). This could be true for a real world drug trade, however, online does not allow for the dealer to be seen or heard, if they choose not to be. This meaning, if a casualty was to occur the individual will have no proof of who the dealer was, to prosecute (Kruithof et al, 2016). The use of the ‘onion router’ inside the dark web, essentially hides the user’s IP address and location, creating an easy and ‘safe space’ to exchange without either party knowing who is who. As long as the individual is skilled with encryption knowledge and browser protocols, then they can utilise this portion of the web as they wish.
To conclude, Increased variety and also volumes of cyber attacks push for a more educated population. This can then act as another form of prevention from attack. This is of course as well as the crime fighters attempting to stop the attacks occurring in the first instance. The landscape for crime to take place is vast and the policing authorities cannot physically cover and stop every illicit activity, unfortunately. It is partially down to the individual to safe guard themselves and those close to them, to be educated in what looks like suspicious activity (Choo, 2011). This will in turn help the strain of the specialised services, in avoiding such situations as cyber crime.
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