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[bookmark: _Toc197360221]1. Introduction
Our group aimed to design and develop an AI (Artificial Intelligence) based traffic light control system that can dynamically control urban traffic lights for more optimal flow. The intent was to mitigate congestion, aid in the efficient usage of the roads and the ability to create this type of solution at a significantly reduced cost compared to existing systems by designing it from the ground up to be integrated into any current city infrastructure. The system adjusts traffic signals to favour the heavy traffic while assuring immediate flow and minimizing the idle time.
The responsibility I had as Security Analyst was to evaluate the safety and integrity of our design. Furthermore, I worked heavily in the research phase, slide development and on the final presentation, where I gave an account of the system’s innovation, its technical advantages, as well as the broader societal impact. I collaborated closely with the rest of the team to ensure our solution was functional, realistic, secure, and cost-effective.
This reflection will cover my personal contributions, team dynamics, technical and design challenges, limitations and risk factors in our solution, and potential future improvement. In addition to this I will present individual ratings for team members based on their work throughout the project and provide appropriate reference to back my analysis.














[bookmark: _Toc197360222]2. Personal Contribution & Technical Reflection
Throughout the project, my focus was centred around research, technical content development, and public presentation. I conducted in-depth research into the limitations of traditional traffic control systems and the advantages of AI-based solutions, drawing on real-world case studies such as Pittsburgh’s SURTRAC system and Google’s Project Green Light. I was responsible for drafting several key sections of our final presentation, including the summary of previous work, problem analysis, and the innovation behind our AI based approach. I also delivered this material during our final Hackathon presentation.
While my primary role wasn’t focused directly on the development of the software, working alongside my teammate Daniel, I contributed significantly to the system's conceptual design by identifying potential security risks—such as traffic signal manipulation and data poisoning—and proposing mitigations like sandboxed AI training environments and simulation-based testing. I also supported the evaluation of design constraints, particularly around the system’s adaptability and scalability.
The team primarily used Python and Pygame for developing the traffic simulation, which allowed us to create a visual demonstration, for both us and those viewing our presentation too see how effective our project could be and show how our AI model outperformed the traditional “dumb” traffic controller found across the country. Although I did not directly contribute to the codebase, this project deepened my technical understanding of how machine learning models can be used in real-world urban challenges. This highlighted the practical constraints of real-time systems, such as the need for reliable input data, low-latency decision-making, and fallback mechanisms for safety.
Overall, this project strengthened my knowledge of applied AI in a real-world context, while also developing my ability to translate technical research into accessible and impactful communication.
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Our team worked effectively overall, with clearly defined roles and a good balance of skills. We held weekly meetings, mainly in person and used WhatsApp for daily updates, where we shared progress, discussed challenges, and supported each other. Tasks were allocated based on individual strengths. For example, Ryan led the development using Python and Pygame, while I focused on research, security risks, and presentation delivery.
One of our strengths was our shared motivation. Everyone contributed meaningfully, and even when we had setbacks, we quickly adapted. Communication was mostly smooth, though there were occasional lapses in clarity or extensive response times, particularly when balancing university and personal commitments. These were resolved by setting clearer deadlines and improving weekly meetings by ensuring we are all present in person. Clear communication helped our group stay focused and allowed us to express our concerns with the scope of the project, to ensure that we attain all feasible goals we set for ourselves.
We also collaborated well during the Hackathon itself. We stayed focused, handled questions confidently, and supported each other's parts. I felt the team had mutual respect and a shared goal, which made the project more enjoyable and successful.

[bookmark: _Toc197360224]Team Member Ratings (out of 5):
· Ryan Morris – 5/5: Consistently led development, delivered a working prototype, great technical input.
· Charlie Keirl – 3/5: Provided structure and systems thinking. Completed assigned tasks well but missed meetings and was underprepared for the final presentation.
· Carys Rees – 4/5: Managed documentation and teamwork section effectively, proactive communicator. Helped design and structure the presentation.
· Daniel James – 5/5: Assisted with network/security implications and system architecture. Also led in the presentations production and structure.
· Myself (Ethan Hopkins) – 5/5: Took on research, security risks, content creation, presentation, and helped shape the project’s innovation framing.
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Although our system showed strong potential, it still had important limitations. The biggest was dropping emergency vehicle prioritisation. We had planned to include it, but the technical complexity and time constraints meant we had to focus on general traffic flow instead. While that still helps emergency services indirectly, a dedicated emergency response feature would be a big improvement.
Another limitation was the simplified testing environment. We used a controlled simulation, which didn’t reflect real-world variables like pedestrians, accidents, or unpredictable driver behaviour. Our logic-based AI worked well in these controlled scenarios, but it would need further training with real-world data and reinforcement learning to handle more complex situations.
We also identified some risks, especially around security, such as the possibility of someone tampering with traffic signals or spoofing data. Ethical concerns were also considered, such as fairness in decision-making and ensuring pedestrian safety. While we designed the system with fail-safes and manual overrides, these areas would need more development in a real deployment.
Because of these challenges, we narrowed the scope of the project to a working prototype focused on traffic flow at a single junction. This allowed us to deliver something functional, but there’s plenty of room to grow the system further.

[bookmark: _Toc197360226]5. Future Work & Related Work
There are several ways the project could be improved if given more time and resources. First, we plan to replace our rule-based AI with a reinforcement learning model, which would allow the system to adapt over time based on trial and error. This would also support dynamic green-light durations, letting the AI respond to real-time queue sizes rather than using fixed thresholds.
We’d also like to see the system tested in real-world conditions, either in a controlled outdoor environment or through a partnership with a local council. This would allow us to gather data on real traffic patterns, weather impacts, and pedestrian interactions.
We drew inspiration from real-world systems like SURTRAC [1], an adaptive traffic signal system used in Pittsburgh, which has reduced wait times by over 40%. Google’s Project Green Light [2] also demonstrated how AI can lower emissions and improve flow by reducing unnecessary stops at traffic lights.
[bookmark: _Toc197360227]6. Conclusion
This project taught me a lot about both AI systems and working in a cross-disciplinary team. I developed a better understanding of traffic flow problems and how machine learning can be used to solve real-world challenges. Personally, I improved my research, presentation, and collaboration skills. Technically, I learned to think critically about design constraints, system risks, and ethical considerations. Overall, this experience helped me grow both as a cybersecurity student and as a future professional in tech.
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