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Objectives & Tool Used

e Extract data from multiple devices
* Verify integrity using hash values
* Analyse communication

* |dentify suspicious activity

Tools:

* Cellebrite UFED
 Cellebrite Physical Analyzer
 MD5 / SHA-1 Hashing



Methodology

:Acquisition
4 devices extracted individually

Forensically sound acquisition
Hash values : |
(MD5/SHA-1) | |
Integrity verified (no data
alteration) |

Analysis
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Suspicious Messages

Messages indicating coordination:

° “5M secured”
° “Local part stays as planned”
° “Keep me posted”
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Suspicious Messages
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Location Evidence

Reference to meeting location

Identified in Manchester

Links digital communication to real-world activity
Supports timeline reconstruction
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Findings & Conclusion

e Evidence integrity successfully verified

e Coordinated communication identified

e Duplicate contacts detected (identity obfuscation)
® Real-world meeting planned

® Cross-device linkage established

Conclusion:

® Successful forensic investigation conducted

Multi-device analysis provided deeper insights

Digital evidence supports coordinated behaviour
Demonstrates importance of forensic tools in cybersecurity



Findings

Suspect roles:

Emma Joe Norman

Data Source Intermediary Buyer



Timeline

Timeline:
e August 2024 ->Initial chat

e November 2024 -> meeting and deal
e January 2025 -> payment confirmation
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