Network Programmability
Assignment 1


Task 1:

The DevNet Associate course chapters 2-4 go over developer environments, software development and understanding of API’s. Each of these chapters have exams at the end to test your understanding. With the content in these chapters, you can better understand the software that will aid you with developing API’s. If you understand all the tools, you have you will have a better time finding solutions for your problems.
In chapter 2 we learn that DEVNet contains useful tools. These consist of learning labs, sandboxes, code exchange, developer support and developer documentation. Learning labs contain tutorials to give you information but also, they provide exercises to help you improve your skills. Learning labs is very useful if you are new to DEVNet and making API’S. All you need to access learning labs and to be successfully logged into a DeVNet account. This makes it very accessible to many users to help them learn wherever they go. DevNet sandboxes provide an isolated testing environment that doesn’t affect your production system. There are different sandboxes that are featured on DevNet. These being networking, IoT, security and data centre. DevNet exchanges are ways for community members to share with each other. There are multiple of these exchanges, automation exchange, code exchange and the ecosystem exchange. The code exchange allows anyone to submit a repository that they found useful. There are moderators to categorise and display useful repositories that can help you. Ecosystem exchange provides solutions to help you get a HeadStart in development. Developer support is provided to help solve solutions during development. You can get support by logging a ticket, posting to a community forum and accessing a Webex Teams space. This can help troubleshoot integrations, API connections and other speciality questions. There are additional resources that are also provided. One of these being video courses which are led by instructors that teach many different topics with some hands-on exercises. This is a good way to learn more about a specific topic. DevNet allows you to develop your skills while developing software, this makes it a great choice for users. Users can feel secure in their work knowing there are many ways to find solutions that they may face during development.
In chapter 3 software development life cycles, design patterns coding basics and more are discussed. The software development life cycle consists of 6 phases which are requirements & analysis, design, implementation, testing, development and maintenance. In the first phase you look at the needs and constraints, you are determining what problem needs to be solved by this new software. In the second phase the input from the analysis is taken and used to create designs. Then those designs are taken and are developed. Testing needs to be done to ensure functionality is working as intended, there is a test sheet where many tests are done to make sure everything that was intended to be performed by that software works. Deployment is when that software is taken and installed into the production environment. In the maintenance phase the team provides support for customers, fixes bugs found in production, works on software improvements and gathers new requests from the customer.  One of the software design patters is the observer design pattern. This is a subscription notification design that lets objects receive events when there are changes to an object. In the coding basics section of the chapter, we are taught what clean code is. For other developers to understand what the code does it must follow clean code principles. Some of these consist of consistent indentation, format of variables and each line having a purpose. If you are going to work in a team it is important the code can be easily read and understood by everyone which is why clean code is important. Also, if you must go back and alter code it is easier to find the specific line you need to change. Next methods and functions are discussed, when a block of code needs to be repeated in the future, we use methods and functions. This makes programs more efficient because you don’t have to retype the same lines of code again and again. Classes in programming are used to bundle data together for a specific object. For example, if we made a class that was going to act as a car, we would have different functions and data acting as attributes for this class. One function may be for the make of the car, another for the car's info such as speed and engine size. These are different pieces of data, but they all relate to the same class. We can then call the data we need later in the program. To conclude this chapter, we are taught different life cycles that are used in developing software, some methodologies fit different workspaces better. Development patterns are solutions for common problems in software development. And, the use of coding basics and how they are used to make functional yet understandable code.

The title of chapter 4 is “Understanding and Using Api’s”. An API allows two different software's to transmit data. API can be used for automating tasks, data integration and functionality. If you make an API that can automate tasks it can save you time for other tasks or if the API is being used by a buisness it can save the entire business time and resources.  As of more recent times there are third party solutions for individuals to develop their own API’s. Two design styles were discussed in this chapter, them being synchronous API’s and asynchronous API’s. Synchronous API’s receive a request then provide data. Asynchronous API receive a request then provide a response if the request has been received. Then when the data is ready to be sent to that person, they will receive a callback. As well as design styles we are shown the most popular architectural styles which consist of RPC, SOAP and REST. RPC is like the synchronous design style that was just discussed. A request is sent, when it is received and processed the response is sent back. SOAP architectural style is used to allow communication between applications. This can be used over any protocol. The REST API is an interface that transmits data over HTTP. The six principles of REST are:
1. Client-Server
2. Stateless
3. Cache
4. Uniform Interface
5. Layered System
6. Code-On-Demand (Optional)

REST API requests follow four components, URI, HTTP method, header and body. The URI stands for the uniform resource identifier and is used to see what the client would like to change. The HTTP methods then tell the API what action would like to be done, the methods shown in this chapter are post, get, put, patch and delete. The http header is used for additional information however this additional information is optional. The body is optional depending on what HTTP method is used. 
Another section of chapter 4 covers API rate limits. These are ways API’s manage the number of requests they receive. If they did not have these tools, it would run the risk of overloading and be victim to a Dos (denial of service) attack. This makes the API more secure and functional because it can provide a better response time for all users. Some of the algorithms include:
. Leaky bucket
. Token bucket 
. Fixed window counter
. Sliding window counter

The leaky bucket puts the responses in a queue in the order they were received. If the queue is full the request is denied.



Task 2:
Activity 1

DevNet aims to provide support for developers and network engineers with a wide range of tools and solutions. Without such support productivity may be slowed meaning the final product will take longer to develop. Also, the final product may lack in quality in relation to being made using DevNet.  One of the main resources provided is learning labs.
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The image above us taken from a course on learning labs. As you can see you follow step by step until you complete the task. You are given a secure environment to try these activities, which makes it accessible to many users. There are different categories to choose from such as IOT, networking and security. These labs are a good way at bettering your knowledge to help you when it comes to individual projects. DevNet provides other resources to help better your knowledge, this being the documentation page. Written by developers these documents provide info on different topics. Many documents provide information on API’s and their updates they have received. If you are aiming to make a similar API these documents can provide some helpful insight or inspiration. Sample code is another resource provided that can provide inspiration for developers. It can also provide solutions to your project if you are struggling with certain sections of your code. Sample code was made by the community and is maintained by Cisco. Exploring different uses of API’s can be very beneficial for a developer. You can also see how they are implemented into different workspaces. These resources are great for developers in different stages of their knowledge. Beginners can make a start with learning labs. Then more experienced developers use documentation and sample code for when they wish to start their own projects.
When developers want to start developing, DevNet provides Sandboxes. The DevNet sandbox is a live infrastructure that allows developers to make programs and test them on a safe environment. Again, this is good for developers at different levels. New developers can test what they have learnt so far and more experienced developers can start to make actual projects or test parts of their code in a virtualised environment. By making code in a virtual environment, it won’t influence your PC if you need to import something. You don’t need to install other software you just make an account, and you can access the sandbox. This accessibility can be very handy for developers because even if they are not at home, they can still access the sandbox and continue to work. If you are a developer who does several projects, you will most likely be importing different packages in relation to your project. However, this can be a bad thing as some projects have conflicting package dependencies. This is not a problem with Sandbox however as you can develop your code in a virtualised environment. There are many different environments to choose from. There is networking, IOT, security, data centre and collaboration. So that is another reason for developers to choose DevNet as there is wide range of environments for them to choose from. 
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The image above was taken from an overview from one of the sandboxes. This specific environment allows for API development over http/https with XML and JSON encodings. If this fit the project specifications, then a team could begin to make their API here.
With all these resources all network developers or even aspiring developers can access these resources to better their knowledge or begin making projects here. Some developers may prefer to use DevNet due to the insight and support from the community and DevNet themselves.

Activity 2:
In class we were doing work on functions and how they are applied into programs. We were given different scenarios and had to make functions to fit that scenario. For example, a function that asks for your name and age and then outputs those two pieces of data in a string back to the user. After doing research on the DevNet associate course I learnt about different methodologies that fit certain projects better. Waterfall method is a simple methodology where each phase relies on the results from the previous phase.
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The image above shows each phase and how they flow into the next. As the projects are more simple tasks this method is perfect as it is an easier to understand methodology compared to others. Although one negative about this method is that you can’t really go back and make corrections as it is all flowing in one direction. So, one error early on can create big problems later. However, for a small project like this the problems can be avoided and easily fixed if needed to.
When working in a team you need a methodology that incorporates feedback from all members to ensure everyone knows their roles and objectives. One methodology that incorporates this is the agile methodology. In this method the project is split up into phases and focuses on collaboration. The phases are requirements, design, development, testing, deployment and review. After each phase members share thoughts to see if there are potential changes to be made. By making these changes potential improvements can be made and production time may be sped up. Also, each member can adapt to changes quickly compared to other methodologies. Another methodology that is great for a team project is lean. This method also tries to focus on continuous improvement. There are two main principles, continuous improvement and respect for people. This means that all members can have their voices heard to make the production of the project smoother for everyone. Teams choose the lean method because it aims to eliminate waste and deliver value. So, if there is a close deadline for the project then this method would fit well. If not but you still want to focus on continuous collaboration agile would also be a good fit.
GIT is a version control system tool used by developers that can track changes in the file, meaning that multiple users can work on the same project. This enables collaboration and allows for team members to work anywhere which can speed up production. There are three types of version control systems, local, distributed and centralised. GIT is the main version control system that is used however, there are alternatives such as SVN. [1] This is also an open-source version control system that uses a client server model whereas GIT uses a distributed model. With this centralised model only one person can work on a file at a time. For teams not wanting to pay the price for paid version control systems this could be a good option. Previous versions of the file are also stored on this server meaning if you don’t like the changes, you made you can go back to before you made them. Another option is Mercurial which is a distributed version control system like GIT which means multiple team members can work on a file at the same time. It is supported on Windows and Linux and is written in python. So, if the users OS has a python interpreter this can be a viable option. When teams are choosing one of these options their preference will depend on different factors. Such as not wanting to use a paid version, if multiple members must work on the same file and ease of access.


References: 
[1]  Ryan Donovan, Beyond GIT: The other version control systems developers use,  Stack Overflow, January 9th 2023,
https://stackoverflow.blog/2023/01/09/beyond-git-the-other-version-control-systems-developers-use/
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