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These are the users that have access to the shared file, with the second admin account having full control access.
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This shows that an admin can read and write a document in the shared file.
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This shows that the non admin user cannot access the shared file.
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This verifies that the user can access the shared file from the Client 1 machine.
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This shows that the users OU has been restricted access to the control panel through Group Policies.


[bookmark: _Toc98881158]Removing Access to Command Prompt
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This shows the users OU has been denied access to the command prompt.


[bookmark: _Toc98881159]Restricting Access to Removable Drives
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This verifies that the user cannot access removable drives on the PC.
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This is the password policy that has been set. The error message shows what happens when you try to create a user that does not meet the password requirements.
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These are the networks that the host is connected to.
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This is the file that will be uploaded to the FTP server.
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The banner message that will be shown when using FTP.
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This shows that the remote access service is running correctly.
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These are the RIP interfaces on Server2, Server1 has the same interfaces for PublicNet and PrivateNet1.
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This ping command verifies that the routes are correct and that the servers can communicate with each other.
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This shows that the Server can communicate with the Client before setting the filters.
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The filter set to block communication with the Client.
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This shows that the Client can no longer ping the Server meaning the filter works successfully.
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[bookmark: _Toc98881167]Sound Password Principles
To ensure that users of a modern network environment have secure passwords, a few password principles I would enforce on the network are, passwords must have an 8-character minimum length, passwords must contain both uppercase & lowercase characters, passwords must contain a symbol(@, _, -, .), passwords will update every 30 days, and users cannot use same password when password updates.

[bookmark: _Toc98881168]Failover Clustering for High Availability Systems/Services

A failover cluster is a group of independent VMs that work together to increase the availability of clustered roles. The failover is when one or more nodes fail, other nodes provide the service. If any nodes do not work, they are restarted or moved to another node.

[bookmark: _Toc98881169]High Availability Environments
High availability cluster nodes allow services on the server to continue running on surviving nodes if one or more nodes fail. High availability clusters are often used for backup purposes and load balancing. High availability allows any of the nodes to fail without any downtime.

[bookmark: _Toc98881170]Continuous Availability Environments 
Continuous availability allows administrative work to take place such as hardware and software updates, software maintenance and platform refreshes while the application remains available to end users.  This is done by using multiple servers and switching the end user to an available server when one becomes unavailable.

[bookmark: _Toc98881171]Deploying Failover Clustering
Firstly, you must install the File Server role on all cluster nodes. You must then create the clustered role in the failover cluster manager, using the high availability wizard. To verify that the role has been created, the role should have a status of running in the Roles pane of the failover cluster manager. [1]

The importance of using clusters is that they provide a consistent, distributed namespace that clustered roles can use to access shared storage from all nodes. [2] This means that users will experience a minimum of disruptions to the services.



[bookmark: _Toc98881172]Network Policies
As a network manager, a few policies that I would have in place are.
1. Users must have a secure and hard to guess password, must be 8 characters minimum length, contain a special character, and must contain upper- and lower-case characters.
2. Passwords will be updated monthly.
3. Users will not be able to use the same password after it has been reset.
4. Users must not connect unauthorised equipment to the network. For example, smartphones, laptops, tablets, USB flash drives.
5. There will be specified access levels to ensure that users will have access to data that is only relevant to them.
6. Daily backups will take place and will be stored off site.
7. A disaster recovery plan will be in place to ensure that data can be recovered in the event of data loss.
8. Hardware and software must be regularly maintained and updated to ensure security.
9. Physical access to hardware will be restricted to those who require the relevant equipment.
10. Anti-virus and firewalls must be kept up to date.
11. Users are not permitted to use the IT systems for any non-work-related activities.
12. A data security manager will be in place at board level to ensure that data security is made a priority.
13. A data security controller will be responsible for ensuring that data process is kept in line with current regulations such as GDPR.
14. Ensure any sensitive data is stored securely with encryption.
15. Ensure data is only stored for as long as is necessary.
16. Ensure all devices on the network have been secured with encrypted passwords.
17. Users must report anything they think may harm the network/business.
18. Ensure that there are a security team guarding any server/data stores that the business needs to protect.
19. Users will be restricted access to command prompt, control centre etc.
20. Users will have set login hours to prevent them using equipment outside of working hours.
21. Users will be held responsible for any equipment or data they take out of the office.
22. Removable drives must have encryption.

[bookmark: _Toc98881173]Security Risks
There are many risks to the security of the network. These are some of the risks that have been identified.
1. Ransomware attacks.
2. Malicious damage done to equipment.
3. Malicious deletion of data.
4. Accidental deletion of data.
5. Phishing.
6. Malware.
7. Denial-of-Service attacks.
8. SQL injection attacks.
9. Computer worms.
10. Man in the middle attacks.

How to resolve/prevent these risks.
1. Have up to date backups readily available to be recovered in case of data loss.
2. Restrict what users can do on PCs, for example restrict edit/deletion rights to prevent data loss.
3. Train employees to spot phishing links in emails, online etc. to prevent these types of attacks.
4. Configure firewalls to detect DOS attacks and prevent them before they happen.
5. Use prepared statements to prevent SQL injection.
6. Use up to date antivirus software to prevent malware spreading across the network.
7. Encrypt sensitive data that could be intercepted by an intruder.
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