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This will be a report on a database-driven e-commerce site that has been developed by the author. This report will analyse the potential security threats that a website such as the one in questions could face if it were to go live, as well as analyse the current security features that have been implemented into the site.
The site in question is an e-commerce site that specialises in the selling of clothes and other accessories. It consists of 3 front-end pages: a home page, a product page, and a login page. The login page, once the correct credentials are inserted, take the user to a menu with many links to various pages that allow the user to view the tables of the database, create records to add to the tables, update existing records and delete existing records. Some of these pages can only be accessed with the correct access level (see Analysis of the Website’s Security Features: Access Levels).
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Broken authentication is when the authentication on a website is flawed in a way that allows attackers to assume the identities of an authenticated customer and commit fraudulent activities within a system. Attackers have access to millions of valid username and password possibilities, and this allows them to create default admin accounts that can use automated tools to hack systems. If a website has broken authentication, these accounts can easily slip under the radar and get into the system. 
To protect against this issue, one method is to use multi-factor authentication. This means the user has to go through one extra authentication phase before they get into their account. An example of this is requiring a user to use a one-time passcode every single time they login. This would greatly decrease the number of fraudulent accounts, as hackers would not have the tools to properly automate this, nor the time. [1]
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Websites constantly operate through data transfers and requests, especially when it comes to database-driven websites. An injection flaw or injection vulnerability is when an attacker injects malicious code into these transfers using an outside application. This happens a lot when a website accept user inputs and allows these inputs to enter a database. This can allow any outside attackers to cause harm to the database from the inside, or to gain control of the system. The most common type of injection flaw is an SQL injection, where perpetrators insert malicious SQL code into a backend database. This could affect the developed website quite badly, as the database it obtains the data from is coded primarily from SQL.
The most common and easiest way to mitigate any potential cyberattacks involving injection flaws is data validation. This is the process of verifying the data that is going to be called against before calling an external function. [2]
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Many websites process XML inputs. Inside XML documents, there will be XML processors that will be processing any inputs. These processors can be compromised and used to expose any sensitive internal data that may be in them. A common type of attack involving these processors is an XXE injection, which works by injecting malicious code into the XML entities, allowing the attacker to gain access to sensitive data. A very effective way to prevent these attacks is to use a reliable web scanner to detect any possible XXE vulnerabilities in your code. [3]
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On the website itself, there are a few security features in place. The first of which is a login page. The website connects to a database with a list of users. The login code then accesses this database then pulls data from it. This means that there are only a few select valid logins that the user can input. If the user inputs a valid ID, then this will take them to the backend pages where they can access the database features. However, if they input an invalid login that is not found in the database, then they will be told that they do not have access and not be allowed to access any database features. Despite being simple, this can prevent any regular customers from accidentally finding their way on to the backend pages.
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As well as the login feature, each user has an access level associated with their login credentials. In the database, user 1 has an access level of 1, while user 2 has an access level of 2. User 1 can only view the databases with his level of access, whilst user 2 can create, read, update, and delete data from the databases. This prevents any regular members of staff from accidentally or intentionally edit the database without the proper authorization, leading to less data misuse.
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In conclusion, there are many security threats that this site would face if it were to go live. With a lot more development time and coding skill, while these issues may never be fully prevented, they can be mitigated until they are barely a problem. For the website as is, the security features are very basic and will need to be improved on, but there is some level of basic security in place that will prevent some issues.
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