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Abstract
[bookmark: _Hlk214930595][bookmark: _Hlk214930615][bookmark: _Hlk214930569][bookmark: _Hlk214930629]This research gives an assessment of the Random Forest and Gradient Boosting models on the NSL-KDD intrusion detection dataset (Tavallaee et al., 2009). Ensemble learning methods boost trustworthiness (Zhou, 2012), whereas Random Forest cuts down variance (Breiman, 2001) and Gradient Boosting increases accuracy (Hastie et al., 2009). Using the commonly accepted evaluation metrics, the results demonstrate impressive multi-class detection performance.
[bookmark: _Toc214933235]Introduction
[bookmark: _Hlk214930806]The contemporary networks have experienced tremendous growth both in size and complexity, thus increasing their vulnerability to the constantly changing cyber threats and making the installation of Intrusion Detection Systems (IDS) more than just necessary but rather a necessity. The older generation of IDS based on rules is not quite able to detect new or adaptive attacks, which consequently leads to machine learning-based solutions being considered as viable replacements (Khraisat et al., 2019). The NSL-KDD dataset comes in handy as a trustworthy reference for testing the capabilities of such models, as it has already taken care of the redundancy problems within the KDD'99 dataset (Tavallaee et al., 2009). Combination techniques such as Random Forest and Gradient Boosting are accounted for the improvement in the accuracy since they work by pooling different learners together (Zhou, 2012; Breiman, 2001; Hastie et al., 2009). Metrics like precision and F1-score are still very much needed for the evaluation of the IDS performance (Sokolova & Lapalme, 2009).
[bookmark: _Toc214933236]Literature Review
Intrusion Detection Systems (IDS) are unavoidable for network protection, but the growing traffic volume and sophistication make the traditional signature-based methods progressively less viable. Modern attacks are very dynamic, coming up with the new strategies to avoid detection by static rules and thus, requiring the deployment of adaptive, data-driven approaches (Khraisat et al., 2019). One of the approaches is machine learning, which achieves this by discovering behavioral patterns that reveal both the known and the previously unknown threats (Tang et al., 2016). The NSL-KDD dataset is still the most accepted benchmark for the research of multi-class intrusion detection (Tavallaee et al., 2009).

Ensemble learning has drawn to the forefront for IDS, as it merges the multiple learning models to bring about an improvement in accuracy and also robustness (Zhou, 2012). Random Forest is one of the algorithms which causes the variance to be reduced through the bagging process, hence making it less prone to noise and high-dimensional data (Breiman, 2001). Gradient Boosting on the other hand, works through the procedure of sequentially correcting the errors which leads to the gaining of strong performance for complex classification tasks (Hastie et al., 2009). The proper evaluation of IDS performance needs the reliable metrics precision, recall, F1-score and the analysis of feature importance to recognize the main network characteristics (Sokolova & Lapalme, 2009; Han et al., 2011).
[bookmark: _Toc214933237]Problem Statement
The prevalence of modern networks has led to the continuous monitoring of threats being an absolute necessity due to the enormous volumes of traffic they generate. Nevertheless, the patterns of intrusions are becoming less obvious and more intricate which is a significant factor in the limitation of the traditional, rule-based IDS (Khraisat et al., 2019). The same goes for single machine-learning classifiers that are confronted with the issues of class imbalance, noisy features, and complicated relationships in network behaviour (Han et al., 2011).

Despite the NSL-KDD dataset being regarded as a solid benchmark for IDS research, its multi-class structure along with various attack categories poses difficulties for traditional models (Tavallaee et al., 2009). Ensemble methods enable better predictive accuracy, but there is still a lack of comparative evidence as to how Random Forest and Gradient Boosting perform on multi-class intrusion detection which is why this study is being conducted.
[bookmark: _Toc214933238]Dataset Overview
The dataset NSL-KDD comprises 125,973 records for training and 22,544 for testing, all having 41 network-traffic features plus one label column (Kaggle, n.d.). The features are represented as integer counts, binary indicators, continuous rate-based features, and also categorical ones like protocol_type, service, and flag. It offers a balanced and non-redundant collection of normal and attack connections, which is ideal for training and evaluating multi-class intrusion detection models.
[bookmark: _Toc214933239]Methodology
This particular segment gives a description of the methodical way or procedure that was used to develop, optimize, and assess two ensemble-based machine learning models Random Forest and Gradient Boosting for multi-class intrusion detection based on the NSL-KDD dataset. The method was structured and involved a series of steps including preparation of the dataset, preprocessing, exploratory analysis, model building, tuning of hyperparameters, and final evaluation. Google Colab was used for all the implementation steps and snippets of the executed code are added to showcase the whole pipeline.
[bookmark: _Toc214933240]1.Dataset Preparation
The NSL-KDD dataset was chosen because it was a better version of the original KDD’99 benchmark to a certain extent and its advantages like lower redundancy and equal distribution of attack records (Tavallaee et al., 2009) were considered. The dataset was retrieved from Google Drive, and the training and testing files were merged for the first examination.
The training file kdd_train.csv consisted of 125,973 records while the test file kdd_test.csv consisted of 22,544 records. The column names were given manually according to the dataset specification. 
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[bookmark: _Toc214933241]2. Data Preprocessing
[bookmark: _Toc214933242]2.1 Categorical Encoding
Three categorical attributes: protocol_type, service, and flag are in the data set, and they need to be changed into numbers before they can be used by machine learning models. In order to avoid inconsistency in the training and testing datasets, a single LabelEncoder was used for the joined values of both splits.
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[bookmark: _Toc214933243]2.2 Target Label Encoding
The attack category column (label) has numerous types of intrusions. A single LabelEncoder was fitted with the merged labels of both sets to prevent "unseen class" errors during testing.
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[bookmark: _Toc214933244]2.3 Feature Scaling
The normalization of input features is a plus for the Gradient Boosting. The StandardScaler was applied to the continuous features of both the training data and the test data.
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[bookmark: _Toc214933245]3. Exploratory Data Analysis
Before model development, the distribution of labels was analyzed to identify class imbalance. As expected, classes such as normal, neptune, and smurf dominated the dataset, while several attack categories appeared infrequently.
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[bookmark: _Toc214933246]4. Model Development
[bookmark: _Toc214933247]4.1 Random Forest Baseline Model
As a basic model, a Random Forest classifier with 100 estimators was trained. The performance of this model was taken as a reference point prior to the hyperparameter tuning conducted.
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The evaluation of performance was done through weighted classification metrics.
[bookmark: _Toc214933248]4.2 Gradient Boosting Baseline Model
The configuration of a basic Gradient Boosting light model was done by using shallow trees and a lower number of boosting stages (n_estimators=30) so as to cut down on the time taken for the computation.
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[bookmark: _Toc214933249]5. Hyperparameter Tuning
[bookmark: _Toc214933250]5.1 Random Forest Tuning
An optimization for the tree depth, number of trees, and feature sampling was done using the RandomizedSearchCV method (5 iterations, 2-fold CV).
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[bookmark: _Toc214933251]5.2 Gradient Boosting Tuning
Since Gradient Boosting is very computationally intensive, the tuning was done on a stratified sample of 5,000 points while the learning rate, subsampling, and tree depth were being investigated. 
[image: A screenshot of a computer code

AI-generated content may be incorrect.]
[bookmark: _Toc214933252]6. Model Evaluation Metrics
Model comparison involved four critical metrics which are highly recommended in IDS research: accuracy, precision, recall, and weighted F1-score (Sokolova & Lapalme, 2009).

Confusion matrices were drawn for both baseline and tuned models to see the detection power of the models across the different attack categories. As expected in multi-class IDS tasks (Khraisat et al., 2019), the minority attack classes were still tough to detect while the majority ones were detected with almost perfect accuracy.
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[bookmark: _Toc214933253]7. Feature Importance Analysis
Feature importance has been obtained from both ensemble models. In accordance with the existing IDS literature (Han et al., 2011), network traffic attributes like ‘src_bytes’, ‘same_srv_rate’, and ‘dst_host_serror_rate’ were very important in both models.

Random Forest showed a wide distribution of features with moderate importance, while Gradient Boosting gave very high importance to a small group of features, which is the standard practice of boosting algorithms to concentrate on the most discriminative signals.
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[bookmark: _Toc214933254]Experiments and Results
The results of the experiments carried out on the NSL-KDD dataset to evaluate ensemble-based intrusion detection models, namely Random Forest and Gradient Boosting, are presented in this section. The cleaned, encoded, and standardized datasets used in the preprocessing stage were employed in all the experiments. The performance was measured using well-known multi-class classification metrics such as accuracy, precision, recall, F1-score, and confusion matrices (Sokolova & Lapalme, 2009).
[bookmark: _Toc214933255]1. Baseline Model Performance
[bookmark: _Toc214933256]1.1 Random Forest
According to the measurements made, the Random Forest classifier that was used as a benchmark did have a very good performance, with its accuracy corresponding to 0.9139, weighted precision of 0.8703, and a weighted F1-score of 0.8766 (Breiman, 2001). The classification report has indicated very clear and pronounced results for those classes that are of high frequency, such as neptune, normal, ipsweep, and portsweep, which is a typical case because of the bagging nature of Random Forest that gives stability to the predictions on the large, balanced partitions of the data. On the other hand, the model had difficulties with the rare attack types such as mailbomb, mscan, and processtable, which is a clear indication of the imbalance in the NSL-KDD dataset (Tavallaee et al., 2009).
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The confusion matrix shows very clearly the dominant diagonal the effective detection of major attacks is indicated by this while at the same time revealing very few correct classifications for the attack categories that are rare.
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[bookmark: _Toc214933257]1.2 Gradient Boosting
The basic Gradient Boosting classifier got an accuracy of 0.9084 that was slightly less than the accuracy and a weighted F1-score of 0.8727. The main traffic patterns like neptune, normal and ipsweep were detected by Gradient Boosting with great accuracy but the attack classes that were minority showed less accuracy. This pattern is in line with boosting theory, wherein sequential learners optimize on the previous errors but are still affected by the noisy or highly unbalanced samples (Hastie et al., 2009).
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A similar pattern appears in the confusion matrix. The predominant classes appear to be classified accurately but the occasional rare intrusions barely get detected.
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[bookmark: _Toc214933258]2. Feature Importance Analysis
[bookmark: _Toc214933259]2.1 Random Forest
The most prominent predictors of intrusions were identified as src_bytes, same_srv_rate, and dst_host_serror_rate by feature importance analysis from Random Forest. On the contrary, Random Forest distributed importance across several features, which is in line with the bagging method that eliminates variance and utilizes multiple independent trees (Breiman, 2001). These results are consistent with previous studies that have shown network byte flow and service-level behaviour as strong indicators for attack detection (Han et al., 2011).
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[bookmark: _Toc214933260]2.2 Gradient Boosting
Gradient Boosting allocated extraordinarily high weights to the first two features src_bytes and same_srv_rate indicating its error-correcting process that moves sequentially and often discriminates between the most important variables (Hastie et al., 2009). The influential features that were identified are not as uniformly distributed as with Random Forest but still match the existing IDS literature.
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[bookmark: _Toc214933261]3. Hyperparameter Tuning Results
Utilizing RandomizedSearchCV for tuning had varying consequences on the two models.

The finer-tuned Random Forest got 0.9138 accuracy and 0.8763 F1-score, nearly the same as the baseline model showing very minor improvement indicating that Random Forest was already well-optimized with the default settings.
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On the other hand, the optimized Gradient Boosting model obtained 0.9144 accuracy and 0.8825 F1-score, thus, being the most efficient model overall. The advancements are in line with boosting theory, where adjustment of learning rate, depth, and number of estimators leads to the significant improvement of minority-class detection (Zhou, 2012; Tang et al., 2016).
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[bookmark: _Toc214933262]4. Model Comparison
The concluding comparison table displays: 
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In general, the tuned Gradient Boosting was the best model with respect to performance, giving the highest F1-score and slight improvement in the detection of minority attacks mirroring its great theoretical appropriateness for complex classification tasks (Hastie et al., 2009; Tang et al., 2016).
[bookmark: _Toc214933263]Discussion
Both ensemble models did a great job in the NSL-KDD dataset. However, the best results came from the tuned Gradient Boosting model. While Random Forest at baseline yielded an accuracy of 0.9139 and an F1-score of 0.8766, the Gradient Boosting model improved from 0.8727 to 0.8825 after tuning. This shows that boosting profits more from hyperparameter optimization than other methods because of its sequential learning strategy (Hastie et al., 2009). Random Forest exhibited the same performance in both cases, which is in accordance with its low-variance bagging nature (Breiman, 2001).
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Random Forest indicated a very small difference between the learning and testing accuracy, a sign of very low overfitting. The Gradient Boosting algorithm, in contrast, had a better minority-class detection after tuning but at the cost of requiring longer computational times and very careful parameter tuning boosting being a model characteristic.
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The models have always placed src_bytes, same_srv_rate, and dst_host_serror_rate to the top of the list of contributors which corresponds with the literature noting that the volume of data transferred and interaction patterns are strong indicators of intrusion (Han et al., 2011). Random Forest gave importance to a large number of features, while Gradient Boosting paid attention to only a few top ones, thus explaining its debugging and overall performance on hard attack types.
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[bookmark: _Toc214933264]Conclusion
In this assignment, evaluation of multi-class intrusion detection was done comparing Random Forest and Gradient Boosting based on the NSL-KDD dataset. Both algorithms performed very well, with Random Forest giving a constant baseline accuracy and Gradient Boosting turning out to be the best with a perfect F1-score after tuning. The feature importance analysis indicated that traffic-based features played a major role in attack detection. In essence, the application of ensemble methods was observed to be quite fruitful as they could differentiate between various intrusion types and hence, created a solid ground for the future development of intelligent IDS.
[bookmark: _Toc214933265]Recommendations
Considering the results, the use of Gradient Boosting is suggested for traditional security environments that require a high degree of sensitivity to the detection of subtle and minority-class attacks, whereas Random Forest can be employed in a high-volume, real-time monitoring scenario because of its strength and efficiency. It is recommended that IDS implementations have periodic retraining integrated in order to cope with the changing threats and use the feature importance insights to give priority to the key network attributes. The future research could involve the investigation of hybrid ensembles and deep learning techniques with the aim of further improving the accuracy and resilience of detection.
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# 1 am creating a LabelEncoder object, which will convert text labels
1abel_encoder = LabelEncoder()

# 1 an combining the label column from both train and test datasets.
combined_labels = pd.concat([train[label_col], test[label col]], axis=0)

# T am fitting the encoder on the combined labels so it learns how to map every string class to a number
1abel_encoder. fit(combined_labels)

# T am transforming the training and testing labels into numeric form.
y_train = label_encoder.transform(train[label_col])
y_test = label_encoder.transform(test[label_col])

# T am printing the shape of y_train and y_test
print("Label classes:”, label_encoder.classes_)
print("y_train shape:”, y_train.shape)
print("y_test shape:”, y_test.shape)
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#I am creating feature matrices and standardise them

# I am removing the label column to keep only input features
X_train = train.drop(columns=[label_col])
X_test = test.drop(columns=[label_col])

print("X_train shape:”, X_train.shape)
print("X_test shape:", X_test.shape)

# I am scaling all numeric features for better model performance
scaler = StandardScaler()

X_train_scaled = scaler.fit_transform(X_train)

X_test_scaled = scaler.transform(X_test)

print("X_train_scaled shape
print("X_test_scaled shap

X_train_scaled. shape)
, X_test_scaled.shape)
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# I am plotting a simple bar chart of class frequencies.
# This gives me a high-level understanding of the NSL-KDD data.
plt.figure(figsize=(10, 4))
train_df['labels'].value_counts().plot(kind="bar")
plt.title("Class Distribution in NSL-KDD Training Set")
plt.xlabel("Class label (normal / attack types)")
plt.ylabel("Number of samples")

plt.tight_layout()

plt.show()




image6.png
# I am creating Random Forest model
rf_clf = RandomForestClassifier(
n_estimators=100, # I am using 100 trees as a simple baseline
random_state=42, # I am fixing the seed for reproducible results
n_jobs=-1 # I am using all CPU cores to speed up training
)
# I am training the baseline Random Forest model
rf_clf.fit(X_train_scaled, y_train)

. RandomForestClassifier

RandomForestClassifier(n_jobs=-1, random_state=42)
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# I am creating a Gradient Boosting model

gb_clf = GradientBoostingClassifier(
random_state=42, # I am fixing the seed for reproducibility
n_estimators=30, # I am using fewer boosting stages to make training faster
learning_rate=0.1, # default learning rate
max_depth=2, # depth of individual trees
subsample=0.8 # I am using 80% of samples per tree to speed up training

)

# I am training the baseline Gradient Boosting mode
gb_clf . fit(X_train_scaled, y_train)

. GradientBoostingClassifier

GradientBoostingClassifier(max_depth=2, n_estimators=38, random_state=:
| subsample=0.8)
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# I am setting up randomized search with 2-fold cross-validation
rf_search = RandomizedSearchCV(

f_base, # the model I want to tune
param_distributions=param_dist, # the parameter grid I created

# only 5 combinations to keep it fast

f1_weighted", # good metric for imbalanced multi-class data

estimator:

cv=2, # using 2-fold cross validationn
verbose=1, # show progress in the output
random_state=42, # for consistent results
n_jobs=-1 # use all CPU cores

# I am running the tuning process on the scaled training data
rf_search.fit(X_train_scaled, y_train)
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# I am setting up RandomizedSearchCV to test random parameter combinations
gb_search = RandomizedSearchCV(

estimator=gb_base, # model to tune

param_distributions=param_dist_gb, # tuning space

n_iter=s, # 5 random combinations to keep it fast

scoring="f1_weighted", # good for multi-class imbalance

cv=2, # 2-fold cross validation

verbose=1, # show progress updates

random_state=42, # for repeatable results

n_jobs=-1 # use all CPU cores

# I am running the tuning process on the smaller training subset
gb_search. fit(X_train_small, y_train_small)
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# I am creating the confusion matrix using the true labels and predictions
cm = confusion_matrix(y_test, y_pred)
# I am setting the size of the heatmap
plt.figure(figsize=(10,8))
# I am drawing the heatmap for the confusion matrix
sns.heatmap (
m,
annot=False, # I am not showing numbers inside boxes

cmap="Greens"
# T am using original class names for Y-axis and X-axis
xticklabels=label_encoder.classes_,
yticklabels=label_encoder.classes_

)

plt.title("Random Forest(Baseline) Confusion Matrix")

plt.xlabel("Predicted")

plt.ylabel("True")

plt.show()
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#Confusion Matrix of baseline Gradient Boosting

# I am creating the confusion matrix using the true and predicted labels
cm_gb = confusion_matrix(y_test, y_pred_gb)

plt.figure(figsize=(10, 8)) # I am setting the size of the heatmap

# I am plotting the confusion matrix as a heatmap
sns.heatmap (
cn_gb,
annot=False, # I am not showing numbers inside the boxes
cmap="0Oranges",
# original class names for X-axis Y-axis
xticklabels=label_encoder.classes_,
yticklabels=label_encoder.classes_

)

plt.title("Confusion Matrix of Gradient Boosting")
plt.xlabel("Predicted")

plt.ylabel("True")

plt.show()
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#Feature Importance (Top 15)
# T am getting the importance values learned by Random Forest
importances = rf_c1f.feature_importances_
# T am storing all feature names (column names)
feature_names = X_train.columns
# T am creating a DataFrame to pair each feature with its importance score
feat_imp = pd.DataFrame({
*feature’: feature_names,
*importance’: importances

}).sort_values(by="importance’, ascending=False) # I am sorting from most > least important

# T am printing the top 15 features
print("Top 15 Important Features of Random Fores
print (feat_imp.head(15))

# I am setting the chart size
plt.figure(figsize=(10,6))

sns.barplot (x="importance’, y='feature', data=feat_imp.head(15), color='darkgreen')
plt.title("Top 15 Feature Importances - Random Forest")

plt.xlabel("Importance”)

plt.ylabel("Feature")

plt.tight_layout() # I am adjusting layout so labels fit well

plt.show()
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#feature Importance Top 15 of baseline Gradient Boosting model

# I am getting the feature importance values learned by the baseline Gradient Boosting model
importances_gb = gb_clf.feature_importances_
# I am collecting all feature names from the training data
feature_names = X_train.columns
# I am creating a table that links each feature to its importance score
feat_imp_gb = pd.DataFrame({
'feature': feature_names,
‘importance’: importances_gb
}).sort_values(by="importance’, ascending=False) # sorting from highest to lowest

# T am printing the top 15 features
print("Top 15 Important Features of baseline Gradient Boosting:")
print(feat_imp_gb.head(15))

plt.figure(figsize=(10, 6)) # I am setting figure size
sns.barplot (x="importance’, y='feature', data=feat_imp_gb.head(15),color="#fb347")
plt.title("Top 15 Feature Importances - Gradient Boosting")
plt.xlabel("Importance”)

plt.ylabel("Feature")

plt.tight_layout() # I am adjusting spacing for cleaner layout

plt.show()
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Classification Report:
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Classification Report of Baseline Gradient Boosting:
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Feature
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Tuned Random Forest Performance:
Accuracy : ©.9138
Precision: ©.8733
Recall : ©.9138
Fl-score : ©.8763
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Tuned Gradient Boosting Performance:
Accuracy : ©.9144
Precision: ©.8603
Recall : 8.9144
Fl-score : ©.8825
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# Dev Atulbhai Patel

# T am mounting my Google Drive so I can read the NSL-KDD CSV files
#rom google.colab import drive
drive.mount(’/content/drive")

Drive already mounted at /content/drive; to attempt to forcibly remount, call drive.mount("/content/drive”, force_remount=True).

# T am importing all Python libraries I will use later
import numpy s np

import pandas as pd

import matplotlib.pyplot as plt

import seaborn as sns

From sklearn.preprocessing import LabelEncoder, Standardscaler

#rom sklearn.ensemble import GradientBoostingClassifier, RandomForestClassifier

From sklearn.metrics import accuracy_score, precision_score, recall_score, f1_score, confusion matrix, classification_report
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# T am loading the training and test subsets of the NSL-KDD dataset from google drive and checking their basic structure.

train_path
test_path

train_df
test_df

pd.read_csv(train_path)
d.read_csv(test_path)

print("Train shape:
print("Test shap:
train_df.head()

, test_df.shape)

Train shape: (125973, 42)
Test shape: (22544, 42)

duration protocol_type service
0 0 tp fip_data
1 0 udp  other
2 0 tp  private
3 0 p  hip
4 0 p  hip

5 rows x 42 columns.

, train_df.shape)

"/content/drive/MyDrive/kdd_trai
‘/content/drive/MyDrive/kdd_test.csv"

flag
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SF
S0
SF
SF

src_bytes dst_bytes land wrong fragment urgent hot

491 0o o 0 [}
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# T am listing all colum names and data types
print("Columns:\n", train_df.columns)

print("\nbata Types:\n", train_df.dtypes)

# T am checking the class distribution in the training set
print("\ntabel Distribution (Train):")
print(train_df['labels’].value_counts())

Show hidden output

# T am confirming that there are no missing values

)

print("Nissing values in train:
print( train_df.isnull().sum())
print("Nissing values in test:")
print(test_df.isnull().sun())

Show hidden output
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# T am plotting a simple bar chart of class frequencies.
# This gives me a high-level understanding of the NSL-KDD data.
plt.figure(figsize=(10, 4))

train_df['labels’ ].value_counts().plot (kind="bar")
plt.title("Class Distribution in NSL-KDD Training Set")
plt.xlabel("Class label (normal / attack types)")
plt.ylabel("Number of samples”)

plt.tight_layout()

plt.shou()
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# I am preparing the NSL-KDD dataset for multi-class classification
# T am setting column names and make working copies

#I am specifying which columns are categorical features and which column is the target label.
categorical cols = ['protocol_type’, 'service’, 'flag']
label_col = ‘labels’

# T also copy the original dataframes so that the raw data remains unchanged.
train = train_df.copy()
test = test_df.copy()

train[categorical_cols].head()

protocol_type service flag

0 tep fip_data  SF
1 udp  other SF
2 tep private SO
3 tep htp  SF

4 tep htp  SF
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cat_encoders = {}

for col in categorical cols:
le = LabelEncoder() # I am using LabelEncoder for protocol_type, service and flag.
# To avoid mismatched codes betueen train and test, I fit cach encoder on the combined values from both sets
combined = pd.concat([train[col], test[col]], axis=0)
Le.Fit(combined)
# 1 am transforming train and test separately.
train[col] = le.transform(train[col])
test[col] = le.transform(test[col])
cat_encoders[col] = le

train[categorical_cols].head()

protocol_type service flag

0 1 20 9
1 2 u 9
2 1 49 5
3 1 u 9
4 1 2 9
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# 1 am creating a LabelEncoder object, which will convert text labels
1abel_encoder = LabelEncoder()

# 1 an combining the label column from both train and test datasets.
combined_labels = pd.concat([train[label_col], test[label col]], axis=0)

# T am fitting the encoder on the combined labels so it learns how to map every string class to a number
1abel_encoder. fit(combined_labels)

# T am transforming the training and testing labels into numeric form.
y_train = label_encoder.transform(train[label_col])
y_test = label_encoder.transform(test[label_col])

# T am printing the shape of y_train and y_test
print("Label classes:”, label_encoder.classes_)
print("y_train shape:”, y_train.shape)
print("y_test shape:”, y_test.shape)

Label classes: ['apache2’ ‘back’ ‘buffer_overflow’ 'ftp_urite' 'guess_passwd’
“httptunnel’ ‘imap’ ‘ipsweep’ 'land’ 'loadmodule’ 'mailbomb’ ‘mscan’
‘multihop’ ‘named’ neptune’ ‘nmap’ ‘normal’ 'perl' 'phf’ 'pod’

‘portsweep’ 'processtable’ 'ps’ ‘rootkit' ‘saint’ 'satan’ 'sendmail’

‘smurf’ ‘snmpgetattack’ 'snmpguess’ 'spy’ ‘teardrop’ ‘warezclient'
‘warezmaster' ‘xlock’ ‘xsnoop’ 'xterm']

y_train shape: (125973,)

y_test shape: (22544,)
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#I am creating feature matrices and standardise them

# T am removing the label column to keep only input features
X_train = train.drop(columns=[label_col])
X_test = test.drop(columns=[label_col])

print("X_train shap
print("X_test shape

X_train.shape)
. X_test.shape)

# T am scaling all numeric features for better model performance
scaler = Standardscaler()

X_train_scaled = scaler.fit_transform(X_train)

X_test_scaled = scaler.transform(X_test)

print(’ -
print(’

_train_scaled shap
Ctest_scaled shape:

. X_train_scaled.shape)
, X_test_scaled. shape)

X_train shape: (125973, 41)
X_test shape: (22544, 41)
X_train_scaled shape: (125973, 41)
X_test_scaled shape: (22544, 41)
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#Random Forest - Baseline model

# T am creating Random Forest model

f_clf = RandomForestClassifier(
n_estimators=100, # I am using 100 trees as a simple baseline
random_state=42, # I am fixing the seed for reproducible results
n_jobs=-1 # I am using all CPU cores to speed up training

)

# T am training the baseline Random Forest model
rf_cIf it(X_train_scaled, y_train)

- RandonForestClassifier

RandonForestClassifier(n_jobs=-1, random_state=42)
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#Tam evaluating baseline Random Forest
#rom sklearn.utils.multiclass import unique_labels
# T am predicting the classes for the test data
y_pred = rf_clf.predict(X_test_scaled)

# T am calculating all required evaluation metrics

accuracy = accuracy_score(y_test, y_pred)
precision = precision_score(y_test, y_pred, average='weighted’, zero_division=0)
recall = recall_score(y_test, y_pred, average='weighted', zero_division=0)

flscore = f1_score(y_test, y_pred, average='weighted', zero_division=0)

print("Random Forest Performance (Baseline):
print(f'Accuracy : {accuracy:.4f}")
print(f"Precision: {precision:.4f}")
print(f'Recall  : {recall:.af}")
print(f'Fl-score : {flscore:.4f}")

# T am selecting only the labels that actually appear in y_test
labels_test_only = unique_labels(y_test)

print("Classification Report:")
print (classification_report(
y_test,
y_pred,
labels=labels_test_only,
target_names=label_encoder.inverse_transform(labels_test only), # T am converting numbers back to text labels
zero_division=

N
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Random Forest Performance (Baseline):

Accuracy : 0.9139
Precision: 0.5703
Recall  : 0.9139
Fl-score : 0.8766
Classification Report:

precision
apache2 0.00
back 0.97
buffer_overflow 0.58
Frp_urite 1.00
guess_passwd 1.e0
httptunnel .00
imap 1.00
ipsueep 0.93
land 1.0
Loadmodule 1.0
mailbomb. .00
mscan .00
multihop 1.0
named .00
neptune 0.99
nmap 1.0

normal 0.57

perl 1.e0

phf 1.00

pod 0.59
portsueep 0.96
processtable 0.00
ps .00

rootkit 1.0
saint .00

satan 0.55
sendmail .00
smurf 0.95
snmpgetattack 0.00
snmpguess .00
teardrop 0.59
warezclient 1.e0
warezmaster 0.75
xlock .00
xsnoop .00
xterm 0.00

recall

P T T T R LT

.00
.59

a1

.50

o2

.00
.00
.00
.50

75

.00
.00

1

.00
.00
.59
.59
.00
.00
.04
.00
.00
.00

25

.00
.00
.00
.00
.00
.00
.00
.00

o1

.00
.00
.00

f1-score

.00

B
s6

.67
.04
.00
.00

%6

.67

56

.00
.00
.20
.00
.00
.00

o3

.00
.00

52
£

.00
.00
.40
.00

52

.00
.00
.00
.00
.04
.00

o2

.00
.00
.00

support.

228
227
17
2
a11
4

310

6654
206
11245

35
371
a1

EH
6%

540
4
3

104

107

279




image35.png
accuracy 0.1 22544
macro avg 0.58 .46 0.47 22544
weighted avg 0.57 0.51 0.88 22544

# T am creating the confusion matrix using the true labels and predictions
m = confusion_matrix(y_test, y_pred)

# T am setting the size of the heatmap

plt.figure(figsize=(10,5))

# T am drawing the heatmap for the confusion matrix

sns.heatmap(

1se, # T am not showing numbers inside boxes

‘Greens”,
# T am using original class names for Y-axis and X-axis
xticklabels=label_encoder.classes_,
yticklabels=label_encoder.classes_

)

plt.title("Random Forest(Baseline) Confusion Matrix")

plt.xlabel("Predicted”)

plt.ylabel("True")

plt.shou()
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#Feature Inportance (Top 15)
# I am getting the importance values learned by Random Forest
importances = rf_clf.feature_importances_
# T am storing all feature names (column names)
Feature_names = X_train.columns
# T am creating a DataFrame to pair each feature with its importance score
Feat_imp = pd.DataFrame({
“feature': feature_names,
*importance’: importances
}).sort_values(by="importance’, ascending=False) # I am sorting from most » least important

# T am printing the top 15 features
print("Top 15 Important Features of Random Forest:")
print(feat_imp.head(15))

# T am setting the chart size
plt.figure(figsize=(10,6))

sns.barplot(x="inportance’, y='feature’, data=feat_imp.head(15), color="darkgreen’)
plt.title("Top 15 Feature Importances - Random Forest")

plt.xlabel("Inportance”)

plt.ylabel("Feature™)

plt.tight_layout() # I am adjusting layout so labels fit well

plt.shou()

Top 15 Important Features of Random Forest
feature importance

4 src_bytes  0.149457
2 same_srv_rate  0.095316
3 flag  0.076670
37 dst_host_serror_rate  0.060464
25 Srv_serror_rate  0.050559
33 dst_host_same_srv_rate  0.048119
2 4iff_srv_rate  0.047662
2 Count  0.040288
38 dst_host_srv_serror_rate  0.039963
2 error_rate  0.038028
35 dst_host_same_src_port_rate  0.036267
36 dst_host_srv_diff_host_rate  0.034447
s dst_bytes  0.034005
E dst_host_diff_sru_rate  0.033785
1 protocol_type  0.029676




image38.png
Top 15 Feature Importances - Random Forest
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#I am storing baseline Random Forest metrics for comparison table
import pandas as pd

results = [] # T am creating an empty list to store results from each model
# I am adding the baseline Random Forest metrics into the results list
results.append({

“model": "RandomForest (baseline)”,

“accuracy”: accuracy,

“precision_ueighted”: precision,

“recall_weighted": recall,

"f1_weighted": flscore

bl

pd.DataFrame (results)

model accuracy precision weighted recall weighted 1 weighted

0 RandomForest (baseline) 0.913946 0870336 0913946 087655
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# Hyperparaneter tuning for Random Forest
From sklearn.model_selection import RandomizedSearchCV

# T am creating a basic Random Forest model
rf_base = RandomForestClassifier(
random_state=42, # I am fixing the seed for reproducibility
n_jobs=-1 # I am using all CPU cores to speed up tuning

)

# I am defining a small search space for tuning
param_dist = {

n_estinators”™: [100, 200, 300], # number of trees to test

“max_depth”: [None, 10, 20, 30], # I am limiting tree deep depth
“min_samples_split”: [2, 4, 6], # min samples required to split a node
“min_samples_leaf": [1, 2, 4], # min samples required in a leaf node
["sqrt”, "log2"] # number of features used at each split

“max_features’

¥

# T am setting up randomized search with 2-fold cross-validation
rf_search = RandomizedSearchcV(

base, # the model T want to tune
param_distributions=param_dist, # the parameter grid I created

, # only 5 combinations to keep it fast

"f1_ueighted”, # good metric for imbalanced multi-class data
cv=2, # using 2-fold cross validationn

verbose=1, # show progress in the output

random_state=42, # for consistent results

n_jobs=-1 # use all CPU cores

)

# T am running the tuning process on the scaled training data
f_search.fit(X_train_scaled, y_train)

# T am printing the best parameter combination found during tuning
print("Best parameters found:")

print(rf_search.best_params_)

# T am printing the best cross-validated Fl-score achieved on training folds
print("Best cross-validated weighted Fl-score on training data:")
print(rf_search.best_score_)

Fitting 2 folds for each of 5 candidates, totalling 10 fits
Best parameters found:
'n estimators

100, 'min samples split': 4, 'min samples leaf': 1, 'max features'

“log2',

“max depth®

20}
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Fitting 2 folds for each of 5 candidates, totalling 10 fits
Best parameters foun

{*n_estimators': 100, 'min_samples_split': 4, 'min_samples_leaf
Best cross-validated weighted Fl-score on training data
0.9977718142108652

# T am evaluate tuned Random Forest on the test set

# T am selecting the best model found during RandomizedSearchCV
f_tuned = rf_search.best_estimator_

# T am predicting the test labels using the tuned model
y_pred_tuned = rf_tuned.predict(X_test_scaled)

# I am calculating the performance metrics for the tuned model

[

“max_features’

‘log2’,

2

accuracy_tuned = accuracy_score(y_test, y_pred_tuned)
precision_tuned = precision_score(y_test, y_pred_tuned, average='weighted’, zero_divisio
recall_tuned = recall score(y_test, y_pred_tuned, average='weighted', zero_divisio
flscore_tuned = f1_score(y_test, y_pred_tuned, average='weighted’, zero_division=g)

# T am printing the tuned Random Forest performance results
print("Tuned Random Forest Performance:")
print(f'Accuracy : {accuracy_tuned:.4f}")
print(f'Precision: {precision_tuned:.4f}")
print(f'Recall  : {recall_tuned:.4f}")
print(F'Fl-score : {flscore_tuned:.4f}")

Tuned Random Forest Performance:
Accuracy : 0.9138
Precision: 0.5733
Recall  : 0.9138
Fl-score : 0.8763

“max_depth’: 20}
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# T am adding the tuned Random Forest metrics to the results list
results.append({

"model": "RandomForest (tuned)",

“accuracy”: accuracy_tuned,

“precision_weighted": precision_tuned,

“recall_weighted": recall_tuned,

"f1_weighted": flscore_tuned

Bl

# T am converting the results list into a DataFrame to view it as a table
comparison_df = pd.DataFrame(results)

comparison_df # I am displaying the updated comparison table

model accuracy precision weighted recall weighted 1 weighted

0 RandomForest (baseline) 0.913946 0870336 0913946 0.876550
1 RandomForest (tuned) 0.913769 0873304 0913769 0.876323
# Gradient Boosting Classifier - Baseline model

# I am creating a Gradient Boosting model

gb_clf = GradientBoostingClassifier(
random_state=42, # T am fixing the seed for reproducibility
n_estimators=30, # I an using fewer boosting stages to make training faster
learning_rate=.1, # default learning rate
max_depth=2, # depth of individual trees
subsample=0.5 # I am using 80% of samples per tree to speed up training

)

# T am training the baseline Gradient Boosting mode

gb_clf.fit(X_train_scaled, y_train)

- GradientBoostingClassifier

GradientBoostingClassifier(max_depth=2, n_estimators=30, random_state=42,
subsample=0.5)
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#I am evaluating baseline Gradient Boosting

# T am predicting labels on the test data using the baseline Gradient Boosting model
y_pred_gb = gb_clf.predict (X_test_scaled)

# T am calculating all evaluation metrics for the baseline Gradient Boosting model
accuracy_gb = accuracy_score(y_test, y_pred_gb)

precision_gb = precision_score(y_test, y_pred_gb, average='weighted', zero_division=0)
recall gb = recall_score(y_test, y_pred gb, average='ueighted', zero_division=0)
flscore_gh = F1_score(y_test, y_pred_gb, average='weighted’, zero_division=0)

# I am printing the performance results of the baseline Gradient Boosting model
print("Gradient Boosting Performance (Baseline):")

print(f"Accuracy : {accuracy_gb:.4}")

print(f'Precision: {precision_gb:.4f}")

print(f'Recall @ {recall_gb:.4f}")

print(f'Fl-score : {flscore_gb:.4f}")

# T am selecting only the labels that actually appear in the test set
1abels_test_only = unique_labels(y_test)

# 1 am printing the detailed classification report for the baseline Gradient Boosting model
print("Classification Report of Baseline Gradient Boosting:")
print (classification_report(
y_test,
y_pred_gb,
labels=labels_test_only, # only include labels present
target_names=label_encoder.inverse_transform(labels_test only), # T am converting numbers back to text labels
zero_division=

)
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Gradient Boosting Performance (Baseline):
Accuracy : 0.9084
Precision: 0.5573
Recall : 0.5084
Fl-score : 0.8727
Classification Report of Baseline Gradient Boosting
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micro avg 0.91 0.91 0.1 22544
macro avg 0.22 0.43 0.4 22544
weighted avg 0.56 0.51 0.57 22544

#Confusion Matrix of baseline Gradient Boosting

# T am creating the confusion matrix using the true and predicted labels
cm_gb = confusion_matrix(y_test, y_pred_gb)

plt.figure(figsize=(10, 8)) # I am setting the size of the heatmap

# I am plotting the confusion matrix as a heatmap
sns.heatmap(

alse, # I am not showing numbers inside the boxes
cmap="0ranges",
# original class names for X-axis Y-axis
xticklabels=label_encoder.classes_,
yticklabels=label_encoder.classes_

)

plt.title("Confusion Matrix of Gradient Boosting")

plt.xlabel("Predicted”)

plt.ylabel("True")

plt.shou()
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#Feature Inportance Top 15 of baseline Gradient Boosting model

# I am getting the feature importance values learned by the baseline Gradient Boosting model
importances_gb = gb_clf.feature_importances_
# I am collecting all feature names from the training data
Feature_names = X_train.columns
# T am creating a table that links each feature to its importance score
Feat_imp_gb = pd.DataFrame({
“Feature': feature_names,
*importance’: importances_gb
})-sort_values(by="inportance’, ascending=False) # sorting from highest to lowest

# T am printing the top 15 features
print("Top 15 Important Features of baseline Gradient Boosting
print(feat_imp_gb.head(15))

plt.figure(figsize=(10, 6)) # I am setting figure size
sns.barplot(x="inportance’, y='feature’, data=feat_imp_gb.head(15),color="47f6347")
plt.title("Top 15 Feature Importances - Gradient Boosting")
plt.xlabel("Inportance”)

plt.ylabel("Feature™)

plt.tight_layout() # I am adjusting spacing for cleaner layout

plt.shou()
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Top 15 Important Features of baseline Gradient Boosting:
feature importance
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# I am adding the baseline Gradient Boosting metrics to the results list

results.append({
“model!

“accuracy”: accuracy_gb,
“precision_weighted": precision_gb,
“recall_weighted": recall_gb,
"f1_weighted"

Flscore_gb
Bl

“GradientBoosting (baseline)",

# T am converting the results list into a DataFrame so I can view it as a table

comparison_df = pd.DataFrame(results)

# T am displaying the updated comparison table
print("Hodel Comparison Table after adding baseline Gradient Boosting

display (comparison_df)

Model Comparison Table after adding baseline Gradient Boosting:

model accuracy precision_ueighted

0 RandomForest (baseline) 0.913946
1 RandomForest (tuned) 0.913769

2 GradientBoosting (baseline) ~ 0.908357

# Hyperparameter tuning for Gradient Boosting

0.870336
0873304
0.857328

#rom sklearn.model_selection import train_test_split

recall_weighted
0913946
0913769
0.908357

£1_ueighted
0.876550
0.876323

0.872696

# T am creating a smaller stratified subset of the training data to make tuning faster

X_train_small, _, y_tra

X_train_scaled,
y_train,

_small, _ = train_test_split(

train_size=s000, # I am using 5000 samples for tuning

random_stats

2,

Stratify=y_train # keep class proportions same as original data

)

print("Subset shape for tuning:”, X_train_small.shape, y_train_small.shape)

# T am creating a basic Gradient Boosting model to start tuning from

gb_base = GradientBoostingClassifier(
random_state=42 # reproducible results

)
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# I am defining a simple parameter search space for tuning
param_dist gb = {
"n_estinators": [50, 100, 150], # number of boosting stages
"learning_rate”: [0.05, .1, 0.2], # step size shrinkage
“max_depth”: [3, 5], # depth of individual regression trees
“subsample”: [1.0, 0.8] # fraction of samples per tree

¥

# T am setting up RandomizedSearchCV to test random parameter combinations
gb_search = RandomizedsearchCV(
estimator=gb_base, # model to tune
stributions=param_dist_gb, # tuning space
n_iter=s, # 5 random combinations to keep it fast
‘f1_weighted", # good for multi-class imbalance
cv=2, # 2-fold cross validation
. # show progress updates
random_state=42, # for repeatable results
1# use all CPU cores

)

# T am running the tuning process on the smaller training subset
gb_search. fit(X_train_small, y_train_small)

# I am printing the best parameter combination discovered during tuning
print("Best parameters for Gradient Boosting:
print(gb_search.best_params_)

# T am printing the best cross-validated Fl-score achieved on the subset
print("Best cross-validated weighted Fl-score (train CV):")
print(gb_search.best_score_)

Subset shape for tuning: (5000, 41) (5000,)

Fitting 2 folds for each of 5 candidates, totalling 10 fits

Jusr/local/1ib/python3.12/dist-packages/sklearn/mode]_selection/_split.py:
warnings .uarn(

Best parameters for Gradient Boosting:

{*subsample’: 1.0, 'n_estimators': 150, 'max_depth’: 3, 'learning_rate’: 0.1}

Best cross-validated weighted Fl-score (train CV):

©.9932209936250389

: Userliarning: The least populated class in y has only 1 members, which is less than n_splits=2.
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# T am evaluating tuned Gradient Boosting on the test set

# T am selecting the best Gradient Boosting model found during tuning
gb_tuned = gb_search.best_estimator_

# T am predicting the test labels using the tuned Gradient Boosting model
y_pred_gb_tuned = gb_tuned. predict (X_test_scaled)

# T am calculating all evaluation metrics for the tuned Gradient Boosting model
accuracy_gb_tuned = accuracy_score(y_test, y_pred_gb_tuned)
precision_gb_tuned = precision_score(y_test, y_pred_gb_tuned, averag:
recall gb_tuned = recall_score(y_test, y_pred_gb_tuned, average='weighted’, zero_division=0)
flscore_gb_tuned = f1_score(y_test, y_pred_gb_tuned, average='weighted’, zero_division=0)

weighted', zero_division=)

# T am printing the tuned Gradient Boosting model performance
print("Tuned Gradient Boosting Performance:")
print(f'Accuracy : {accuracy_gb_tuned: .4f}")

: {precision_gb_tuned:.47}")

Recall @ {recall_gb_tuned:.4f}")

print(f'Fl-score : {flscore_gb_tuned:.4f}")

Tuned Gradient Boosting Performance:
Accuracy : 0.9144
Precision: 0.5603
Recall : 0.9144
Fl-score : 0.8825
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# T am adding the tuned Gradient Boosting metrics to the results
results.append({
"model": "GradientBoosting (tuned)”,
“accuracy”: accuracy_gb_tuned,
“precision_weighted": precision_gb_tuned,
“recall_weighted": recall_gb_tuned,
“"f1_weighted”: flscore_gb_tuned

bl

# T am converting the updated results list into a DataFrame
comparison_df = pd.DataFrame(results)
comparison_df # I am displaying the final comparison table

list

model accuracy precision_ueighted recall weighted

0 RandomForest (baseline) 0.913946 0870336
1 RandomForest (tuned) 0913769 0873304
2 GradientBoosting (baseline) ~ 0.908357 0857328
3 GradientBoosting (tuned) 0914434 0.860264

0913946
0913769
0.908357

0914434

£1_ueighted
0.876550
0.876323
0.872696
0.882514
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# T am drawing bar chart of F1 for all models

# T am creating a custom color list so each bar has a different colour.
colors = [

4006400,

#ff5co0”,

4006400,

#faco0”
1

# T am plotting the Fl-scores of all models as a bar chart
comparison_df.plot(

x="model’,

y="f1_ueighted’,

legend=False,
color=colors # I am applying the custom colour palette

)

plt.title("Model Comparison by leighted Fl-score™)
plt.ylabel ("leighted Fl-score™)
plt.xlabel("Model")

plt.xticks (rotation=20)

plt.tight_layout()

plt.shou()
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# T am loading the training and test subsets of the NSL-KDD dataset from google drive and checking their basic structure.
train_path = "/content/drive/lybrive/kdd_train.csv"
test_path = "/content/drive/MyDrive/kdd_test.csv

train_df = pd.read_csv(train_path)
test_df = pd.read_csv(test_path)

print("Train shape:
print("Test shape:
train_df.head()

train_df.shape)
, test_df.shape)
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cat_encoders.

3}

for col in categorical cols:
le = LabelEncoder() # I am using LabelEncoder for protocol_type, service and flag.
# To avoid mismatched codes betueen train and test, I fit cach encoder on the combined values from both sets
combined = pd.concat([train[col], test[col]], axis=0)
Le.Fit(combined)
# 1 am transforming train and test separately.
train[col] = le.transform(train[col])
test[col] = le.transform(test[col])
cat_encoders[col] = le

train[categorical_cols].head()




